
5G 시대의 SDN/NFV 2020-06-12

1

안종석

james@jslab.kr
JS Lab

Virtual Networks for Multi Cloud (개요)

2020. 6.
(2020년 12월까지 사용권장)

ja
m

es
@

jsl
ab

.k
r

JS Lab

I. 개요
II. 멀티클라우드 아키텍처
III. 멀티클라우드 기술
IV. 멀티클라우드 네트워킹
V. 보안/관리

v 부록: 가상 네트워크 기술
v 실습교재 (별도) 

1

2



5G 시대의 SDN/NFV 2020-06-12

2

ja
m

es
@

jsl
ab

.k
r

JS Lab

I. 개요
II. 멀티클라우드 아키텍처
III. 멀티클라우드 기술
IV. 멀티클라우드 네트워킹
V. 보안/관리

v 부록: 가상 네트워크 기술
v 실습교재 (별도) 

ja
m

es
@

jsl
ab

.k
r

JS Lab

v Multi-Cloud는 Hybrid-Cloud와 Traditional IT를 연결하는 환경

n Multi Cloud: Public 클라우드간 연결
n Hybrid Cloud: Public 클라우드와 Private 클라우드의 연결
n Hybrid IT: 온프레미스(On-premise)와 Public 클라우드의 연결

I. 개요

온프레미스: 기업이자체시설에서보유하고직접유지관리하는프라이빗데이터센터
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v 계층화 인프라 고려

§ 인프라의 계층별 추상화 (서비스에 집중)
§ 계층간 격리와 정책 기반 서비스 노출
§ 성능 개선 (계층 Offload 필요)
§ 계층간 연결 호환성

• 제품화를 위한 영역과 계층 고려

• (Managed) Service 제품화 vs. Product 제품화

I. 개요
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v Multi Cloud Managed Service Platform (MCMSP) 
v 하이브리드/멀티 클라우드 관리 (Hybrid/Multi Cloud Management)

클라우드 관리 플랫폼

I. 개요
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I. 개요

v Multi-Cloud 환경 이동 이유

“Most organizations adopt a multicloud
strategy out of a desire to avoid vendor 
lock-in or to take advantage of best-of-
breed solutions” - Gartner analyst

Risk Mitigation
Deploying critical systems across 
multiple Cloud services provides 
additional fault tolerance

Minimize the threat of extensive data loss 
or downtime due to component failure in 
cloud.

Flexible Customization
Each Cloud Service Provider has special 
Features

벤더 락인 우려
최고 솔루션 선택 유연한 커스터마이징

위험 완화 데이터 유실과
다운타임 최소화
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I. 개요

v 동일 서비스 고려하는 Multi-Cloud Architecture
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I. 개요

v 클라우드 서비스 가격과 멀티 클라우드 구성

https://www.simform.com/compute-pricing-comparison-aws-azure-googlecloud/
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I. 개요

v 클라우드 서비스 가격의 유동성과 이를 고려한 아키텍처
v 빌링(Billing) 예

n Customer
n Managed Service
n Public Cloud 

https://www.simform.com/compute-pricing-comparison-aws-azure-googlecloud/
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v 현재 엔터프라이즈 인터넷 접속 환경과 Multi-Cloud
v 기존 WAN 네트워크 이슈

n 엔터프라이즈 서비스의 클라우드 이동
n 서비스를 위한 종단간 연결 경로

Versa Networks, SDxCentral.

I. 개요
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v SD-WAN의 발전
v Multi-Cloud 를 위한 엔터프라이즈 인터넷 접속 (or Cloud Security as-a-

Service)

Versa Networks, SDxCentral.

I. 개요
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I. 개요

v 멀티 클라우드 애플리케이션 제공

§ 혼합된 워크로드 구성

§ 고성능 컴퓨팅

§ 멀티 데이터 워크로드 오케스트레이션

서비스 메시 (Service Mesh)

Tools Chain
CI/CD, Provisioning, Automation, Registry, Telemetry, Policy, IAM, Security

클라우드 네이티브 애플리케이션
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II. 멀티클라우드 아키텍처

v Basic Cloud Architecture 

Image: Rightscale
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v Basic Cloud Architecture (2 Datacenters)

Image: Rightscale

II. 멀티클라우드 아키텍처
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v Building the Enterprise Multi-Cloud Backbone (Aviatrix)

https://www.simform.com/compute-pricing-comparison-aws-azure-googlecloud/

II. 멀티클라우드 아키텍처
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v Multi-Cloud  Architecture 

n Cloudification

Jignesh Solanki, leads Simform's Product Engineering team

II. 멀티클라우드 아키텍처
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v Multi-Cloud  Architecture 

n Multi-Cloud Relocation

Jignesh Solanki, leads Simform's Product Engineering team

II. 멀티클라우드 아키텍처
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v Multi-Cloud  Architecture 

n Multi-Cloud Refactor

Jignesh Solanki, leads Simform's Product Engineering team

II. 멀티클라우드 아키텍처
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v Multi-Cloud  Architecture 

n Multi-Cloud Rebinding

Jignesh Solanki, leads Simform's Product Engineering team

II. 멀티클라우드 아키텍처
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v Multi-Cloud  Architecture 

n Multi-Cloud Rebinding with Cloud Brokerage

Jignesh Solanki, leads Simform's Product Engineering team

II. 멀티클라우드 아키텍처
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Jignesh Solanki, leads Simform's Product Engineering team

v Multi-Cloud  Architecture 

n Multi-Application Modernization

II. 멀티클라우드 아키텍처
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v Multi-Cloud 운영 이슈

Private
Virtualization

Private
IaaS/PaaS

Public 1
IaaS/PaaS

Public 2
IaaS/PaaS

SaaS 1

SaaS 2

서비스 가시화

와 제어관리

DevOps 
Teams

Software 
Development

Consumers

Data 
Management 

Analytics

Line of 
Business

Finance

Procurement 
and Sourcing

Security, 
Risk and 

Compliance

Compliance failure

Data Loss

Unhappy users

Loss of control

Security Governance Cloud complexity

III. 멀티클라우드 기술
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v Transitioning to a Multi-Cloud Environment – Challenges 

1. Provisioning 

2. Security 
3. Networking: The networking layer transitions from being heavily dependent 

on the physical location and IP address of services and applications to using 
a dynamic registry of services for discovery, segmentation, and composition.

4. Applications 

5. Data

6. Governance

Private
IaaS/PaaS

Public 1
IaaS/PaaS

Public 2
IaaS/PaaS

III. 멀티클라우드 기술

Traditional IT
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v Simplifying Complexity
§ While a multi-cloud strategy will help to avoid vendor lock-in, increase 

reliability and protect mission-critical data, it has inherent complexity. 
Before leaping into multi-cloud, consider these few potential methods 
to simplify the complexity.

§ Potential Methods:

ü SD-WAN or Software-defined networking

ü Cloud On Ramp Service Providers

ü Carrier-Neutral Colocation Services

ü AWS Direct Connect

ü Azure Express Route

ü Products and Services from Local Vendors

III. 멀티클라우드 기술
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v 클라우드 네트워킹: 가상과 물리 네트워크와 독립적 추상화
v 가상 네트워크 환경 (Overlay SDN): VMware의 NSX 등
v 물리 네트워크 환경 (Underlay SDN): Cisco의 ACI 등

IV. 멀티클라우드 네트워킹
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v SD-WAN is sometimes viewed as a catch-all marketing term for next-gen 
enterprise edge solutions ( www.sdxcentral.com SDxCentral, 2019 )

SD-WAN

보안

네트워크

가상화

라우팅

CPE/
vCPE

WAN
본딩

WLAN

WAN
최적화

클라우드

네트워킹

MPLS
인터넷
LTE/5G

SD-WAN

MPLS
인터넷
LTE/5G

SD-WAN

MPLS
인터넷
LTE/5G

SD-WAN

SD-WAN
오케스트레이터

IV. 멀티클라우드 네트워킹
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Node 1 (10.245.2.2) Node 2 (10.245.2.3)

Node 3 (10.245.2.4)

10.244.1.1 10.244.1.2 10.244.1.3 10.244.2.4 10.244.2.5 10.244.2.6

10.244.3.1 10.244.3.2 10.244.3.3

10.244.1.1/24Linux 
Bridge
kbr0

10.244.2.1/24 Linux 
Bridge
kbr0

10.244.3.1/24 Linux 
Bridge
kbr0

obr0 obr0

obr0

GRE/VxLAN 
Tunnel

network X

veth pair veth pair

veth pair

v Clustering for Multi-Cloud

IV. 멀티클라우드 네트워킹

VxLAN Tunnel Issues
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v Routing with cloud stickiness
n DNS – weight-based with health checks
n WAF/CDN + Rules Engine (on CDN Edges)
n Location stickiness

By Konstantin Tjuterev & Oleg Andreyev, Intechsystems SIA 

IV. 멀티클라우드 네트워킹
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v Direct Connect Architecture (AWS)
v Outpost for Hybrid Cloud

IV. 멀티클라우드 네트워킹
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v ExpressRoute Architecture (Azure)
v Azure Stack (Edge) for Hybrid Cloud

IV. 멀티클라우드 네트워킹
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v VMware NSX
v VMware의 AVI 인수 (2019) 

IV. 멀티클라우드 네트워킹
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v Cisco Multi-Cloud – A Cloud Architect Perspective

Cisco, https://www.netdesignarena.com/index.php/2018/05/30/why-cisco-multi-cloud-a-cloud-architect-perspective/

IV. 멀티클라우드 네트워킹
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v Cloud Networking Complexities

§ Routing traffic rapidly and securely between disparate cloud platforms 

is complex; avoid complex Managed VPN solutions

§ Automation needed for disparate CLI’s, BGP ASN’s, and routing tables

§ Managing multiple cloud, SaaS, network, and colocation providers is a 

juggling act!

§ Every provider will have their own proprietary method for management, 

monitoring, storage, and network solutions.

§ Establishing standard security capabilities and policies

§ Ability to enforce security for users, data, and applications everywhere 

is essential

IV. 멀티클라우드 네트워킹

10 Giga Internet Service for Enterprise in Korea
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v Datadog
V. 보안/관리
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v 클라우드 관리
v 국내의 Public Cloud 기반 관리 서비스 제공 레퍼런스

n OpsNow (베스핀글로벌) 
n Hyper Solutions (메가존)

V. 보안/관리
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v OpsNow
V. 보안/관리
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v Multi-Cloud Security Tools (Gartner)

Source: 2019 Gartner 

V. 보안/관리
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v 보안 표준 적용 클라우드 구축 (해외 예)

1. ISO/IEC 27001:2013
2. ISO/IEC 27002:2013
3. ISO/IEC 27017:2015
4. SOC 1/SOC 2/SOC 3
5. NIST SP 800-53
6. PCI DSS

Securing the Telco Cloud
June 2017 @ OPNFV Summit

Ng Hwee Ming
Principal Technologist
APAC Office of Technlogy, Red Hat

Abhilash S V
Cloud Solution Architect, Red Hat

(신뢰 확보를 위한 차단)

(크로스 플랫폼 기능)

(접속, 관리, 회복력 )

(ID, 인증, 권한, 관리, 감사 )

(연합 접속을 위한 대표)

(보안과 접속의 용이)

(멀티테넌트 지원 탄력, 유연, 탄성 )

(다단계 차단 네트워크, OS, 애플리케이션 보안)

V. 보안/관리
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v Multi-Cloud Security
§ Secrets management 
§ Identity and Access Management [Identity as a Service (IDaaS)]
§ Check Traditional IT Infrastructure for Enterprise

• Single Sign-On

• Universal Directory

• Multi Factor Authentication

• Life Cycle Management

• Mobility Management

• API Access Management

• Developer Platform

V. 보안/관리
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v Multi-Cloud Application Services Challenges (VMware/AVI) 

n Multi-Cloud Architecture (Virtual Cloud Networking with NSX)

V. 보안/관리
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v Infrastructure-centric Silos to Application-centric Multi-cloud 
Strategy (VMware/AVI) 

V. 보안/관리
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v Security Capability Software Stack 
v 제조사(예): SD-Brance, SD-WAN, SD-Security (VERSA Networks)

Versa Networks, SDxCentral.

V. 보안/관리
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v Multi-Layered Security 
v 제조사(예): Multi-cloud Security for enterprise (Fujitsu)

V. 보안/관리
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v Multi-Cloud Policy and Governance

V. 보안/관리
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v Multi-Cloud Infrastructure Provisioning

V. 보안/관리
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v 하드웨어의 추상화 기반 IaaS 인프라 운영 (SDDC)
v 가상화 자원 제공
v 하이브리드(Hybrid)/멀티(Multi) 클라우드 인프라 서비스

하드웨어

IaaS(SDDC) 계층

 관
리

/ 정
책

/ 보
안

(S
of

tw
ar

e 
De

fin
ed

 M
an

ag
em

en
t, 

Po
lic

y 
an

d
Se

cu
rit

y)

퍼블릭 클라우드

Cloud Bursting

매니지드 클라우드

서비스 제공자

프라이빗 클라우드

데이터센터

IaaS(Infra as a Service)

컴퓨팅 (SDC)

• 클라우드서비스 가속
• 컴퓨팅 자원 공유
• 가상 GPU 지원

스토리지 (SDS)

• 빅데이터지원
• 데이터 보안

네트워크 (SDN)

• 기관별 연결 정책
• 멀티 클라우드 지원
• Overlay Networking

소프트웨어 정의 데이터센터 (SDDC: Software Defined Data Center)

 확
장

성
 제

공

Cloud Native 컴퓨팅 기반 분석환경 제공

V. 보안/관리
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v Other Complexities
§ Modernization: 

ü Hybrid clouds need modernized data center and processes to support both 
legacy and new applications.

ü New capabilities need to support rapid provisioning, higher performance, 
and data mobility between disparate clouds (public and private).

§ Monitoring and Security
ü Multi-cloud networks need capability to monitor and secure traffic flows 

in/out of public cloud environments.
ü End-to-end encryption needed for every virtual circuit/path/connection.

§ Suppliers
ü There are a plethora of options; need to carefully evaluate network 

requirements and migrate workloads accordingly to avoid vendor-lock.
§ Connectivity

ü Network Abstraction: Purpose-built networking in the cloud is all software 
driven.

ü Automation needed for disparate CLI’s, BGP ASN’s, and routing tables.
ü End-to-end encryption needed for every virtual circuit/path/connection.

V. 보안/관리
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I. 개요
II. 멀티클라우드 아키텍처
III. 멀티클라우드 기술
IV. 멀티클라우드 네트워킹
V. 보안/관리

v 부록: 가상 네트워크 기술
v 실습교재 (별도) 
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Node X kube-proxy

iptables

apiserver
① watch

services & 
endpoints

③ schedule

② kubectl run

④ kubectl expose

⑤⑦ update

⑤ New service
⑦ New endpoint⑥⑧ configure⑨ vip

Proxier
iptables

client
DNS cache
(dnsmasq)

v Access services from outside Kubernetes

v 부록: 가상 네트워크 기술
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v Multi-Cloud Service Networking

§ Service Registry & Discovery 

§ Service Mesh 

v 부록: 가상 네트워크 기술
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v SDN 내재화 클라우드 솔루션
v VMware: Programmatic Integration with Various PaaS and CaaS

v 부록: 가상 네트워크 기술
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v Cisco Container Platform Architecture

v 부록: 가상 네트워크 기술
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Host

CNM

Host

CNI

Master (Manager)Local 
DNS

Load 
Balancer

Local 
DNS

Load 
Balancer

Local 
DNS

Load 
Balancer

Gossip

v Container Networking 표준 - CNM / CNI / Gossip

n Container Network Model (CNM): Docker에서제안, libnetwork에서사용하
며 Cisco Contiv, Kuryr, OVN, Project Calico, VMware, Vwave에서사용

n Container Network Interface (CNI): CoreOS가제안, K8s, Kurma, rkt, 
Apache Mesos, Cloud Foundry, Cisco Contiv, NSX-T, Project Calico(BGP), 
OpenVSwitch, Weave(VxLAN), Multus (a Multi Network plugin), Docker

n Gossip: P2P, 네트워크크기와무관하게동작, 일정한개수의불특정노드에
정보를 gossiped,지정한오버레이를통해다른노드에알림

https://kubernetes.io/docs/concepts/cluster-administration/networking/

v 부록: 가상 네트워크 기술
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퍼블릭 클라우드
벤더들은 자사
위주의 하이브리드
서비스를 제공
합니다.

v 하이브리드/멀티 클라우드 관리 수용

n KT Hybrid Cloud
n IBM Cloud Pak
n AWS Outpost
n MS Azure Stack (Edge)
n Google Anthos

v 부록: 가상 네트워크 기술
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JS Labhttps://aws.amazon.com/outposts/

v AWS Outpost

v 부록: 가상 네트워크 기술
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JS Labhttp://www.darrylvanderpeijl.com/azure-stack-hci-edge-hub-azure-arc/

v Azure Stack HCI
v Azure Stack Edge
v Azure Stack Hub

v 부록: 가상 네트워크 기술
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JS Labhttps://www.ibmbigdatahub.com/blog/ibm-cloud-pak-data-v2dot1

v IBM Cloud Pak

v 부록: 가상 네트워크 기술
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JS Labhttps://cloud.netapp.com/blog/hybrid-deployment-with-google-anthos-an-intro-gc-cvo-blg

v Google Anthos 

v 부록: 가상 네트워크 기술
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v VMware Cloud 

n KT Cloud 지원 (2019. 8.)
n VMware Cloud on AWS
n 지원 확장: Azure, Google, IBM, Oracle, Alibaba and KT Cloud

https://www.actualtech.io/getting-hands-dirty-installing-vmware-cloud-aws/

v 부록: 가상 네트워크 기술
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v Rancher Labs

n 인프라와 독립적인 엔터프라이즈 급의 클라우드 네이티브 솔루션
n Rancher 2.x

https://rancher.com/announcing-rancher-2-0/

v 부록: 가상 네트워크 기술
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• Networking Centric Theory
• Computing Centric Theory
• Storage Centric Theory

v NKS (NetApp Kubernetes Service)

n 관리 및 배포를 위한 Cloud Native Solutions Marketplace
n 스토리지 자동화 기반의 배포 및 관리

v 부록: 가상 네트워크 기술
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vUser Plane – Control Plane 분리 : SDN Architecture
v컨테이너 기반 아키텍처

• SOA (Service Oriented Architecture): Smart pipes, dump endpoints

• MSA (Micro Service Architecture): Smart endpoints, dump pipes

• CNA (Cloud Native Architecture): Infrastructure focused smart platform, 
business logic focused smart services

Service

Service

Service

Service

Service

Service

ESB

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

Micro
Service

proxy
proxy

proxy

proxy
proxy

proxy

Kubernetes/Service mesh

SOA (Service Oriented Architecture) MSA (Micro Service Architecture) CNA (Cloud Native Architecture)

v 부록: 가상 네트워크 기술
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v eBPF Framework for Networking
(by IO Visor, retrieved from iovisor.org)

v 부록: 가상 네트워크 기술
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