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https://ebpf.foundation/what-is-ebpf/
Source: https://ebpf.io/
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eBPF-based Networking, o o>
Observability, Security =

Cilium is an open source software for providing, securing
and observing network connectivity between container 9 e
workloads - cloud native, and fueled by the revolutionary - N&"o‘r_ o >
Kernel technology eBPF.
Y >
e
Google Bell .\ Adobe aws
Google chooses Cilium for Bell uses Cilium and eBPF What Makes a Good Multi- AWS picks Cilium for
Google Kubernetes Engine for telco networking tenant Kubernetes Selution Networking & Security on
(GKE) networking EKS Anywhere

Source: https://cilium.io/
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EBPF @ CALICO

% eBPF @ Calico ({))
m Standard Linux Dataplane eBPF dataplane

Throughput Designed for 10GBit+ : Designed for 40GBit+ I

First packet latency Low (kube-proxy service latency is bigger factor) [ Lower |
Subsequent packet latency Low : Lower I
Preserves source IP within cluster Yes | Yes |
Preserves external source IP Only with externalTrafficPolicy: Local ! Yes :
Direct Server Return Not supported [ Supported (requires compatible underlying network) |
Connection tracking Linux kernel's conntrack table (size can be adjusted) : BPF map (fixed size) :
Policy rules Mapped to iptables rules | Mapped to BPF instructions |

Policy selectors Mapped to IP sets ! Mapped to BPF maps :
Kubernetes services kube-proxy iptables or IPVS mode [ BPF program and maps |

IPIP Supported I Supported (no performance advantage due to kernel limitations) :

VXLAN Supported I Supported I

Wireguard Supported (IPv4 and IPv6) : Supported (IPv4) }

Other routing Supported I Supported I

Supports third party CNI plugins Yes (compatible plugins only) : Yes (compatible plugins only) }
Compatible with other iptables rules Yes (can write rules above or below other rules) | Partial; iptables bypassed for workload traffic |
Host endpoint policy Supported : Supported }
Enterprise version Available | Available I

XDP DoS Protection Supported : Supported }

IPv6 Supported | Not supported (yet) |
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Source: https://docs.tigera.io/calico/3.25/about/about-ebpf
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LOXILB

LoxiLB: eBPF based cloud-native load-balancer for 5G Edge
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This page lists a number of open source projects that use eBPF as the underlying core technology. These projects are not
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eBPF based cloud-native load-balancer for 5G Edge

LoxiLB is an open-source cloud-native "external” service load-balancer for cloud-native
5G/edge workloads written from scratch using eBPF as its core-engine and based on Go

Language. LoxiLB turns Kubernetes network load balancing for 5G/Edge services into high
speed, flexible and programmable LB services.

Source: https://ebpf.io/applications/
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HTTPS://WWW.LOXILB.IO/

< https://www.loxilb.io/
o github

Source: https://ebpf.io/applications/
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T Star 534 Q) Follow @loxilb-io 29

Flexible & Extensible
Cloud-Native
Service Load-Balancer

eBPF based cloud-native load-balancer

Visit our github

LOAD . RIGH —~
BALANCE AVAILABLE

Ealss 1

What is LoxiLB ?

SN

LoxiLB is a fully open-source "external" service load-balancer for

cloud-native workloads written from scratch using eBPF as its core-

engine and based on Go Language.
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USER MANUAL

. LoxilB 7l 3

« loxilb =71 O|0|X| pull/run #&5}7|
e loxilb EEHHA F AT}
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« Session Recorder

Appendlx ______________________________________________________________________ 33

endpomt / fdb / firewall /ip / Ib

mirror / neighbor / policy / route

session / sessionulcl / vlan / vlanmember
vxlan / vxlanpeer
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JSAHN99 (ENGINEER)

% Jsahn99 (Engineer in Korea)
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« Engineer View Support: Versioning, Training, AWS Marketplace (0.8.3)
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LoxilB Docker Pod
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Health Monitoring
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I K8s CCM LB
Command
Loxil B
(golang)

I Config
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eBPF Map/State &7|2}

Backup Data Path
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LOXILB2| EBPF #+/d

User Space
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Linux Kernel

eBPF load/unload T

golang loxilb

eBPF config/stats

Kernel Legacy Stack
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loxilb
docker
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+» Use Cases

Weighted Round-Robin
(Canary Deployment)
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USE CASE

Future

AWS Cloud

EKS CHAIME
EKS S2I%E EKS Anywhere Q% FHYE|A
Be|Ag A2 | f32c 7HA3 | BeAH ARE
EKS Anywhere
Provider

Register

EKS Anywhere EKS Connector
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EKS Anywhere

Control Plane
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