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v AWS Direct Connect
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« AWS VPC €= AWS VPC
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Source: https://www.youtube.com/watch?v=tBZBYozvTO8
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< HE2! | p2 MX| 1 ERJE0] QELS ED}SX| & T £ Amazon Virtual Private
Cloud(VPQ)0|A| HE2 2 AWS A{H|AE 0| 2.

% AWS PrivateLink= 2 E HEQIAE AWS HEQA LHE 2 GX|S5tHA Do =&
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< PrivateLinke= HZE IPL| 5|& 55 S5 ER2/40|L} AWS MH|A0| HZASI7| $folf 2AAEHll
0| EJI0], NAT(Network Address Translation) %], @3l TEA| S2 0|25} QIE{H
HZEZ 2| ZedE Qo=

< PrivateLinkOf|A] O] 8¢ 5+ Q= AWS MH|A = AWS Direct Connect &0j|A{ Z2}0|El
HEAL X|HolE 2, MH|A AEXQIEE 0|25l Amazon Z2}0[|8! HELIIE S5l AWS
MH|AR2 n749o| f|o|E| ME{] OjF2|A|0|MS HELE = AS

Amazon Elastic Container Registry (ECR)
AWS Key Management Service (KMS)

Source: https://aws.amazqn.com{ko/about—aws/whats—new/201741 1éintroducin%-awsgrivatelink-for-aws—
services/#:~:text=PrivateLink%EB%8A%94%20%ED %8D%BC%EB%B3%94%EB%A6%AD%201P%EC%ID %98, %ED%I5%A0%20%ED %95%84%EC%IA%I4%EC%84%B 1%EC%ID%84%20%EC%I7%B6%EC%I5%A0%ECKHA4%ED%EB%EB%B8%EB%EB%AAL.
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«» AWS PrivatelLink

« AWS VPC2} CHAF AMH|A
- 17184 YU 2EE HE
. X|9 MH|A

v L2 AWS AH’d &0l M X S5t= AH|A - VPC Endpoint
v AWS OIS 0| & 4o mEL| MH|A
v AWS AH|2 (S3, ECR, KMS §) - VPC Endpoint Service

@ ap-northeast-2.console.aws.amazon.com/vpzhome?region =ap-northeast-2#EndpointServices:

Zh et HE S 2

st

7l

M cmsl @B vouTube @ Maps Y wos-Maketplxe-. @ 010 @ an @ an Vmware 100 vrnware 101 Vmware 102 PRTG jdab 2= [ avs A Az & ocp
a‘\f/S 558 Services Q. privatelink
O New VPC Search results for 'privatelink’
Experience
Tell us what you think
Features
VPC dashboard Blogs (63}
) ; - dpoint services
£C2 Global View [ Documentation (950} Endpoint services
. @] VPC feature
Filter by VPC: Knowledge Articles (30)
Select a VPC Events (1}

Endpoints

Marketplace (7} = voc fa 5
¥ Virtual private cloud 9 VPC feature

Your VPCs
Subnets Blogs See all 63 resultsp

Route tables

Expedite your IPv6 adoption with PrivateLink services and
dpoints [2

efaniak, Kenneth Howard, Raju Rangan Jate: June 6, 2022

Internet gateways

Egress-only internet

Source: https://www.youtube.com/watch?v=tBZBYozvTO8 ey
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< AWS PrivateLink 7+d 24

- Endpoint (MH|A XS X})
« Endpoint Service

v Gateway Load Balancer Endpoint [ ¢ o :
/ Gateway End pOint M 6mal @B YouTube @ Maps ¥ WoS-Matetplace-. @ 010 @ o1 @ on vmware 100 vmware101 vmware102 PRTG }
/ Interface End point Servicas Q - Seoul ¥ James Jong Seog Ahn ¥

See all regions

e % O

A 2 O 6cp NAVER CLOUD

£C2 Global vView [4
Filter by VPC: Route Tables Asia Pacific 6 Additional Information

See all regions Network ACLs Asia Pacific 3

Endpoint service settings
SElecta Vit bd Sae all regions VPC Documentation
All VPC Resources

Name - optional

. .
. .
. .
. .
] .
. .
] .
: Create a tag with a key of 'Name' and a value that you specify : v Virtual private cloud nternet Gateways Asia Pacific 2 )
: H See all regions Security Groups Asia Pacific 3 Forums
: : Your VPCs See all regions Report an Issue
a  Load balancer type . P
= - Subnets
. O Network H Egress-only Internet  Asia Pacific O
Gateway [ Gateway Cust Gateway Asia Pacific ()
. Route tables ateways ustomer Gateways
: E See all regions See all regions AWS NEtWOFk Manager
o - Internet gateways
= Available load balancers (0) [¢] Create new load balancer | Egress-onty intemnet AWS Network Manager centrally manages your Cloud WAN
- : DHCP option sets Asia Pacific ] Virtual Private Asia Pacific Q) core network and your Transit Gateway network across AWS
w Select the load balancers to send traffic from service consumers to your application or service. n gateways Gateway i A ~
. . See all reg sFteways and on-premises locations. Learn more
= Q 1 ® Carrier gateways See all regions
E . 5HCP Ontion Set Get started with Network Manager
o Load balancer name v Availability Zones va nLEplion Sets Elastic IPs Asia Pacific O ; 2 .
. " . Gl Site-to-Site VPN Asia Pacific O
H Elastic IPs See all region A

o " o & - H Connections ; 5 5
L Vo Metwork Load Balancers or Gateway Load Balancers available in this Region . o ) EEsEsEmEEssEsEEEmEEEEEEEEE  Sooairegion: Slte_to_slte VPN cOnnectlons
- e Managed prefix lists H = gic

EEsEEEEEEEEEEEEEEEEE, = | Endpoints asispaciic ] [N

Endpoints s . Saa all vagions o Amazen VPC enables you to use your own isolated resources

See all rec
Endpoint services 3 . = Running Instances asizpacific O within the AWS Cloud, and then connect those resources
l\....F........'.'........' . 1 | Seeallregions directly to your own datacenter using industry-standard
NAT gateways E Endpoeint Services AsiaPacific O | 3 encrypted IPsec VPN connections.
. . N
Peering connections | Seeall reglons o Create VPN Connection
.

Source: https://www.youtube.com/watch?v=tBZBYozvTO8
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<+ AWS PrivateLinkE A}235}0{ AMH| A0 vPC HZ

Region

=)
©
€y
]

AN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
- = c & ap-northeast-2.console.aws.amazon.com/ivpd/

.
s Y wos- ce-. ! 2 " " o102 bbb P Be MR CLO
TM omal @B voutube @ mips YY wOS-Markeplce Qoo @on @ an vmvare 10C vrmware101 wrware102 [ PTG jsab 3 @ as A e O ooe NAVER CLOUD

QA @ Seoul ¥

g Seog Ahn v

@© New vPC X Endpoints (1) infa ‘ c ‘ Actions v Create endpoint ®
Experience — J
Tell us what you think Q 1 @
VPC dashboard Name v VPC endpoint ID v VPC ID v Service name
F a
project-vpce-s3 vpee-0e7039c643f29107c vpc-011bf15ea2df6a982 | project-vpc com.amazonaws.ap-north

EC2 Global View [4 n
Filter by VPC:

»

Select a VPC v

Source: https://docs.aws.amazon.com/ko _kr/vpc/latest/userguide/endpoint-services-overview.html
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% AWS PrivateLinkE 3t M2 & SaaS
.« OIE{4l AH|O|E$JIO| EE= VPC YIE ZEQIEZ AWS A{H| A0 WA A

Internet
Router Gateway

- aq—v @ = =
h -4
Service / Internet
Subnet
10.0.0.0/24 @‘___* /

VPC VPC Amazon
10.0.0.0/16 Endpoint_“ S3

Source: https://www.megazone.com/techblog 191113 aws-privatelink/
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% AWS PrivateLinkE 3t M2 & SaaS
-« VPC QIE EQIEE S5t 7|2 MH|A L&

/
|
/@ T
{ \
J 1

VPC
Endpoint

Network Load
Balancer

L SaaS Consumer /

L SaaS Provider ] /

Source: https://www.megazone.com/techblog 191113 _aws-privatelink/
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< AWS PrivateLinkE E%t M2 SaaS
« AWS PrivateLinkE Al25}0{ SaaS 5S¢ =7

ad

N D \

o
Q—
Network Load Service Network Load
SaaS Solution 1 Balancer Balancer
\_ aaS Solution P,
\ Saa$ Solution 2 W Xe. Saa$ Solution 3 /

Source: https://www.megazone.com/techblog 191113 aws-privatelink,
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< AWS PrivateLinkE %t M| & SaaS
« AWS PrivateLinkS AI25}0] 2 =3|0|A 0 AM AjH| A0 BN A

o vec

Provider
‘—» Consumer »  Application
VPC e Services .
A\/VS Direct | AWS
Connect ‘ PrivateLink

SaaS Provider

Source: https://www.megazone.com/techblog 191113 aws-privatelink/
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% AWS PrivateLink& %t M2 SaaS
 AWS PrivateLinkE AF&9S10| C+EF VPC ZEE &2 #15 m

Network Load :a

Balancer

Tenant 1 VPC

Management

Service m

L Control Plane ) \ @<a
Network Load

Balancer

N Tenant 2 VPC

Source: https://www.megazone.com/techblog 191113 aws-privatelink/
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< Obtaining A Static Outbound IP from an Azure Virtual Network

User configuration
L3-L7 connectivity policies

Microsoft Threat Intelligence
Known malicious IPs and FQDNs

Threat intel, NAT, network and

i sl e g s s . . . S . S .

I ¢ ' application traffic filtering rules
L — Azure I - allows inbound/outbound access
I | : I '
- Firewall .
T _ J ; R v > @
(o sy x>
| , : == | Traffic is denied
: —» | by default
| | G
!
| | Central | Az e to on-prem
! u | VNet | iraffic filtering
| |
S )

Spoke VNets

bll |

On-premises

Source: https://samcogan.com/obtaining-a-static-outbound-ip-from-an-azure-virtual-network/
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«» Azure Batch without Public IP

Virtual Network

—
|
P

Batch Account Storage Account

E’ Depends on I
-

Depend on

uo spuadag

Subnet 1 Subnet 2 |
| Depends on

pe)
o]
)
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< Azure Private Link A{H|A

=
o

3

Endpoints | VPC Management Console X | (] Configure an endpoint service - Amazc X ‘ [] Create a service powered by AWS Privat

c @& portal.azure.com/#home

Gmal @ YouTube 9 Maps \;9_’ WOS - Marketplace—... @ 010 @ a1 @ a1 vmware 100

Microsoft Azure

Hi Jong Seog, see what

View remaining credit to try any service, or bro

Take a free online course on
Microsoft Learn

‘ L0 Qrivatelin[gl

vrmware101

X

M Home - Microsoft Azure x +

vimware102 PRTG jlab 3g==~ [ ans JA Azure

All Services (8) Marketplace (6)

Azure Active Directory (0)
Services

@ Azure Synapse Analytics (private link hubs)
s Private Link

“@> Private link services

L Azure Arc Private Link Scopes

Marketplace

L3 Azure Synapse Analytics (private link hubs)

(B3]

P Private Link

r

é Azure Monitor Private Link Scope

Documentation (29)

Resources (0) Resource Groups (0)

@ Private DNS zones
¢l Private endpoints
T_ Azure Monitor Private Link Scopes

'
<> Resource management private links

Pj Private Link Service (Your Service)
f;j Azure Arc Private Link Scope

[J Resource Management Private Link

® 3z 0 &

2y GCP me NAVER

DEFAULT DIRECTO|

Source: https://docs.microsoft.com/ko-kr/azure/private-link/private-link-service-overview
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.:. Azu re P riva te Li n k A\ Private Link Center - Microso! X | 4

&« O @ https:/jportal.azure.com/#create/Microsoft.PrivateLink-ARM 7=

'? user@contoso.com
TV D @ i CONTOSO

Microsoft Azure AR Search resources, services, and docs (G+/)

Home > New > Private Link >

~1~ Create a resource H H
.1, Private Link Center & X
A Home
=11 Dashboard O Search (Cmd +/] « . . . .
L1Searcn (Cndv/) Build and allow private connections between resources with
= Al services 1 Overview Private Link
JCHPYORIES 7= Pending connections Azure Private Link is a secure and scalable way to create, share, and connect to Azure. All
(4 R . data that flows from a provider to a consumer is isolated from the internet and stays on the
2 IDESOUILE gIOUPS. 1> Private endpoints Microsoft back end. Learn more about private links &
£Ei All resources 4> Private link services * Consumers: To privately connect to a service, create a private endpoint.

@ * Providers: To privately render a service, create a private link service or private resource.
Recent

@ App Services

& SQL databases

Resources

Active connections

= Supported resources
Ly Virtual machines (classic)

K3 virtual machines IE
@ Cloud services (classic, g
(classic) ﬁ A & <> o L N
Subscriptions
% Azure Active Directory s
@ Monitor
9 Security Center
_-:1 Help + support
@ Advisor
(. Cost Management + Billing Build a private connection to a service Expose your own service so others can
Create a private endpoint to privately connect to connect
<> Virtual networks (classic) aservice. Learn more Create a private link service to enable private
Create private end| connections to an existing service. Your existing
service must be behind a standard load balancer.
Learn more

Create private link service
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% Cloud Security And Azure Private Link




«» Azure Private EndPoint

0
o
s

Service L ——— P

I Private -
— A) o\ Cutry — < > Link | @ T‘I’m

On-premises

Virtual Network (Coming soon

Azure Private Link - Connecting Azure Services privately to your Network

Source: https://www.azuredocs.com/azure-private-link-nedir/
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% Use Azure Private Link to securely connect servers to Azure Arc

Azure Azure
Active Directory Resource Manager

Preview only:
Allow access to
Azure AD and Resource
Manager over the internet

1 —~
>« > = (

VPN or

On-premises
ExpressRoute

network

Source: https://docs.microsoft.com/en-us/azure/azure-arc/servers/private-link-security

Optional private endpoints
For Automation, Storage, and
Azure Monitor

-

Extensions

/(I \ ,m o~ Azure Policy
fa) @ 'f Guest Configuration

Azure Arc-enabled
server resources

Azure network

® o0
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< Azure Private Link A|H| A= Azure Standard Load Balancer F|0|A A3 E|= AMHAE
MH| A0 Cligt AH|X}ZF XFAM O] VNetO|M HISIHE MM AT = QT F Private Link HMA S
A8t & dEe = QL (Azure Private Link A|H| A= HEZF Load BalancerOf| A B X| &)

% 1N7ZH2 VNet L{O|A] =2}0|Hl JICEOQIEE THET O] A{H|AQ DjES = US

A % : @ NAT IP Fron!;nd P
¥y 10.0.1.5 (192.168.0.5) (192. 158 0.10) 192.168.0.2
FX‘);:::.:::_)MP ‘ @ Azure Private Link ! u
Peering 2 1 -—-—-—----—>©H
W Traffic carned over

’ i Private RS g :
On-premises Express Route : Private Microsoft Network - Uik 'S i r -’, :
Gateway : endpoint : : . ink Service alancer (ILB/PLE
Subnet (10.0.1.0/24) Subnet (192.168.0.0/24)
o Virtual Network (10.0.0.0/16) =" """ = s rerrerrsansenes . radlady Virtual Network (192.168.0.0/16)
Consumer Network Provider Network
(Azure AD tenant A, Subscription A, Region A) (Azure AD tenant B, Subscription B, Region B)

Source: https://docs.microsoft.com/ko-kr/azure/private-link/private-link-service-overview
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% Multi-tier app service with service endpoint

77777777777 3 e e e e e R
I | g
I e v 7 T Ty T 7777777 a
[._Aj ‘ App Service | | I
| . | 5
: [ | regional ! | | i
1 ~ . . | | ! :
i Azure App Servi I virtual | I | | :
: | | i
: : I network [ | o i
o~ | ' integration : [ : |
! | ;
» \ |
w [
( Internet ) . > @ f — b. ‘ : s — > @
- - | TVIC |
[ :
Web app I I endpoint i Web app
| | I
[ "
[ P
| I |
| [ S
[ I
\ ! I
| |
[ | ! Pl
‘ [ : (-
[ I
[ | : P!
\ ) i
[
[
[
[
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< QUEHO|A AEZQAEE 2| VPC UEXEQIE MH|A
-
EC? instance VPC encpoint network ;
Private IP; 100.05 interface '
Private IP. 100086 load balancer 4
Subnet 8 :
Subnet A 020024 000
10.0.0.024 |
Endpoint service vpce-sve-1234
VPC A - service consumer VPC B - service provider
10.0.0.0M18 10.2.0.0/186
Region
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% Services using VPC peering and AWS PrivateLink
« VPC to VPC

Dev VPC

Private Hosted Zone Associations

Test VPC Prod VP Shared Services VPC @ O

Private Hosted

2

Zones
VPC Endpoints
@ /
AWS Transit
Gateway

Source: https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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% On premises

Private Hosted Zone Associations

| I [ |

Private Hosted
Zones

VPC Endpoints
/
Inbound Route 53

Resolver Endpoint

AWS Transit
Gateway

Conditional
Forward for
Private Hosted
Zones

Direct
Connect

Corporate data center \ /

5

corp.internal
DNS Server

Source: https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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< EndPoint ServiceS O| 2% A{ PrivateLink ++/d oi{ 27|

A Ej 0|18 Hy
MyVPC 10/0.0.0/16
VPC
/@ ~ CustomVPC 20.0.0.0/16
My-public-subnet 10.0.0.0/24
10.00.0:16 ni-g-él )\-iﬂbtl
B Custom-public-subnet 20.0.0.0/24

P e @ .‘ Pubicsboot ‘ My-public-rt My-public-subnet
= ot | ) T2 228 HolE
g | . -1 1 L: Custom-public-rt Custom-public-subnet

L{':}j __________________ Custom-WEB-1 My-IGW MyVPC

My-EC2 : @J QIE{4ll |0|ESJ|0]
@ ‘ Custom-IGW CustomVPC
Q

Custom WEB-2
Network LoadBalancer My-EC2 HE2| P #4dst
S / &3] EC2 QIAEA Custom-WEB-1 HE2| P &5
Custom-WEB-2 HEe| P g3t

NLB NLB-test Custom-WEB-1, Custom-WEB-2
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% EndPoint ServiceS O|23d}| A PrivateLink +%3 S| &7|

. TEoM HZ HAE

dig +short NLB-test-¢82933481368db30. elb. ap—northeast-1. amazonaws. com

IDOCTYPE html>
html>
<head>
<title>Wel
<link href

</head>

Source: https://dev.classmethod.jp/articles/organize-private-links-with-endpoints/
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Name

AIEHQIE AH|A AHA .

AETOIE MH|A MH

Ol - ey Aet

"‘Name' 7|9} AFEXAIZ} XM 81 248 288t e 8 H48hct

endpoint-test

2c el g .
O yEf3 .
AolE%jo] °,

*
A HsH RS WM (1/1) %,
*
Kbl AR OfERIAOI Eis MulAS EsfuBXaY 2C WeiNE Mgt

Q .

2E "M olE 7 718 9%

L | - o

| C |[ mecwaqay |

2iny 2jTiof A=HLAE0|(7) AGLICEH

[AEZOIE WS B2s10] & ¥ AC ZOIE F(H) SHHLICH

cxs
» HEZRIE By

o o o

&+ Us

I NLB-test

ap-northeast-1a
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, A - = = . H = VPC AICHQIEE AIB4/2 VPCE CHE AWS AJH|20] RHEISH| B1Zet 4 AT
** End PO int Se rvice= 0 | -g- OH A-I Prlvate LI n k ?l Ao-i OH E 7I SlFiNOES W=ZPIRE PivaioLinkl 89 ST, Em(t;aa MIERI PEMHOIA)E Al E24e) TIREOR ABHILICE

HO|ER0] ASHRIE = AMH|A EfEof CHEt 2}2E ElOIES| 2t Ty g ghuich

— LIES- R
AEZQIE AN -

AWS Marketplace AH[A

Hot O MY o
MH|A O[F Za2jo|dl ME|A O|E& 2l2stn goigiict @
&
] ] =Y 1~2/2 I com.amazonaws.vpce.ap-northeast-1.vpce-svc-063 I
as 0 agols VPC ID ] 28%ID
| ® sg04170b72..  My-EC2-Sec vpc-0246784..  EC2-VPC My-EC2-Sec.. ||
A LT MHl~ O|EE HgaLIC
sg-Dee0bbbd. default vpc-0246794. EC2-vPC default VPC s Traga, .
LTy
"raa,, eaa,
taag,
"aa
o7 ..l.lllllll =
L]
hELTTIE .
.
Tuag, .
VPC | vpc-024679418f657¢cd60 - | ce
7| u
@ Name ~ YWEROIE D - VPCID ME|~ ol dEDIE |4 Yty - B8y A
CEE = e 1o -
a vpce-0014deaBabf... vpc-02467941816...  com.amazonaws.vpoe.ap-north... Inle:fﬁc_e- I : 2021 108 3% 2% 54| 164
EusEEmEEEE
.------------IIIII us?®
asssmssEEEmsEEE=EE an®
LES HEgolE By am lllllllIll.--llIII-- ““‘---l
-
-"--‘
s LA -
" * -
. -
. L -
wet®
TR 2c wpiy CIESET o e ‘_.--"
I€: vpoe-0014deadabl82ibad _  4u%® _N-]
I““
st 14 of a,
u;g‘?‘,-l My 208 i) Eia
ASTOIE 7 (1/1) 2= -
Q MERPIE ID vpce-0014deadablB21bad VPCID vpc-0246794181657c060 | MyVPC
ol s Status message
MY AR 202141 108 3% O 54| 16 6% UTC+9 MH|A O com.amazonaws.vpce.ap-northeast-1.vpce-sve-
ASEQIE Ip > B v el v 448 06378cB0c0Obi0cd69
dcEolE Interf 0| -0014deaBa6f82 1bad- 1 - -
| O vpce-0014deaBa6f821bad 196092325216 @ Pending acceptance 20211 108 3% Y2 17. #l otertace oS OlE v o sl i i
06378cB0cObi0cd6S.ap-northeast-
1.vpce.amazonaws.com (Z2E726K9YBRL4W)
vpce-0014deaBab1821bad-eviog 1 uz-ap-northeast-
1a.vpoe-svc-06378c80c0bf0cd69. ap-northeast-
1.vpce.amazonaws.com (Z2E726KIYGRLAW)
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% EndPoint ServiceS 0| 23| A PrivateLink +%3 S| & 7|

. AEZOIE MH|A HAE

dig +short vpce-0014dea8a6f821bad-eviogluz. vpce-svc—-06378¢c80c0bf0cd69. ap—northeast-1. vpce. amazonaws. com

cur| vpce—0014dea8a6f821bad-eviogluz. vpce—svc—06378680c0bf0cd69. ap—northeast—1. vpce. amazonaws. com

VPCID vpc-024679418f657cd60 | MyVPC

Status message

MH|A 0|8 com.amazonaws.vpce.ap-northeast-1.vpce-svc-

DNS 0|& J vpce-0014dea8a6f821bad-eviogluz.vpce-svc-
06378c80c0bf0cd69.ap-northeast-

vpce-0014dea8a6f821bad-eviog1uz-ap-northeast-
1a.vpce-svc-06378c¢80c0bf0cd69.ap-northeast-
1.vpce.amazonaws.com (Z2E726K9YBRL4W)

Source: https://dev.classmethod.jp/articles/organize-private-links-with-endpoints/
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% EndPoint ServiceS 0| 23| A PrivateLink +%3 S| & 7|

. AEZOIE MH|A HAE

dig +short vpce-0014dea8a6f821bad-eviogluz. vpce-svc—-06378¢c80c0bf0cd69. ap—northeast-1. vpce. amazonaws. com

e AR i i Pub DO ~ AS J | [ ol Put B
VPCID vpc-024 @ \‘/ v ——a o ‘EQ
Status message rternet Gateway nternet Gateway : l‘ .i
MH|A 0|2 com.am o e AN\ :
5 \"/) J : Custom-WEB-1
\&7/ :

ErdPontSonic : |
vpce-0( : |

1 : aal
06378c! ) . @ CR a\) : L
| (=0 H
1.vpce.: et \ o/ Custom- WEB-2

DNS 0|2

Interface EndPoint

Source: https://dev.classmethod.j
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% Multicloud native networking

IZ] B Multicloud Native Network

s Private to you.
Admins & users Hosted by NetFoundry. Private data center

Spun up and down in minutes.

/ \

Google Cloud Platform

Source: https://netfoundry.io/multicloud-networking/
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% Multi-Cloud 29 0|+

Security Governance Cloud complexity

DevOps Teams

Security, Risk

. Software
" and Development
Private Compliance P Public 2
. Virtualization laaS/PaaS
Compliance failure Unhappy users
A |
Privat Procurement kl HI— 7I-A|2|. Consumers
rvate and Sourcin
laaS/Paas ° oF Hlo e Saas 1
Data
Public 1 Finance Management
laaS/PaaS Analytics

Line of
Business

Loss of control Data Loss
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» BEISE HEYHS BEAY

= 2}28: Routing traffic rapidly and securely between disparate cloud platforms is complex; avoid
complex Managed VPN solutions

= XI&2}: Automation needed for disparate CLI's, BGP ASN's, and routing tables

= 22| Managing multiple cloud, SaaS, network, and colocation providers is a juggling act!

= SY #2|: Every provider will have their own proprietary method for management, monitoring,
storage, and network solutions.

= BFE HOF HM: Establishing standard security capabilities and policies

= HOF Zr3}: Ability to enforce security for users, data, and applications everywhere is essential
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< ST Th=3) (Simplifying Complexity)

= Ehz=ol EH Q: While a multi-cloud strategy will help to avoid vendor lock-in,
increase reliability and protect mission-critical data, it has inherent
complexity. Before leaping into multi-cloud, consider these few potential
methods to simplify the complexity.

= Eh=3} 8Ot (Potential Methods)

SD-WAN or Software-defined networking
Cloud On Ramp Service Providers
Carrier-Neutral Colocation Services
AWS Direct Connect

Azure Express Route

DN N N NN

Products and Services from Local Vendors

®e 0 JSLab |
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« Infrastructure
OlZBIAERN (Terraform, Cloudfy,

* Security (Vault,
%3
;l > =2 oAuth, .....))

* Networking (Istio,
Consul, NRF, ....)

N\\x\\ Qoud
.*—*-

Wyot \.
&\u\.\ A

\s\\@%\

* Run-time (K8s
21Elol '
bl Nomad, .....)
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< SD-WANZ2| &
< Multi-Cloud & #l¢t AE =20|= QIE{U % (SI0|EE|E FERE)
% Cloud Security as-a-Service

Cloud Security as a Service .
(UTM, AV, DLP IPS/IDS, URL Filtering) > 77777 =====—- . &

--------
Q
A
“
0
0
.
.
e,
------

...................... P
AN MPLS VPN
.“" “- “- 2\

%— SD-WAN H|0{7]
TN =sowan

] MPLS
ol LTE/SG
| LTE/S

c‘
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« X|Y HYZ= (0f]): uCPE (universal CPE)
v 1AL SD-WAN SHEQ| O
v 24 Bl 2 A o] gAY

« = MH|A (Oll): vCPE or virtualized CPE
v ALY SD-WAN SFEY| A

v HOJHAH HE e

Customer Sites

m vCPE Router

- - a
[;| vCPE Router ) \

=~ = \ VNFx1

g vCPE Router Core Network  yEx2

ND  — ———

VNFx3
o QB )

S e iy

Core Network Servers
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> 7Hde HESA 7|5 HiE 7] SD-WAN +8

Customer Sites

UCPE General Purpose Platform

® o0

Core Network

) ]

e e

= ==

Core Network Servers
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» XHESHE 98t AmEF|0f Ho| Y ESYZ(SDN) 7|

« A2 0|(Underlay) SDN
. EH'I Eﬂ OI (Overlay) SDN - 7|"¢3|.§|' L1I E-?-_I 5_ ?eow\y Management Function) (SeSaet Function)
« A H| A O] A|(Service Mesh) - 22t E HESA e

>
fot
?.*-

R

(Underlay SDNJ (—Overlay SDN i (ZEfSE HO[EE ) i
HESIZ 05 HE23 05 E MHIA BA] |
(SDN H|0{7[) (SDN ®0{7|) | (Service Mesh) |

I |
] |

HjolE] E& 2l

| I

| |

| |

| |

=g L2/L3 R 22| THA L2/L3 J|AF | :
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+ HE| 222 YEYY| AS 1=
. -—"I-E|- = L-||E _|5'I 7|'“_'f %E| |_-||E _|3_Q|-EEII—| 7<M§}

=N

= 7Hd HIEQI3 2 (Overlay SDN): OpenStack Neutron, VMware NSX
= 2| YEA &4 (Underlay SDN): OCP Network, Cisco2| ACI &

. DR T BT ATRKE, N\RY
DO\ RE JANFE AT NN
N R AR SwS

NOEAR . FERE AHA

FIZTE| o
PR BGOSR BRS T LS S e A 1235 (BT, 2RI HIEHS)

HE, AEQX], EY3

>

A= NS
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% Multi-Cloud Service Networking

= |stio (Service Mesh)

O kiali A @ ~ ®admin ~

Y
Graph
Overview P @
Namespace | default v Display v Edge Labels -~ | Graph Type | Versioned app v Fetching  Lastmin v | Every15sec v | | &
Namespace: default
2 6apps
© 4services
Applications % 11links
HTTP Traffic (requests per second):
Workloads
Total %Success %Error
vi 2 ratings 3.17 100.00 0.00
‘eviews ot » 3 ratings vl
Services A = i o PR L 027 >
g g 043"
044 v3
tio-ingressqatewe woductpage TR
istio-system woductpagt vl ~ %
Istio Config e ) e ot > 0 25 50 75 100
D44 M 5xx B 4xx M 3xx M OK
2 details
= dgtauls vl
Distributed Tracing 3 o T g
HTTP - Total Request Traffic min / max:
RPS: 0.00/ 4.40 , %Error 0.00/0.00
+|—| || || L1 H2| | Legend TCP - Total Traffic - min / max: 4
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s Multi-Cloud Service Networking

= Multi-Cluster & Multi-Cloud Service Mesh with Kuma and Envoy

Global Kuma CP

u ’7 Service Discovery
i |

Multi-Zone Mode 5 ZONES

| |
u i - — r - ‘I r - . —
Remote Kuma CP
. L

Remote Kuma CP Remote Kuma CP
Status Name Mode ‘
v v v
o) aws-us-eastl VM ‘ SERVICE & — & SERVICE SERVICE & - SERVICE SERVICE & - & SERVICE
® gcp-gke-eu K8s SERVICE & — O SERVICE SERVICE & — @ SERVICE SERV & — & SERVICE

® aks-asia K8s ' ' ]
. L"\@ Kuma Ingress 4{ &@ Kuma Ingress \—‘ LUO Kuma Ingress

Platform, Cloud or Cluster Platform, Cloud or Cluster Platform, Cloud or Cluster
)
» .

Source: https://kuma.io/
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» BEULE HEYYO By B2

2t 8: Routing traffic rapidly and securely between disparate cloud platforms is complex; avoid
complex Managed VPN solutions

X}-& 2l Automation needed for disparate CLI's, BGP ASN's, and routing tables

£2]: Managing multiple cloud, SaaS, network, and colocation providers is a juggling act!

S £t2|: Every provider will have their own proprietary method for management, monitoring,
storage, and network solutions.

HE Bt 7M. Establishing standard security capabilities and policies

H

ro

42} Ability to enforce security for users, data, and applications everywhere is essential
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< Multi-Cloud Management Platforms Tools

* Dell Multi Cloud Manager
Nutanix Enterprise Cloud Platform
Red Hat CloudForms:

VMware vRealize Suite

BMC Multi Cloud Management
Embotics vCommander

Flexera Multi-Cloud Platform

» Scalr Cloud Management Platform

Source: https.//www.bunnyshell.com/blog/multi-cloud-management-platforms
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+» Simulation Tools

* CloudSim

* CloudReports
* Cloud Analyst
« CloudSME

« MDCSim

 DCSim
« SimIC

DAY 5. HE| 22l$%E Y E
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% Top 10 Network Management and Monitoring Tools in 2022

. Auvik

. Domotz

. Datadog Network Performance Monitoring
. Entuity

. ManageEngine OpManager

. PRTG Network Monitor

. Nagios Xl

. SolarWinds Network Performance Monitor
. Spiceworks Connectivity Dashboard

1
2
3
4
5
6
4
8
9
10. WhatsUp Gold

Source: https://www.spiceworks.com/tech/networking/articles/best-network-monitoring-tools/

About the company

Auvik

USP

It is a Canadian company that
builds IT, network, and security
monitoring tools.

Pricing

It has a robust API library that simplifies
integration and automation.

Pricing

Pricing starts at $150 per month.

It is a U.S.-based company with a

It is a plug-and-play solution, which can

It costs approximately $25 per

Domotz presence in 90+ countries. be set up in 10 minutes. month per site.
It is a U.S.-Based, NASDAQ traded It covrre\gtesvnetwork issues with Pricing starts at $5. per month for
Datadog . ; application issues to speed up root performance monitoring and $7
observability tools provider. ) ) o
cause analysis. per month for device monitoring.
Lt(;:tvr\js:/fveegggwbgrwtheP:fs.é\t;iseed It has 100+ pre-buit reports, automation It is custom-priced with a free
Entuity pany | features, default noise rules, etc., which P

which also provides managed
services.

can be used out of the box.

trial.

ManageEngine

It is part of Zoho, an Indian
technology company that targets
SMBs.

It has a threshold calculation feature that
triggers an alarm.

Pricing starts at $245.

PRTG Network

It is a tool built by the German

It has a free failover solution, never to
lose access to your network

Pricing starts at $1,750 per server

Monitor technology company Paessler. management dashboard, for perpetual licenses.
It is a commercial tool built on the . .
open-source infrastructure Its open-source architecture drives
Nagios XI L ) . flexibility and extensibility while Pricing starts at $1,995.
monitoring solution, Nagios, operating out of a Linux environment.
launched in 2002. P 9 :
SolarWinds Network SolarWinds is a multinational t offers %Opnetary tﬁchno\og@s ke
o PerfStack™, NetPath™, and Orion® -
Performance monitoring tools company traded Maos and simplifies critical path Pricing starts at $1,638.
Monitor on the NYSE. ps ¢ P P
analysis.
Spiceworks It is a U.S.-based company that  |ltis a free network management and
Connectivity develops tools, frameworks, and ~ |monitoring tool that integrates with It is available for free.
Dashboard resources for IT pros. other Spiceworks offerings.
WhatsUp Gold  |which was recently acquired by 9

Progress.

management, and more without

investing in a separate

® o0
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% Open Source Cloud monitoring tools

 Prometheus.

« Zabbix. Zabbix: This open-source software is mostly recommended because of
* Nagios. its easy-to-use interface. It stores the data in a relational database for
« Riemann. well-organised processing. Zabbix can do the following tasks:

» Sensu. e Network Monitoring.

* Icinga. e Server Monitoring.

« Cacti. e Cloud Monitoring.

* LibreNMS. e Application Monitoring.

* Observium Community. ® Service Monitoring

 Pandora FMS.

Source: https://www.e2enetworks.com/blog/open-source-cloud-monitoring-tools
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% Open Source Cloud Management Platforms

« Apache CloudStack: https://cloudstack.apache.org/
« OpenStack: http://www.openstack.org

« ManagelQ (CMP for hybrid IT environments): http://manageig.org

* Cloudify (cloud and NFV orchestration product): http://www.cloudify.co

« Mist.io (platform that simplifies cloud management): http://www.mist.io

* VirtEngine (CMP can be used to build private or public clouds): http://www.virtengine.com
« openQRM (cloud computing management platform): http://openqrm-enterprise.com

» OpenNebula (private clouds and manage data centre virtualization): http://www.opennebula.org

* Eucalyptus (Infrastructure as a Service (laaS): https://www.eucalyptus.cloud/

Source: https://www.opensourceforu.com/2019/11/the-top-nine-open-source-cloud-management-platforms/
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% The 15 Best Cloud Management Software Platforms In 2022

* CloudZero - Cloud cost intelligence platform

« Kubernetes - Container and microservices management platform

« Morpheus - Self-service hybrid cloud management and automation platform
« Apache CloudStack - Open-source cloud management platform for small and medium businesses
« Terraform - Infrastructure-as-code software for managing multiple cloud services

« TotalCloud - Workflow-based cloud management software

* Cloud Orchestrator by IBM - Policy-based cloud management software

« RedHat Cloud Suite - RedHat’s All-in-one cloud management tools

. Apprnamics - Cloud monitoring and management for on premise an d hybrid Iouds
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 CoreStack - Multicloud governance software

« Sematext - On-premise and cloud-native infrastructure monitoring solution
 SolarWinds - Hybrid cloud server monitoring software

« LaceWork - All-in-one cloud security platform for companies of all sizes

« Sensu - Free, open-source, and hybrid cloud monitoring platform

Source: https://www.cloudzero.com/blog/cloud-management-software
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% Comparison Of The BEST Cloud Management Platforms

* VMware

* IBM Cloud Orchestrator
* Flexera Rightscale

« Apache CloudStack

* BMC Cloud Lifecycle Management
» Scalr

* Embotics

« OpenStack

* RedHat CloudForms

* CloudHealth

* Turbonomic

« Abiquo

Source: https://www.softwaretestinghelp.com/cloud-management-platforms/
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» 2ot FE|ECHRE S| 7l M= (o)
- dHIO|H A8 7t5
- HE22 F2 SR E0|M X|Jst= FHU|E|2(K8s) AHE

- HE| St EQ SHE 2 EEut S0 7hst AtSsh ZE A3

- OfZ2|A 0| 42| ¥l Mzt FArsi olmat XS KB

Cloud Native

Legacy App

o] 71

Network Services

e

Automation

7

& =
Breou o E2|#|o| M
nede

MH| 2 ME

Engine
NP P o
5 & p
Any Cloud Config MGT Networking Containers o
3 openstack & . NSX - % X
vmware e 3 2o docat
amazon puppet K- tailsf netConf ““
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Ar{2{|0] SDN X Z=A}(O): Cisco ACI

» ACI extensions to public clouds
« Extending Virtual ACI

ACI Multi-Site ACI Multi-Cloud
ACI Single Pod Fabric f ) & vPod

Multiple Pods in a AZ Remote Leaf / vPod o ae
B, g

ACI 3.1/3.2 - Remote geen o

ACI 2.0 - Multiple Leaf and vPod T e

Networks (Pods) in a extends an Availability e, 522 B Microsch Asvre ﬂ
single Availability Zone Zone (Fabric) to e !

(Fabric) remote locations

ACI 1.0 - ACI Multi-Pod Fabric ACI 3.0 - Multiple ACI Remote Leaf ACl 4.0/4.1
Leaf/Spine Availability Zones Public cloud
Single Pod » (Fabrics) in a Single ExtedadOowators Do extensions for AWS
Fabric ~ TodA Pod'n’  Region 'and’ Multi- v and Azure
Region Policy { & ) &
Management %
Lesf/Spine Single Pod | Multiple AZ in a Regi ik g 7} Public Cloud
esi/Spine Single Fo g i L “‘g ultiple In a kegion . Irl G:::’Ju,_“ ublic Ciou
N APIC Cluster = Rmm ys\ ol Leal
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+»» Cisco ACI

Traditional Data Center Fabrics Proprietary Data Center Fabrics

NSX Platform

[e__umnj | ICITIT] Le__ 1} [e__1n

Any L2/L3
Data Center
Interconnect

L3 Core L3 Core

Source: https://blogs.vmware.com/networkvirtualization/2018/09/reference-guide-update-nsx-on-aci.html/
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+» Cisco SD-WAN as Multi-Cloud Interconnect

vimware

al

Google Cloud AAZU re

i

Source: https://www.networkacademy.io/ccie-enterprise/sdwan/interconnecting-multiple-clouds

uA

Campus

Data Center

Remote Site

I

® o0

Private Cloud
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% Cloud Director Service Expanding Multi-Cloud Services on Azure VMware Solution

Enterprise A

Admin A

Unified Multi-Cloud Management
Experience with Cloud Director
service

SSL
Reverse

r_ﬁ Proxy

|
I
I
[
1
1
I
[
[

)

OVOC-n

OVDC-1
Enterprise  Cloud Provider Admin iy

Cloud Provider Admin Tenant A Tenant B Tenant C Tenant D
,./"_ 7_7\"‘.\.
{
=Y
- }’/
v ! v v v

VMware Engine

0 1T |
7} GoogleCloud ™} 3 e {7
' p : i loud on -
VMware Engine : E k/ E
I ] !

- o - B i |
Unified Multi-Cloud Management Experience with Cloud Director service
i se | Proxy i Multisite ; s
: gev:;se : v“ : Pliﬂng : EQVE;SE
‘ l © r—hﬂ _. i rnox
( ) ( ( P ) f ]
(67D) (i) (o) L)
I A k\.,g/ ,,,,,,,,,,,,,,,,, . S s e it e S :

VMware Cloud Director VMware vCenter

VMware Cloud on

Google Cloud H AWS Provider Data Center(s) On Customer Premises

1
i
i
'
i
]
]
i
I
i
i
I
i
i
i
i
[}
]
i
]
]
i
'

i
; —
A : (e
& i st
AWS VMware i VMware
E vCenter Server’
i

&

Cloud Director”
!

- - -

| Ll 5 |

Source: https://blogs.vmware.com/cloudprovider/2022/08/cloud-director-service-expanding-multi-cloud-services-on-azure-vmware-solution.html?utm_source=rss&utm_medium=rss&utm_campaign=cloud-director-service-expanding-multi-

cloud-services-on-azure-vmware-solution
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% Cloud Director Service Expanding Multi-Cloud Services on Azure VMware Solution

et ",

U
A

m> Azure VMware
! Solution

isolation & resource
allocations

Enterprise
purchases Cloud
Director service

Enterprise
purchases AVS

A

m Azure VMware
) Solution

o . Ryl I N
N @ . g0 Outsourced Enterprise
: . Self-Managed . %
: Q : - . Q . Cloud Management
. : ¢ o Enterprise Cloud ' = oo )
% Enterprise eEnterprise Enterprise Enterprise . . MSP  *Enterprise Enterprise Enterprise o Managed Service
"c.“"’“’i"’ Tenant 1 Tenant 2 Tenant n Enterpnse wants *% Admin ¢ Tenant1 Tenant 2 Tenantn Provider administers
o self-service multi- Yenuns?® o
AN ¢ N enterprise’s cloud
@ VMware Cloud Director™ service enancy ‘@VMware Cloud Director™ service tenants
N \
¥ Tenants have secure =

« Tenants have secure
isolation & resource
allocations

« MSP purchases
Cloud Director
service

* Enterprise
purchases AVS

Source: https://blogs.vmware.com/cloudprovider/2022/08/cloud-director-service-expanding-multi-cloud-services-on-azure-vmware-solution.html?utm_source=rss&utm_medium=rss&utm_campaign=cloud-director-service-expanding-multi-
cloud-services-on-azure-vmware-solution
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“+ Monetize self-service multi-cloud management with the NEW VCD endpoint for vRA

vRealize Automation (VRA)
VMware Cloud Director (VCD)

Source: https://blogs.vmware.com/cloudprovider/2021/11/monetize-self-service-multi-cloud-management-with-the-new-vcd-endpoint-for-vra.html

wvmw Cloud Assembly

% Onboarding

Cloud Account Types

O

& ﬁ
&

A

@

I
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» VMware NSX-T 3.0

UI/API

A Y
7
m Global config

] Hypervisors | -+ s Hypervisors Hypervisors
A ﬁ (ESXi/KVM) | n"l . _a:-nn (ESXi/KVM) _ (ESXi/KVM) |

el l s —— L ee———— J
Location 1 Location 2 Location N+1

Source: https.//www.definetomorrow.co.uk/blog/2020/4/8/introducing-nsx-t-30-whats-new
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< VMware Cloud

VMware Cloud Universal with Success 360
Traditional Apps Modern Apps Tanzu
vRealize Cloud Management CloudHealth
............................. NativeCk}udServices i RN E S B e e e §iE e R e e
@ Cloud Foundation Native Public Cloud @
NSX Virtual Cloud Network SD-WAN
—/e .
=E|2 ; [a) , - e Shie
ge

Source: Architecting Your Multi-Cloud Environment, VMware
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% The challenge of siloed public clouds

Proprietary
PaasS
Services

Proprietary Core
Infrastructure
& Management

Proprietary
Hardware

Source: Architecting Your Multi-Cloud Environment, VMware

Cloud A

Cloud B

Proprietary
PaasS
Services

Proprietary Core
Infrastructure
& Management

Proprietary
Hardware

Proprietary
Paa$S
Services

Proprietary Core
Infrastructure
& Management

Proprietary
Hardware

Cloud C

Proprietary
PaaS
Services

Proprietary Core
Infrastructure
& Management

Proprietary
Hardware

Multi-Cloud Capable
Architecture

Any PaaSs Services
All Applications

Common
Infrastructure

& Management
(Any consumption model)

Any Physical
Infrastructure
(Any Location)
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% Cisco ACI as underlay

Bare Metal

Cisco ACI as underlay for
NSX overlay and for security and
virtual services

----------------------------

&

g

E vCenter 1

%‘ﬂsmn .......................

: |

¢ vCenter 2

¢ :

q

= | BAREMETAL |
vSphere Compute Clusters Management  NSX Edge | _ESXiCompute |

Clusters Clusters
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» Container Platform
+»» Cisco Container Platform Architecture Overview

Control Plane Data Plane

Cluster/
Machine
Controllers

. Control Plane Kubernetes

Automation
Orchestration
Operations

Storage (Hyperflex) Hypervisor Layer (Hyperflex/'VMW)

Compute Hardware (UCS)

Networking (e.g. Nexus 9K or other)
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%+ Arista

» CloudEOS Router provides multi-cloud networking and security using proven EOS Software

» 3
c : 3
2| EE ’
-_— e 33
S —
Data Center | Campus || Edge J AN Public Clouds
| |
| _ Cloud Network Private Segment : _ [
Bare Metal ' VPCs/VNETs Containers | Serverless Cloud Services
n - -
= 0’ @
Q2 —— " '
=5 fd O%
w — -
—
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< Secure SD-WAN for Multi-Cloud Infrastructure (ZE|4)

App Workloads App Workloads App Workloads

Network
/ A Virlﬁ::‘;\elAN évv_,s Av(:ft:::;;j 3 Coag;:;lel:j
@ &

@
=

FortiGate VM .
Orchestration, Automation, Central Management
-
: Cloud On-Ramp I'é‘.. .e'.I {  Multi-Cloud
SL;-WAN ) SD-WAN
FortiGate [, ., ) mm
Ul Ul

Edge ﬂ Data Center

End to end SD-WAN and security

Cloud-native integration
Source: https://www.fortinet.com/solutions/enterprise-midsize-business/sd-wan-multi-cloud
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o MZAL £2M 5
o HZAISC| HE|ZEISE 7|
« Red Hat, Cisco, VMware

HOF|HK O] QEAA HEYY 7|E K
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‘ redhat
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Open
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» HZA £24 95

2
- H=ASe| BE|IZERE 7|

 Red Hat, Cisco, VMware &

docker

Northbous ﬁP\ HTTPS l

0 2 &
o

"""‘
e N\

Virtualized
Services
Directory (VSD)

XMPP

\'M » —|.|PBGP—\:M ’

Virtualized
Services
Controller (VSC)

OpenFlow, OVSDB

OvS

Open vSwitch

Virtual Routing
and Switching
(VRS)

Source: https://thedataplumber.net/nsx-t-vs-nsx-v-and-a-little-bit-of-nuage-vsp/

OIZ|El X0 =LA A

Management
GUI

RESTful API
Multi-Tenant
Cluster
Quorum

Control Plane
SSH

SNMP
NETCONF

VXLAN
Service Insertion
Security

amazon
AL e senices

=N __

* |Psec

* VRS- NSG
+ Branch

+ Public Cloud

¢ Policy Routing
¢ QoS
¢ FW Filters — L4 Stateful

HESZ 715 X

ﬁ ‘0.3
f:,/ Hypervisor

(ESXi & KVM)

w B
L

Plugin
Pods

Lk /

Source: https://www.routetocloud.com/category/nsx-t/
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% SONIC (Software for Open Networking in the Cloud)

configuration and management tools

o =
@ @ puppet f‘%; =

Jenkins kubernetes

ANSIBLE

Database Platform

=
8 S U N i [ SWSS Utility w

Linu_}g)} Switch Abstraction Interface (SAI)
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% SONIC ecosystem

* SONIC (Software for Open Networking in the Cloud)

SONIC vision for the OCP switch ecosystem

8ROADCOM. {icllanoy BAREFCOT

Switch ASICs l SAl compatible
& cavium O centec

Switch Chassis I OCP approved
Inventec Interface Masters

ONIE, ONL >

 Accton JIALPHA >

Base OS and l
installer

DAY 5. HE| 22l$%E Y E

ey OCP switch h

Interoperability
certified by

OCP Solution
Providers (SPs)

- 7

917

-

/SONIC framewoﬂ

- OCPSW

3@ Party SW

BYO custom
SW components

e

A

ARISTA ssosvcou

\ AN
Mellanox

&

BS Microsoft

Fully Open Sourced switching platform - Increased choices for OCP end users
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»» Rancher Labs

* Rancher 2.x User Experience
User Interface * App Catalog * Docker run ¢ kubectl « APl « CLI

Multi-cluster Management
Provisioning * Upgrades « RBAC * Monitoring * Health Checks * Backup

Kubernetes Cluster Kubernetes Cluster
Host 1 Host 2 Hostn Host 1 Host 2 Hostn Host 1 Host 2 Hostn
docker | | @ docker @ cocker @ cocer | | @ docker @ cocker @ cocer @ docker @ docker

Rancher Kubernetes Distribution Imported Clusters

Storage Drivers * Container Networking ¢ Infrastructure GKE « ACS »
Management * Kubernetes Master « etcd Build Your Own

Multi-cloud Management

(L] *rovole L.
w5 amazon == e Bare O Google m%’e 7) DigitalOcean

metal

Source: https://rancher.com/announcing-rancher-2-0/
EKxxxx JS Lab
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% Silver Peak: Direct Branch Multi-Cloud Connectivity

« Directed to cloud laaS or SaaS providers using a private high-speed link on the backend such
as Microsoft Azure ExpressRoute and Amazon AWS Direct Connect for laaS services and MPLS
or business-grade broadband for SaaS
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|l

o LEAA): MCIS(ZEE| 2212 E 2l

« 71 U E{3 X| ¥ (CB-Larva)
» Superneting X| & (CB-Tumblebug)

3} AH|A)

CLADNet Private IP  CSP Public IP  CSPNet Private IP @
MCIS(HE| 2212 lmat HHl2) | | il
e I ST P | B
) B (B | EE T | ) | T E

7 HEYI Y

(CB-Larva)

of2{72] =2 NetworkE SiLt2|

7 Ct2t NetworkZ HH = =Y (CB-Tumblebug)

£

Source: @ ETRI Conference 2022 'HE|Z2I2E 7IHHEXT 7|& (He8D)

CB-TB vNet (23.20.0.0/14 1 192.168.0.0/16 | 10.10.0.0/16)

Superneting X|®¥

CB-TB Overlay Subnet (10.10.0.0/16)
CLADNet Private Subnet

/)
5/‘

CB-TB Public Subnet (X.X.0.0/X)

CSP Public Subnet CSP Public Subnet

CB-TB Private Subnet (192.168.0.0/16)

CSP Public Subnet

CSP Private Subnet (VPC)
192.168.2.0/24
CSP Private Subnet (VPC)
192.168.1.0/24

—~ TN

CSP Private Subnet (VPC)
192.168.3.0/24

CSP1-R1 CSP1-R2
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% Point and Click Networking with Aviatrix

o G S SIS IS GES GEE GE GES GES GES GES GES ES N NS G e

Aviatrix Controller IPSec Peering

Source: https://aviatrix.com/learn-center/answered-multi-cloud/how-to-do-multicloud-networking-abstraction-and-orchestration-across-aws-azure-and-google/
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% CSP MH|A

- Transit Gateway (22t E 22E)

. XM2M O e . 1S 17 Hjo|E| ME| YEST Mu|A

- VPN E1 I-I Eo-l e AWS Cloud Y  (  Equix PR — 0 Goog|e Cloud
E’ i (L I, 1) ver [ t 1 ( ] Cloud o o
é i . O AWS D YomectJ L Peﬂ:ny::rt\c‘;H b GOOgie InterConnect Rnute@ o Q

E . O Equinix Il e
= |© { t = e } —@ °°
* i s b 18 J L symP'E" Goog{ e InterConnect .fim:, e

AWS DirectConnect

S3

p S S (N

o0
BGP AWS VPN BGP Cloud VPN e o

e &
‘ Dual VPN Tunnels —
A = il - O
| W 'ﬁ' . P’ O 0

1 ]

' 1

' 1

' 1

1 1

' '

' I

' 1

' 1

1 []

' '

' '

H ! Dual VPN Tunnel
| . Static AWS VPN

| y Static Cloud VPN
: i e

! Public Endpoints

! 00§ JSLab |
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< HIZA}L (Ol): Aviatrix2| SaaS A{H|A

SaasS Shared Kubernetes Svcs.

SaaS Shared Native Svcs.

prmaeens ~ Aviatrix
Gateway

10.1.0.0n6

m 10.1.0.016

prr—— ~ Aviatrix
! Gateway |

L)

SaaS Customer-C Dedicated VPC

10.5.1.0/24

5 Aviatrix £ ]

:
W s |

R

10.3.1.0/24

SaaS Customer-B Dedicated VPC

Customer E 10.1.0.0/16

PrivateLink

Customer A

10.1.0.0/16

1B
| 10,1,1.26

| RS- :

&
>E QR &

@

' 10.1.44.67 '

Sesanmaa o

Customer B Site 10.0.0.0/15
g 5

10.1.1.17 10.2.1.26

?ol

i

Cloud Admin

SaaS Azure Transit VNet

10.3.1.0/24

SaaS Customer-C Onboarding VNet

SaaS Customer D-Onboarding VNet

) & Aviawy 10410724
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1101137
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|>

< HIZ=AL (0]): Aviatrix2| SaaS A{H|
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< HIZ=A} (0dl): Aviatrix for Visibility and Troubleshooting

-

aviatrix<Oh-Spoke 1-AGW

6‘(\5 @ q;
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W

AZSCSpoke 1VM1priv @ 32msg ) %h TransatAGWhaég\%
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% from AWS networking to Multicloud Networking Software (MCNS) with Aviatrix

~ CLOUD NETWORKING
-------------- APPLICATION NETWORK LAYER <= === ;== == - = mmm = = =

aws 'i /A'r-i 3 OR’ACLE'Fi

cLouD
2/

,e"i,

@ COMMON OPERATIONAL VISIBILITY AND CONTROL -

I

@ REPEATABLE NETWORK DESIGN :
l End-to-End and High-Perfdrmance Encryption :

I

@ COMMON NETWORK DATA PLANE :
I

AVIATRIX ADVANCED
NETWORK & SECURITY SERVICES

F::RTINET S or '

" splunk> a m !

@ (D= L2 Check Point okta °P I
|

TECHNOLOGIES LTD.
DATADOG sumo logic

B et SERVICE INSERTION LAYER ‘=== === =-=———-———-- ;

Source: https://www.linkedin.com/pulse/reincarnation-from-aws-networking-multicloud-software-evgeny-vaganov
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% IAAS Networking Services across AWS, Azure, GCP

Network Services/Function AWS Azure Google
Network Administration Account Subscription Project
Virtual Network VPC & Subnets VNET & Subnet VPC and Sub-Network
DNS Route 53 Traffic Manager Cloud DNS
_________________ va VGW vaGateway VPNGateway
Peering AWS Peering or DirectConnect  Azure Peering or ExpressRoute Google Cloud Interconnect
Load Balancer ELB NLB Cloud Load Balancer
_______________ secunty secGroups Networksecuntygroups NetworkACLs
Storage S3 Blob Storage Cloud Storage
Notifications SNS Notification hubs Cloud Messaging
_____________ Messagmg SQS BatCh pub/Stub
Logging CloudTrail Operational Insights Cloud Logging
Monitoring CloudWatch Application Insights Cloud Monitoring

Source: https://aviatrix.com/learn-center/answered-multi-cloud/how-to-do-multicloud-networking-abstraction-and-orchestration-across-aws-azure-and-google/
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% Monitoring with AlOps

ITSM
(e.g., SMAX, ServiceNow)

AlOps
(e.g., OpsBridge,
Splunk)

Hardware
Server, Storage
Monitoring

(e.g., ITM, Nagios,
VROPs)

Device
Avalailibility
Monitoring &
Data Collection

= B % & =

Server Storage Gateway Load Router
Balancer

Source: Infrastructure Architecture Essentials for Data Center and Cloud, Shankar Kambhampaty

Alert Data

Network
Monitoring &
Performance

Monitoring
(e.g., SevOne)

Network

Monitoring &

Device Performance
Data Collection

H=o] %

Switches VPIN Servers Firewalls Other
Devices Data Center
Devices

® o0
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% Connectivity Security

VPN Client
used by
External users

Internal

Firewall
::f‘\j—.;_fr Web Data VPN Server TRTT
7 \,é[’_; Application IPS/ IDS Leakage for External _7‘/ Wt
(\_),Lh Firewall Prevention Users y==

T Router
(NAT Enabled)

Browser Client

used by
External users
Switch Switch

[

Q = " Q = o - 0 - 0 =
Load 5 —| Email o —| DNS o — o —| [0 =
Balancer & _—J Server © _=| Server I Rl R
Database Application

Server Server

0 = o = 0 =

o — o - 0o -—

0 = o = 0 =

Web Web Web
Server Server Server

Source: Infrastructure Architecture Essentials for Data Center and Cloud, Shankar Kambhampaty
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% Point and Click connect VPCs and VNETs across multiple clouds.

* Point and Click Networking with Aviatrix

Source: https://aviatrix.com/learn-center/answered-multi-cloud/how-to-do-multicloud-networking-abstraction-and-orchestration-across-aws-azure-and-google/
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5t AT EQ0| ™ol Y ELIA(SDN) 7|= &%

- O

* Deliver seamless secure networking across clouds

CLOUD PROVIDERS
+ AWS
TRANSIT VPC/VNET > « Azure
Provider

« Google Cloud
Services

OE-SF o w | & @)
[ = L

VPCNNET VPC/
! (K8s Pod) VNET
VPC/VNET
% Automated |

TGW/Peering
% East-West

(Apg::ilrl;:)W& 3 - Salesforce

Workday
VPC/VNET

F5 Global Network "

or Customer Network

SaaS PROVIDERS

Source: https://www.f5.com/cloud/use-cases/multi-cloud-networking
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% The Strategy to Build Secure Multi-cloud Networking
« A2 0|(underlay) SDN

3rd party office

Remote users M 7 4 workday L .
00 | & o
& ‘(]‘u.,.-@aow

Cloud Edge

@ /SDWAN Fabric
Cloud-based ]

Network and

Wireless

Security Internet ™\ oadband/4G/5G
\Transport
|
WAN Edge é é
 —— E—— P e Ty
- B B
{ I
| —[_l] —]
| — == ! ‘_%
| E:: ! ===
== I ST
[ L= it L)
I
EREEEE R EEER
: [eYeYeXs) [OOO0 1 [eYeYe)e) [eYeYeYs)
1
: SDDC - Availability Zone 1 ! SDDC - Availability Zone 2 Datacenter Branch Office
1
ettt teiliuiebebeleletale 7 % & & )

Source: https://www.wipro.com/infrastructure/the-strategy-to-build-secure-multi-cloud-networking/
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% Automating Multi-Cloud Networking
« ¢ 2{| O] (Underlay) SDN

Data Center
Branch

Local Apps

1

Source: https://www.itential.com/network-automation-use-cases-2/multi-cloud-network-automation/

O) Multi-Cloud Network

Automation
p— SD-WAN
b N\fulti-Cloud

== Distributed Cloud
p— 3G

lé

P & .

l.\&) Cloud

= Public Cloud
= Lift'Shift Apps

- (Cloud Native Apps

XX
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¢ Distributed Cloud / Multi Cloud
« A2 0|(Underlay) SDN

Ops DevSecOps
o Consistent Environment o Governance
> Auto Scale Across Env @ > Security Policies
= .
= o Network Policies
On Premise

K8s K8s K8s C)

Cloud On-Prem Edge ( )
Public

Edge

Dev Clouds Network

o Innovation
> Al/ML Across All Environment

Source: https://speakerdeck.com/arafkarsh/cloud-architecture-multi-cloud-edge-on-premise?slide=54
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+»» Alkira Cloud Backbone

* Tying together data centers, branches, campus locations and remote users

* Cloud interconnect

* Interconnect for SD-WAN islands from the same vendor or different vendors

* Network integration to support mergers and acquisitions or to onboard partners.

Intersite Cloud Interconnect SD-WAN Interconnect M&As and Partners
Branches @
Cloud
Data Center. Regi %‘O . QIIZ‘O
e Cloud ‘% ‘%i o o
Remote Users @ Region SD-WAN SD-WAN WAN WAN
Region A Region B Vendor A Vendor B

Source: https://www.alkira.com/multi-cloud-networking-reinvented-cto-whitepaper/
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<» Multy vs Terraform

* Example
Multy Terraform - AWS
resource "multy_virtual_network" "multy_vn" { resource "aws_vpc" "aws_vn"
name = "multy-vn" tags = {
cidr_block = "10.0.0.0/16" "Name" = "multy-vn"
location = "eu_west_1" }
cloud = "aws" # or "azure" cidr_block = "10.0.0.0/16"
} }

Source: https://docs.multy.dev/comparison/terraform

Terraform - Azure

resource "azurerm_resource_group" "vn-rg" {
name = "vn-rg"
location = "ukwest"

}

resource "azurerm_virtual_network" "azure_vn" {
resource_group_name = azurerm_resource_group.vn-rg.name
name = "multy-vn"

location = "ukwest"

address_space = ["10.0.0.0/16"]

}

Terraform - GCP

resource "google_compute_network" "gcp_vn" {
name = "multy-vn"

routing_mode = "REGIONAL"
auto_create_subnetworks = false
delete_default_routes_on_create = true

}

® o0
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< OpenShift - JE{3IA SEE

* Openshift {ESIA S EE
A2 OE LEZSA

Load Balanacer

TCP/20 | TCPI443 TCP/20 I TCP/a43
L4 Switch 1 L4 Switch
B TCFiaas 3
TCF\U | CFid43 Active T Active TCP/20 I TE? 443
X = / (DSR) -
e ~ s \ —
\ ~ 7\
\ , \ /
A e < — \ /
Ingress Controller
/ A TR N ./
Routef1 -\"":-r.';; _Rotiterf2
[ NIC ] [ NIC ]
—— x : — x
loopback (DSR VIP, — thd || H [_Toopback (DSR VIF) H &thd T«

i
SNAT / IPTABLES / DNAT |

s :
[ SNAT / IPTABLES / DNAT 1 : [

Pod OpenVSwitch

Pod OpegSwitch

I3 - ¥
TCPIB0 [TCPIA43) Tund i TCP/B0 [TCPrAA3 tun0

(HAProxy) br0 vxlan
x

Router Pod v H Router Pod

HAProxy br0 vidanD
Y

¥

x

y T g :
eth0 [ vetnx ] [

¥ ¥ *
ein0 [ vetx ]

Container Runtime

Container Runtime

5] 5
Worker Nodes (Applications) External Service
Worker01 Worker02 c

¥ ¥ Service
[ NIC | » NIC } >

A 4 A Y Y bl
[ €tho ] [ tho ]

x bl
[ DNAT / IPTABLES / SNAT | [ DNAT / IPTABLES / SNAT |
a A
Pod OpenVSwitch Pod OpenVSwitch

i
App A 4 3
T b0 Je- [vxlanolq — or0__ Je-[vxiano«
— x x
¥ ¥ ¥
x M vetnd ] thx

Container Runiime

Container Runiime

[&]

Source: https://gist.github.com/ruo91/0ebc8f14e8b294794efb4ef2609b6aee?fbclid=IwAROXrRO 71pgkP2iKmCyTvtuzsGI3AQMWggPUxXIIEQYJiri82iHBF JDPBE
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< OpenShift - JE{3IA SEE

DAY

* Openshift {ESIA S EE

>EeS B2 8¢

a
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Load Balanacer
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L4 Switch | | L4 Switch
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= Active [ Active -
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p /
5 1
B 25 el \
Ingress Controller
Routef01 -~~~ T Rolgerd2
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[ | S— [ . o—
[Toopback (DSRVIP) | ethd Je-. [Toopback (DSR VIP, H ethd T4
¥ H ¥ :
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L H H L .
Fod OpenVSwitch Fod Opegf/Switch
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)
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x
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¥
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¥
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¥
Pod Pod OpenVSwitch
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.
— | Y0— | =]
| | | - z
ethx ethx ethx1| [veth2|
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Source: https://gist.github.com/ruo91/0ebc8f14e8b294794efb4ef2609b6aee?fbclid=IwAROXrRO 71pgkP2iKmCyTvtuzsGI3AQMWggPUxXIIEQYJiri82iHBF JDPBE
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<+ Multi-Cloud high availability and data protection across OClI and AWS with Megaport

OCI Region

Availability
Domain

| Subnet g
I

I

|

;

|

I Oracle

} Database
| (standby)
|
|
|

Bucket

Source: https://docs.oracle.com/en/solutions/multicloud-failover-oci-aws/index.html#GUID-A7E1BFB0-4489-4DD5-8D6F-B4DE38F88BE2

P e ———— — — )

. — — — |y A

Object Storage

Availability

Availability
Domain i

——

=

Backup Oracle DRG
Observer Database \
(FSFO) (standby)

_ _J

MegaPort
Backbone
Oracle
Falecnnec\
VXC VXC
Megaport
Cloud Router
_@ VXC VXC
Megaport
Oracl
Faler:flseL\ Cloud Router

Avallablhty
Zone

Availability

RPN ISR I R ——— Y S ———

Master
Observer
(FSFO)

Zone §

Oracle
Database
(standby)

e, — - — e ———————— e e —— s

AWS Region
Availability
Zone
I VPC
| | Subnet
AWS Direct |
Connect I
Transit VIF (EE;— @ —
|
Direct Iy
{\b Co]rrmect AWS Transit | | Dgggtc)fse
?T? Gateway Gateway : } (primary)
| |
AWS Direct 1%
Connect I
Transit VIF
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S3 Bucket
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< Multi-Cloud high availability and data protection across OClI and AWS with Megaport

Oracle Cloud components

* Region
+ Availability domains

* Virtual cloud network (VCN) and subnets 3

 FastConnect

* Dynamic routing gateway (DRG)

* VM DB System
- Data Guard

« Observers

* Object storage

Megaport components .

Software-defined network (SDN)
Megaport Cloud Router (MCR)
Megaport Virtual Cross Connect (VXC)

Amazon Web Services components

Region

Availability zones

Virtual private cloud (VPC)

Direct Connect

Transit virtual interface (VIF)

Direct connect gateway (DGW)

Transit Gateway (TGW)

Amazon Simple Storage Service (Amazon S3)

Source: https://docs.oracle.com/en/solutions/multicloud-failover-oci-aws/index.html#GUID-A7E1BFB0-4489-4DD5-8D6F-B4DE38F88BE2
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% Connect to Multiple Clouds at the Digital Edge

il
\

f :
! By
\ = -
\= -
\ ¥

DENSITY OF DEMAND

CLOUD DATA CENTERS

O

[

S8

EDGE NODE I\

ISP

ETHERNET

MOBILE

L

FIELD AREA NETWORK
PROVIDERS

VIRTUAL

&

PHYSICAL
PRIVATE

LAN

@

PRIVATE
aoup

®)

WIDE AREA NETWORK
PROVIDERS

EDGE
NODE

EDGE
NODE

_/
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% Multi-Cloud connectivity platform for customers looking to connect to multiple

Private Cloud providers.

¢ Customer Site A *

Managed CPE

Source: https://www.netsg.co/dc-cloud/cloud-and-dc-interconnect/

g. dW5S

O

Managed
ExpressRoute

Managed
DirectConnect

nnnnnnnnnnn

-------
a® [

Fibre Fibre

Secure IP WAN
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+» Behind the Scenes of our Transition to a Multi-Cloud Environment

- N
AWS Cloud Equinix | — { > Google Cloud
I " ] ( (
1 ! "SR
: ' ViE | e 1 Cloud
: i . | AWS DmectConne;t Smmek Google IntarConnect —
; Performance Hub
: 7
: 'SR f ™
- Equinix Il - %
‘ ' . ~ ~ O 0 F
' 1
'
| |@ s | © - S 3
1
] Cloud Provact B I
‘ ‘ 2 v Synoptek Google InterConnect Router
i @ VE AWS DirectConnect Performance Hub L
1
S vy ( \
= e \ g X %
' ' Squid Proxy
: : BGP AWS VPN BGP Cloud VPN O 0 [
' ro—
: : Progact R
' ' "
E ! Dual VPN Tunnels —_—
! N’
' 1
= | & - . S oo
. e N | 00
! ' Dual VPN Tunnels
' : Static AWS VPN - Prosect b
' ' Static Cloud VPN . / v
i i . Skl
| Public Endpoints 1 Shared VPC Project )
. J J

Source: https://metamarkets.com/2017/behind-the-scenes-of-our-transition-to-a-multi-cloud-environment/
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% Multi-Cloud Challenges

* Different Cloud Service Providers Have Different APIs

Run
Deployment

Connect
Networking

Secure
Security

Provision
Operations

Static

DEDICATED

vSphere

Hardware

IP: Hardware

vCenter

Dynamic

PRIVATE CLOUD

vSphere

Various
Hardware

Identity:
AD/LDAP

Terraform

AWS

EKS / ECS
Lambda

CloudMap
AppMesh

Identity:
AWS |IAM

CloudFormation

AZURE

GCP

AKS / ACS

Azure Functions

Proprietary

Identity:
Azure AD

Resource
Manager

GKE
Cloud Functions

Google Istio

Identity:
GCP IAM

Cloud Deployment
Manager
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% Multi-Cloud Challenges

* Infrastructure Provisioning with Terraform

o) o} o) O
N M N '
Operations Operations  Security Finance
u]a] I
(m]m]
Private Module Registry
I Sentinel Policy aws =) @
Production Workspace I 3 =
o) W =
—~ o Test Workspace o—1> Clo
Developers Dev Workspace (@
INFRASTRUCTURE 2
AS CODE vim eee °

Source: https://wtop.com/sponsored-content/2022/07/a-leadership-guide-to-multi-cloud-success-for-the-intelligence-community/
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% Multi-cloud Networking and Security Challenges

Azure ?EQ]OH IVNC‘T peering Iu«,r,r VPN VNET & Tramsit VNET AWS Reagion | TGaw peermg ]_u-,cr VPN VPC & Tramsit VPC

Caiciside Svabil ada oty 5000_+ VPC attachment por TGwW
YRD (7 &= [T 43 3 um Castomer A : Azure b art il ANGT) And mb T 1 j Castomer A: AWS
VNET O oo o customers, remote user o1 D
R S e r— | SNAT
[ - O " AWS L‘) T1 ° O
_ Lare | Secure Egress/Internet Traffic vres 111

Avare vNets ] - ) Express rite e g5 T g S .4

(I N O S S L T Gw
- - /M 1 Encrypton between Cload provider wetworks, Ve

over g oo dd 10.10.10.0/24 SD-WAN commectivity - Cloud WAN - { L LIN¢ 2040:10.0/124
Compute TNstances 10:1011.0/24 < 20.10.11.0/24

\ / ! Uses Azure FW or AWS TG‘W Scalabihh' ?

2rd party

- SAML user VPN 7 mulple @

4 appliance for - ¢ -
E e —-[ - PrOdFIlG SMPPOF+ Pirect ('a-mctli Direet Commect
Fxpross routc Express route +F ANS|

location -4 i | tovation -2 - Iocation-1 Location -2
i

R e touter] AZUYE Virtual 2rd party L7 rvure ot |
© WAN: Hub - HA and ¥T 7

Arure Router

provides |
PseC VPN - 1,25 Gps per tunncl 1 - 1 4 TPsd VPN - 1.25 Gps per tummel
Net to VNET, on-prem to cloud, mteronvectivi h‘f VPC }o VPC, on-prem to cloud, clodd
loud to cloud 5 odud
10Geps BW botween Cloud and
Onprem
CSPIISY cloud CSPIISY cloud
Customer Edge, i Customer Edgo

. W router
W roater Customer Cloud Zowe Switches for : o
— == | interconnectia cloud wetwork —_ jf-'

T On-prem Pata Conter - customer A wetwork

Source: https://www.networkbachelor.com/multi-cloud-networking-and-security-challenges/
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< Enhanced Management of Multi-cloud Networking and Security

* Business Model Nowadays
» What Are The Absences

» How To Efficiently Operate Your Clouds

v’ Global Transit Network N vPC detal x
/ FirENet Tow-Ty- S v I Resource | D ;
v" Egress FQDN Filtering - e— _L
v" Observability S o — o E—
._ eglon
» Conclusion B < — -
it Resource Type
o — s
-.x_
>~

Source: https://hackmd.io/@terrencec51229/outline/%2FKF8s-B9kQwuAqub7ZheBFQ
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% Enhanced Management of Multi-cloud Networking and Security

* Business Model Nowadays
» What Are The Absences

» How To Efficiently Operate Your Clouds
v Global Transit Network
v FireNet

v" Egress FQDN Filtering
v Observability

» Conclusion

VPC ROUTING
PLANE

NETWORK
PLANE

COMPUTE
PLANE

Source: https://hackmd.io/@terrencec51229/outline/%2FKF8s-B9kQwuAqub7ZheBFQ

9/

K

[A]
CONTROLLER
.l
AVIATRIX GATEWAYS + TRANSIT GATEWAY
VPC1 VPC n

4 {

INSTANCES INSTANCES

GOOGLE CLOUD aws AMAZON / MICROSOFT
PLATFORM WEB SERVICES AZURE

® o0

INSTALLED
AMI

Your AWS,
Azure,
and/or
Google

Accounts
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% Enhanced Management of Multi-cloud Networking and Security

* Business Model Nowadays

>What Are The Absences AL 2 2L AR R AR Rl Rl Rt Rl il il il i il il il Rl R it iy l]
»How To Efficiently Operate Your Clouds . .
v’ Global Transit Network : e :

v FireNet : Core/Distribution Layer :
v'Egress FQDN Filtering . .

v Observability . :

» Conclusion
i Adoess Layerﬁspﬁiylﬁpq 5

BEEREFRRERR RN R RN RN RN R R RN R R RPN PR R PR R R PR RR R PR RS

Source: https://hackmd.io/@terrencec51229/outline/%2FKF8s-B9kQwuAqub7ZheBFQ
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% Enhanced Management of Multi-cloud Networking and Security

* Business Model Nowadays

»What Are The Absences Aviatrix Global Transit Network
.. Overview, Standard
»How To Efficiently Operate Your Clouds ,,M,.,e
Transit VPC, Public Subnet
J Global Tra nsit Network 3::} Aviatrix Controller
/ FiTENEt o o i::} Aviatrix CoPilot
v'Egress FQDN Filtering 7 fiaeris TGW

“Obseryability Y P P

-
» Conclusion |
Spoke Site 1 Spoke Slte 2 : Spoke Site3 -
Tmnsn: VPC Puiblic Subnet’ Tmhy’t VNet \ Transrt I.?PC
B ’/,/ ] - 2

E Spdke V?[{;); i’yblic‘j Subnet Sgoke Vnet{sj : Sque VF,C{:J . '
Aviatrix SGW Aviatrix SGW Aviatrix SGW

Built-in IPSec VPN Tunnel
>>> Enhanced Management of Muiti-cloud Networking and Security #14

Source: https://hackmd.io/@terrencec51229/outline/%2FKF8s-B9kQwuAqub7ZheBFQ
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% Enhanced Management of Multi-cloud Networking and Security

* Business Model Nowadays

»What Are The Absences Aviatrix Global Transit Network
Overview, Connected Transit

»How To Efficiently Operate Your Clouds
v’ Global Transit Network

H Hub Site
J F I rEN Et Transit VPC, Public Subnet
Lm’ Aviatrix Controller

v Egress FQDN Filtering
v’ Observability o 0 L
f v:ﬂanGW
» Conclusion

Spoke Site 1 : Spoke Site 2 Spoke Site 3
Spoke VPC(s), Public Subnet” Spdkée VNet(s) ° R Spnke VPl :

Aviatrix SGW Aviatrix SGW Aviatrix SGW

Built-in IPSec VPN Tunnel
>>> Enhanced Management of Multi-cloud Networking and Security #15

Source: https://hackmd.io/@terrencec51229/outline/%2FKF8s-B9kQwuAqub7ZheBFQ
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< Enhanced Management of Multi-cloud Networking and Security

* Business Model Nowadays
»What Are The Absences

»How To Efficiently Operate Your Clouds

v’ Global Transit Network
v FireNet

v'Egress FQDN Filtering
v’ Observability

» Conclusion

Aviatrix Global Transit Network

Hub, APAC

Aviatrix TGW

@ VNet#2 ----=mmmmm 2 {;0 ’
@ Vnet #3

Aviatrix SGWs

@Hub, UsA

Aviatrix TGW

>>> Enhanced Management of Multi-cloud Networking and Security

VPC #1

Aviatrix SGWs

{::E Aviatrix Controller

@
=

{::E Aviatrix CoPilot

VPC #3

VPC #1

VPC #3

®
Q)
S

Aviatrix SGWs

Built-in IPSec VPN
Tunnel over Internet
#16

Source: https://hackmd.io/@terrencec51229/outline/%2FKF8s-B9kQwuAqub7ZheBFQ
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% Kubernetes: Multi-Cluster/Multi-Region/Muilti-Cloud
* Scaling Kubernetes to multiple clusters and regions

=

ot always goua' aea

worker worker worker worker worker worker

VS

= = E1 E1 = =
better approath —

worker worker
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% Kubernetes: Multi-Cluster/Multi-Region/Muilti-Cloud
« Challenges of Multi-cluster

CHALLENGES OF MULTICLUSTER

© Scheduling

how should the pod be distributed?

e Netwo rking (north-south)

how do | voute the tratfic fo the vight Cluster?
Networklng (east-west)

should pod in one cluster be able fo veach puds in others?

Data & stateful apps

it a pod is vestheduled in 4 different cluster, what
should you do with the data
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% Kubernetes: Multi-Cluster/Multi-Region/Multi-Cloud

« Karmada uses a Kubernetes cluster as the manager and creates a second control plane that is
multicluster aware.

kubectl Clusters With Workloads

\/(worker /

manager worker .
Q Lond

Singapore

Fremont

Cluster managex

Y

KARMADA

Source: https://karmada.io/docs/userguide/scheduling/resource-propagating
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% The Karmada controller manager uses those agents to sync and dispatch commands.

.............................

kﬂqudﬂ, f,[)m'fm Plﬂm 19 ahﬂogf kﬂfMﬂdﬂ chd karm ﬂﬂﬁm sasssssssssasssssssssssssssas
a copy of the kubernetes

control plane /
/ API SERVER Q

karmada MNPl sexver

KARMADA

CONTROLLER
MANAGER SCHEDULER

o karmada controller WYWj&V’ karmada stheduler e cluster1
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% You could have policies to have a deployment equally distributed across regions.
% Or you could place your pods in a single region.

40% 40% 20%

worker worker
worker Pod worker Pod
whe el
Pod e Pod
Pod London Pod Pod London o % Pod
Pod

Fremont Fremont Pod

Singapore Singapore

duplicated workloads policy ﬂ){h weignted worklads policy ﬂ!h

KARMADA KARMADA
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% Karmada is essentially a multicluster orchestrator but doesn't provide any mechanism
to connect the clusters' networks.

worker worker
worker Pod worker Pod
% Pod Pod
worker worker
London Pod London Pod
Fremont Fremont
Singapore with karmada, networking s Singapore

vestyicted fo the reqon
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“» Istio can discover other instances in other clusters and forward the traffic to other
clusters.

worker

worker Pod
London Pod

Singapore

Fremont

with istio, you can forward the tratfic
A

to other clusters
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% Karmada is essentially a multicluster orchestrator but doesn't provide any mechanism

to connect the clusters' networks.
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% Cloud-Agnostic

% Building Applications — Infrastructure as Code

_ Cloud-Native Cloud-Agnostic

Source Code Repositories AWS CodeCommit GitHub
Azure DevOps Repos GitLab
Google Cloud Source Repositories Bitbucket
CI/CD Pipelines AWS CodePipeline Jenkins
Azure DevOps Pipelines GitHub Actions
Google Cloud Build CircleCl
laC Templates AWS CloudFormation Terraform
Azure Resource Manager (ARM) Templates Pulumi
Google Cloud Deployment Manager serverless framework
-‘-.-‘:‘g;nazon
"% webservices~
sysaecauagsmgmee L () >@ N m')
3 GitHub Terraform

Microsoft Azure

Cloud-agnostic platforms are environments that are capable of operating with any public cloud provider with minimal disruptions to a business.
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< S E WA (0): Hybrid backup in AWS

.
&8

B

On

Premises
Systems

\

e

l=/E @

2

T RNA

DynamoDB

Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 248). Packt Publishing. Kindle Edition.
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% High-level overview of the setup for Microsoft Azure Backup Server

a2

Al
"
Jer

indows

-

- |

\ EEE‘

Wirldows
MABS Serper

~

&

Azure Backup

srls

/

-

~

Recovery Vaurt

Recovery
Vault

Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 242). Packt Publishing. Kindle Edition.
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% High-level overview of Azure Site Recovery (ASR)

————— e ——

s S i i S, i

ol

[ Storage account ]

Cache to ASR ASR

o —— i —— ——— — ————

~

Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 243). Packt Publishing. Kindle Edition.
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< WHAT IS MULTI-CLOUD SECURITY?
* THE SHARED RESPONSIBILITY MODEL

o, <
$
°’>) - O’\s\
O el 0,) & A
% LA 8, O
2, 0, % P
‘e D% A, O
2. P P & pY C.< 2. O,
RESPONSIBILITY R %W N\ %0 \ Tq \ % % % g
S » > £ &) o o s %
Data classification and accountability . . . . . 0 Q
Client and endpoint protection . . . . ® 0 Q
Identity and access management . . - ] e 0 0
Application-level controls . . - @ e 0 0
Network controls . e 0 0
Host infrastructure . ® 0
Physical security .
@ Cloud Customer Cloud Provider

Source: https://valtix.com/resources/what-is-multi-cloud-security/
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% Designing access management across multi-cloud

Conceptual overview of AD federation Concept of AWS federated authentication

a-p =

& \ /\” 4.Signin (SAML) )

.‘/Vl. Request B AWS STS .
1 preie A A * - (s Temp. credentials )
== | DogBiscuit v < o v _ L )
ek (" 2. Authentication 1 ]
I i - '/ (3. Res, )
. ! A
=
federaition

Myfavdogosscut com

5 \
(6. Redirect to console )
\ P,

@\

/

High-level concept of IDaaS

0

YT

@ |

% M LT | Office365
1~ BiEs %

-- | ~

D

K Enterprise Data Center J N e

N\
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% Designing access management across multi-cloud
« Concept of AWS federated authentication

Concept of AWS federated authentication

Ny

Role

< 5. Temp. credentials >
\ POLICY

2 Authenncatmn \

:_ ( 3. Respanse )
g Enterprise Data Center -
\ / w Redirect to console> /

Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 394). Packt Publishing. Kindle Edition
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< Designing access management across multi-cloud
« Conceptual overview of AD federation

Conceptual overview of AD federation

Virtual Private Uoud of
'."', Favorite .riut, RJ'.‘ uils

ﬂ My Favorite

— Dog Biscuit

!A ~_ federation _
Myfavdogbiscuit com ﬂ n
/:

e =0 Myfavdogbiscuit.com
=0 \ /

-y Workloads \ /

-
——

Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 145). Packt Publishing. Kindle Edition.
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% Designing access management across multi-cloud

« Concept of Google Directory Sync

—

-

Concept of Google Directory Sync

\

\

b ™

AD - Domain
Services

|

C

550

Directory Cloud Ga.ud .
) Sync s Identity sl Organization

% Enterprise Data Center /

\ _/

Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 395). Packt Publishing. Kindle Edition.
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