SPECIALIST IT AND
CYBER SECURITY SERVICES

Cyber Security
Experts.

INFOSEC CLOUD

Cyber Security Experts
For over 15 years, we have helped thousands of
organisations of all sizes, across every sector, with an everevolving range of IT and cyber security requirements.
Infosec Cloud is formed of cyber security experts who are
ready to assist with your needs at whatever level.
Functioning as both a vendor of our own fully managed
services (Cyber Security Awareness) and a traditional value
added IT security reseller (Cyber Protect Solutions and
Cyber Care Assurance), our unique postion means we have
a vast experience of recommending, delivering and
supporting only the best solutions and services that fit your
requirements.
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Cyber security solutions have become absolutely essential for
every organisation, regardless of size, given today’s soaring
reliance on IT.
If you are serious about protecting your organisation, and
end-users, from modern-day security threats, we highly
recommend you review our portfolio of critical cyber solutions,
each tailored to fit your specific needs.
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WEB SECURITY
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infosec-cloud.com

01256 379970

The network perimeter has changed.
Practically overnight, almost every
employee became a ‘remote worker’
and potentially risking exposing the
security of their web usage to an
unprecedented level of threats.

Proven to Provide:

Although many organisations are benefitting from productivity when
adopting or leveraging cloud applications to support remote working,
this has also created a complex threat landscape which needs to be
addressed with some urgency. The introduction of an extraordinary
volume of ‘shadow IT’, has raised the threat landscape even further.

Benefits to your organisation:

Existing IT systems were generally architected to route all web traffic
through specific access points, such as the organisation’s
headquarters or regional offices where security could be enforced
and easily monitored and maintained.

WEB SECURITY

WEB SECURITY
Protection from web-borne malware attacks
Deep inspection of SSL/TLS traffic
Real-time traffic analysis with URL reputation
and threat intelligence
Website Page level categorisation
“Not Safe For Work” Image Content Analysis

Low maintenance
Easy to deploy to office based and mobile
users
Free migration from your existing solution

Our Web Security solution provides protection for roaming, personal
(BYOD) and guest devices with zero-touch configuration. With no
requirement to proxy web traffic, your users are guaranteed ultra-fast
response times.
Subscriptions available:
Monthly
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

CLOUD ACCESS
SECURITY BROKER

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

Approved access to cloud
applications is essential in today’s
changing working environments, even
more relevant with the recent influx of
necessitated remote workers.
Users are now finding a multitude of cloud solutions to communicate and
share information on that they see as necessary to enable them to continue
to provide the high levels of performance they did in an IT secured location.
Without visibility of the access and utilisation of these services, the threat of
advance malware, data security and malicious or accidental insider access is
on the rise. The usage of Social Media, data storage and CRM’s is unmanaged and un-monitored and can be easily abused.
A Cloud Access Security Broker (CASB) solution gives an organisation the
ability to discover, analyse, secure and manage cloud activity. This is
regardless of whether the user is on the corporate network or working
remotely.
Our Web Security solution provides protection for roaming, personal (BYOD)
and guest devices with zero-touch configuration.

Proven to provide:
Complete visibility of internet services usage
Compliancy for regulations such as PCI DSS,
GDPR and HIPAA
Data Security that scans files upon upload
and can change specified content using DLP
templates
Threat Protection for those cloud apps that are
being targeted with increasing sophistication
and volume
Malicious or suspicious user activity tracking,
identification and management
Benefits to your organisation:
Roaming, Guest and BYOD protection with
zero-touch configuration
Proxy-free ultra-fast response times
Control of your organisation’s users use of
Social Media, Data Storage and CRM content

With 140 categories and 500+ sub-categories, you can be assured of your
web security.
Subscriptions available:
Monthly
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

CASB - CLOUD ACCESS SECURITY BROKER

CLOUD ACCESS SECURITY BROKER

EMAIL SECURITY
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Email security has been long hailed
as a “must have” for any
organisation. This, of course, is still
true.
With an unparalleled growth in threats including areas such as CEO
fraud and other impersonation attacks, organisations need to be
assured that their security develops to stay ahead of these threats.
Has your email security solution evolved to meet today’s threats
though? Have you remained with your provider because “it does the
job” or migrating has seemed a painstaking task?
With migration support included in our service, we can ensure your
organisation has a smooth transition to a service that delivers
protection against the very latest threats.
Features such as compliance assurance, dual layered sandboxing,
encryption and archiving, ensure you have the multiple protection
layers required for your critical email services and all within a single
cloud-based solution.

EMAIL SECURITY

EMAIL SECURITY
Proven to provide:
Unique time-of-click protection from malicious
URLs
Compliancy with archiving, business
continuity and encryption
Filtering and control of outbound email as well
as inbound
Dual layered sandboxing options
Domain spoofing and impersonation attack
protection such as CEO Fraud
Benefits to your organisation:
100% cloud based
Reassurance of service availability with
emergency inbox accessibility
Free migration from your existing email
security service

Subscriptions available:
Monthly
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

MULTI-FACTOR
AUTHENTICATION

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

Multi-Factor Authentication (MFA)
has been a critical component of IT
security for organisations for many
years.
Today, the public in general will experience MFA almost on a daily
basis. Whether it is through online banking or transacting on their
favourite online shopping sites. With the number of remote
employees hitting levels never before experienced, the necessity of
securely identifying your own users accessing your systems is now
critical.
Some organisations have delayed adding this layer of security with
the perception that MFA is difficult to install or deploy. Some are put
off by the impact MFA will have on end-users by asking them to
install an app or carry a physical token. We can provide a wealth of
authentication options to satisfy any requirement.
Our solution is easy to install and deploy and has minimal impact
on end-users. Whether you require a cloud or in-house solution,
you want to be able to deploy and maintain the solution quickly.

Proven to provide:
The ability for your users to manage their own
preferences of authentication with choices
such as SMS, Mobile App, email, soft token,
hard token or even voice
Vendor Hosted, Physical or your own cloud/VM
provisioning
Internal systems and cloud based
applications supported
Adaptive MFA that intelligently challenges
users only when a risk is high
Out of the box support for all major VPN
providers
Benefits to your organisation:
Low-touch management once deployed
Compliant secure access to your key systems
Single licensing model with all features
included per license

We have deployed and managed MFA for our customers all over
the globe.
Subscriptions available:
Monthly
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

MULTI-FACTOR AUTHENTICATION

MULTI-FACTOR AUTHENTICATION

XDR
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Extended prevention and detection
across endpoint, network and user
activities, along with fully automated
response actions.
Finally. A single, unified platform to prevent, detect, investigate and
fully remediate attacks. Visibility across endpoint, network and user
activities, plus the power of deception provides the broadest and
deepest protection against all threats. EDR, on its own, is not
enough.
Supported by a security operations team, 24x7x365, our XDR
solution is the only solution that triggers an automated
investigation following each endpoint, user, or network alert, fully
disclosing its root cause and scope and applying all the required
remediation activities to fully eliminate the threat.
Have you experienced a security incident? Every second is critical
when you have been breached. If so, utilise our free incident
response. In a matter of minutes, our XDR solution can be deployed
across hundreds to thousands of endpoints, then scans, analyses,
identifies and remediates threats before damage is done.

Proven to provide:
Total Visibility - Gain insight into every event
that takes place in your environment through
automated monitoring
Consolidated Defence - Capabilities of NGAV,
EDR, UBA, Network Analytics and Deception in a
single, natively integrated platform
Full Automation - Automate all workflows
across the breach protection lifecycle, from
proactive monitoring to incident response
Vendor Hosted, Physical or your own cloud/VM
provisioning
24x7x365 backed SOC manned with Security
Analysts providing alerting and assistance
with high risk threats
Benefits to your organisation:
Reduce the requirement for expensive cyber
security engineers
Reassurance that a 24x7 team of cyber
security professionals is monitoring for
abnormal or threatening behaviours
Incident response included for every service

Subscriptions available:
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

XDR - EXTENDED DETECTION AND RESPONSE

EXTENDED DETECTION AND RESPONSE

NEXT-GENERATION
ENDPOINT
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Endpoint solutions have been a staple
security solution for decades. What
makes them ‘Next-Generation’ and
why should you consider upgrading?
For years, endpoint security products’ primary threat protection was
based upon signatures, created after patient zeros were impacted
and the damage already done. Assuming all attacks had been seen
before, using signatures made sense. Today, malware mutates daily,
even hourly, making signature-based tools obsolete, and creating the
need for a stronger approach to endpoint security.
AI detects and prevents attacks before they can execute, preventing
users from opening URLs or visiting spoofing pages, mimicking those
of legitimate websites.
Our agent is lightweight and easy to deploy across your workforce via
the cloud, hybrid or on-premise. With no signature updates or slow
scans, experience protection without interruption.
Continuously protect mobile endpoints without disrupting users on
any device type (including managed and BYOD).

AI Prevention that continuously develops as
malware variants appear
Eliminates the requirement for signature
updates that are out of date as soon as they
are deployed
Faster protection with rapid deployment of
lightweight agents and one-time scanning
Full forensics capabilities to detect, trace and
prevent threats and includes pre-built
detection sets for Windows
Script control, Memory Actions Protection,
Application Control, Device Control and File
protection all included
Benefits to your organisation:
Knowledge that your endpoints are protected
by a globally recognised leader
Pre-execution protection that stops threats
before they try to run. Competitors wait until
the threat executes before trying to prevent
the attack
Low overhead of the agent and lack of
signature updates improves the performance
of the end device and the internet downloads

Subscriptions available:
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

Proven to provide:

infosec-cloud.com

01256 379970

NEXT-GENERATION ENDPOINT

NEXT-GENERATION ENDPOINT

24/7
MANAGED SOC
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(Security Operations Centre)

The cyber threat is a global 24x7x365
organised attack that doesn’t concern
itself about the impact on your
organisation or your customers.
Organisations need to be assured that they are providing the highest
level of protection for their critical assets whilst ensuring the operating
costs are practical. To attempt to monitor, collate and evaluate many
key services requires a sizeable investment in time, highly skilled
resource and a variety of security solutions.
Our Managed SOC leverages a constantly evolving Threat Monitoring
Platform for detecting malicious and suspicious activity across three
critical attack vectors: Endpoint, Network and Cloud.
Based upon a per device model, with no expensive log capacity
charges, we know in today’s dispersed workforce, with global access
to services and data, our Managed SOC is today’s essential security
assurance partner.
Our hardware-free SOC platform provides our customers with the
assurance that their key assets are being monitored and protected.
Your organisation needs to be alerted in real-time with specific, and
informed, remediation help and advice.

Proven to provide:
Proactive threat detection and alert services
for endpoint, network and cloud services
24x7x365 monitoring by certified cyber security
engineers trained in the latest threats
Compliancy accreditation in areas such as
ISO27001, PCI DSS and HIPAA
Hardware free monitoring
Real-time threat intelligence, breach detection
and malicious activity monitoring

Benefits to your organisation:
Knowledge that any event on your monitored
services will be detected and alerted to
immediately
Remediation advice and assistance from
proven cyber security engineers 24x7
Key services such as Office 365, Azure, AWS,
Windows, macOS all monitored without the
requirement for a SIEM

Subscriptions available:
Monthly
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

24/7 MANAGED SOC

24/7 MANAGED SOC

MOBILE DEVICE
MANAGEMENT
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infosec-cloud.com
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Devices propel modern work,
especially with the rise in remote
working. However, they can leave a
security gap if not managed
correctly.
How do you control the applications, content and sites that can be
accessed via your organisations’ devices? An MDM (Mobile Device
Management) solution is how.
Our feature-rich Mobile Device Management solution ticks all the
boxes. Kiosk lockdown in particular enables you to lock devices to a
single app or a few selected applications, create secure digital
signage, feature a single website on a device with no further
access and control device peripheral settings such as brightness
and volume.
Security features include the ability to secure, encrypt, lock or even
wipe your corporate data from devices. Centrally monitor
applications installed on devices. Blacklist unwanted applications.
Whitelist necessary applications to block all the rest. Enforce auto
lockdown of corporate devices when they stay offline for a
specified number of days.

Proven to provide:
Application Control and Containerisation
Content Filtering
Data, Email and App Security
Kiosk Lockdown
Real-time Monitoring and Geofencing

Benefits to your organisation:
Easy implementation and deployment with
compliance checklists available
Pre-configuration and password management
of all key services such as WiFi connectivity
and application control
Remote wipe, lockdown and IT support access
for end-user’s devices

Available on:

Subscriptions available:
Monthly

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

MOBILE DEVICE MANAGEMENT

MOBILE DEVICE MANAGEMENT

DLP AND
DATA GOVERNANCE

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

Proven to provide:

Data is at the centre of most modern
cyber-attacks. You need to know
where your data is, that it is
classified and that it is protected.
With the rise of insider threats, phishing, malware and accidental
exposure, Data Loss Prevention (DLP) is more important than ever
before. However, up to now, DLP solutions have not been welladopted by organisations due to the lengthy setup, complex
installation procedures, high level of maintenance and poor return
on investment. Typically the metrics of data have been difficult to
understand and therefore not useful to organisations looking to
protect their data.
Today, DLP needs to include Data Governance. Together these will
help your organisation understand the sensitive information that
exists, where it is located, and the type of interactions the data has
with systems and users. Once you have a full understanding,
applying rules to how the data will be used by staff, and external
parties such as supply chain companies, is a straightforward
process.

Rapid installation with easy cloud deployment
Out of the box pre-defined rules
Pre-set metadata and key words
File type agnostic scanning / content level
fingerprinting / OCR capability
Structured and unstructured data
Benefits to your organisation:
Deploy in minutes with minimal impact to your
end users
Complete data discovery and classification
across Files Shares, Office 365, Box, Dropbox,
Exchange, Azure, Sharepoint and any ODBC
compliant databases
End-User ability to classify data at generation
that is also double checked against the DLP
rules engine

Our DLP solution is designed to deal with the challenges of big data
growth, flexible working, new technology adoption, and the ever
increasing use of cloud services.
Subscriptions available:
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

DLP AND DATA GOVERNANCE

DLP AND DATA GOVERNANCE

SD-WAN
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The SD-WAN changes the rules of
the game for networks. SD-WAN
gives back instant control of the
WAN to those that need it – you and
your organisation.
Up until now legacy WAN connections have been complicated,
with low bandwidth due to costs and resilience, expensive to
maintain and painfully time-consuming to change. This is an
unacceptable inhibiting of rapid innovation and growth.
SD-WAN enables IT to leverage different network technologies as a
matter of policy and easily manage services over the network,
giving control back to you, the customer.
Having instant access to your critical security requirements at the
right time and in the right place is no longer optional in today’s
dispersed network connectivity requirements.
Our unique position, as an accredited Cisco Viptela and Meraki
SD-WAN Managed Service Partner, means we are experts at
helping organisations transition to SD-WAN, helping reduce costs
and gain competitive advantage though our deep understanding
of technology, infrastructure and software-defined solutions.
Subscriptions available:
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

Use the Internet to augment, or completely
replace, MPLS through any form of connectivity
and switch carriers, mix and match, using
Leased Lines, Broadband and Cellular
networks
Achieve unbeatable network visibility and
control
Reduce WAN infrastructure costs by up to 90%
and mitigate risk
Achieve greater performance with higher
overall bandwidth and resilience
Create Hybrid WAN environments using
multiple connections (MPLS, Internet, 4G LTE
and more) and any combination of suppliers
(carriers)
Benefits to your organisation:
Simplify branch connectivity and securely
deploy a branch in minutes – not weeks/
months
Deploy and manage key applications for your
users to enjoy optimal performance and
productivity from a single console
Take advantage of simple, portal-based
automation, analytics and orchestration to
manage security requirements and
improvements on overall performance

01256 379970

SD-WAN

Proven to provide:

SD-WAN

THIRD - PARTY
RISK MANAGEMENT

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

With cyber-attacks originating from
third parties on the rise, and privacy
concerns driving new regulations, it
is critical to ensure that your
suppliers are securely managing
sensitive systems and data.
However, manually collecting, maintaining and analysing risk
status is time consuming, inefficient, error-prone and costly. Our
Third-Party Risk Management (TPRM) cloud-based solution
simplifies and speeds compliance and risk reduction with our
unified, automated Third-Party Risk Management platform.
Our solution combines automated, standardised vendor risk
assessment with vendor risk monitoring, assessment workflow and
remediation management across the entire vendor life cycle.
The platform is complemented by vendor intelligence networks
offering on-demand access to completed, standardised risk
reports on thousands of organisations.

Proven to provide:
Proven Third Party Risk Management maturity
process
Continuous monitoring and prioritised
remediation
Automated assessments
Shared vendor networks
Stakeholder-specific reporting
Benefits to your organisation:
Real-time insights into both cyber and
business risks from over 500,000 sources
Easy vendor onboarding and automated
conducting of assessments
Partnered to provide human support for you
every step of the way

Subscriptions available:
Annual
Multi-year
Bundle (upon request)

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

THIRD-PARTY RISK MANAGEMENT

THIRD-PARTY RISK MANAGEMENT

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

LICENSES

SECURITY AUDIT

We can instantly save you money on your Microsoft 365 licences.

With functionality often being the priority during
the setup of Microsoft 365, often the cyber security
aspect can be overlooked.

Infosec Cloud is a Tier 1 CSP with Microsoft. This means that we
provide the best available Microsoft 365 pricing in the UK.
Switching your provider to us is easy and we guarantee zero
downtime during the process. Follow our 3 steps to start saving on
your licenses:
Step 1
Request a quote or call us on 01256 379970 to see how much you
can save
Step 2
Accept us as a partner on your Microsoft 365 account

Our certified professionals will conduct a
comprehensive configuration review to identify
any misconfigurations that may have occurred
during the setup and configuration of the Microsoft
365 environment.
We will help identify these threats and provide a
comprehensive report that will support the
mitigation of any of the threats identified.

Step 3
Switch your licenses with zero hassle and zero downtime.

BACKUPS

LICENSE AUDIT
Our Microsoft Certified Professionals will conduct an extensive
utilisation review to identify any misconfigurations that may have
occurred during the setup and build of your Microsoft 365
environment.
We will help identify those areas that are either threats, or can be
enhanced, in a comprehensive report that will support the
mitigation of any of the risks identified.

sales@infosec-cloud.com

infosec-cloud.com

Cloud-to-Cloud SaaS Backups.
Powerful yet easy-to-use SaaS data protection for
Microsoft 365, G Suite and Salesforce enabling
administrators and users to restore data and get
back to work in just a few clicks.
Safeguard all your critical data from Exchange
Online, SharePoint Online, OneDrive and Microsoft
Teams with cloud-to-cloud backup and recovery
specifically designed for Microsoft 365.

01256 379970

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

Professional services provided to your organisation as a
tailored experience, designed to help you meet compliance
standards and ensure that your organisation is protected
against cyber threats.

Penetration
Testing

sales@infosec-cloud.com

Vulnerability
Assessment

Network
Inventory

Gap
Analysis

infosec-cloud.com

Cyber Essentials
Accreditation

01256 379970

PENETRATION
TESTING

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

Malicious attackers don’t work office
hours and threats don’t stop
evolving after a penetration test.
Our security assessments can be active 24x7x365 a year through
AI powered scanners and combined with a human triage to
produce meaningful, actionable results. With a global elite team of
over 1,500 cybersecurity researchers, each vetted and continuously
curated, your key systems are tested by a combined expertise your
attackers cannot keep up with.
With patch verification services and a customer specific Attacker
Resistance score, you have the information you’ve always wanted
constantly at hand and all backed by continual assessment by the
Mission Operations team.
Providing complete control to you, the customer, we provide portal
access where you can stop or pause testing at the touch of a
button.
Of course, all of our services are there to assist your compliance
requirements whether they are PCI, NIST or ISO. All of our testing
can be CREST or CHECK accredited.

Proven to provide:
4x higher ROI than traditional penetration
testing
3x more time spent on targets than traditional
penetration testing
20% reduction in failed patches due to patch
verification processes
Industry benchmark scoring for your
organisation’s security level
Services backed by a true AI scanning tool

Benefits to your organisation:
Knowledge that your key systems are
continuously being tested by the most elite
hackers and tools available
Complete organisational anonymity on any
risks discovered
Always-on active penetration testing to
protect against the most diligent attacker

Penetration testing has previously been unachievable at this scale
of complete protection and global threat testers.

Subscriptions available:
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

PENETRATION TESTING

PENETRATION TESTING

VULNERABILITY
ASSESSMENT

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

A Vulnerability Assessment is only as
good as the last time your systems
were checked. Within an hour, your
organisation could be at risk again.
Our Vulnerability Assessments can be scheduled to run as
regularly as you require. We can run assessments on just those
systems that have been highlighted as a high risk to provide you
with regular updates on your progress to mitigate any of those
specific areas.
Scanning your system regularly for threats, open ports and
vulnerabilities is the easiest and most cost-effective way of taking
control of your security, because it exposes invisible threats before
they become a problem.
We can provide a fully managed service identifying and providing
remediation advice in the timeliest manner. If you prefer, you can
have full access to your own management console. You can even
have a combination of our managed service and still have full
visibility.
Vulnerability exposure should be the first consideration in your
organisation’s security strategy, without it everything else you have
in place won’t protect you.

Proven to provide:
Full CVSS scoring methodology so you know
exactly what areas should be prioritised
Industry recognised CVE cyber security
vulnerability analysis
Integration capabilities for existing investment
into your own SIEM or PSA
Scans of whole ranges or individual IP
addresses
Fully compliant reports for PCI ASV

Benefits to your organisation:
Monthly billing on a per IP basis for complete
clarity of the systems usage and run as many
scans per month per annum as you like
Fully scalable from single IP addresses to
multi-national requirements and from boot up
to scanning your networks in less than 5
minutes
A fully managed service, your own portal
access or a hybrid service to you meet your
own specific needs

Subscriptions available:
Monthly
Annual
Multi-year
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

VULNERABILITY ASSESSMENT

VULNERABILITY ASSESSMENT

NETWORK
INVENTORY

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

The weak link in your security chain
may be sitting right in front of you!
Every piece of hardware in your organisation – PCs, servers,
printers, laptops – may be housed in your office and all are
exposed to the outside world via the internet, the cloud and
wireless and Bluetooth connections.
They can be full of unused data and applications, running a slow
CPU, vulnerable to attack or just not fit for purpose anymore.
Ineffective or aged hardware can seriously hinder an
organisation’s productivity, especially as update patching may not
work on older machines.

NETWORK INVENTORY

NETWORK INVENTORY
Proven to provide:
Full asset inventory
Hardware lifecycle report
Full user count
Password strength assessment
Connection speed tracker
Benefits to your organisation:
Bolster your security through hardware
Boosts productivity
Speed up hardware

All IT has a shelf life, so protect your assets with a Network
Inventory.

Subscriptions available:
Monthly
Bundle (upon request)
sales@infosec-cloud.com

infosec-cloud.com

01256 379970

GAP
ANALYSIS

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

GAP ANALYSIS

GAP ANALYSIS
Proven to provide:

Could your organisation be
breached?

A thorough IT security assessment built from
the Cyber Essentials Plus framework

Unfortunately, most organisations only find out where their weak
points are after a breach has occurred. This is a dangerous and
costly way to understand where your resilience could be improved.

Detailed and scored reporting

Using our expert and accredited consultants’ knowledge and
experience, we have constructed a free, online IT security gap
analysis service to help you proactively identify the areas of your
organisation’s network, infrastructure and cyber security posture
which can be enhanced.

Easy to use web portal with complete
confidentiality

CyberGAP comprises of multiple modules and multiple choice
questions which you answer to score your organisation’s security
posture. At the end you will receive a detailed report, tailored to
your selections, outlining all of the great areas of your network and
infrastructure, and areas which can be improved along with
recommendations on how to do so.

sales@infosec-cloud.com

infosec-cloud.com

Reassurance on existing systems configuration
and policies

A GAP analysis that is completely free of
charge

Benefits to your organisation:
Improve your IT security posture
A Senior Management ready report
Cleary identify those areas most providing
risks or lack of compliancy

01256 379970

CYBER ESSENTIALS
ACCREDITATION

sales@infosec-cloud.com

infosec-cloud.com

01256 379970

If you want your customers,
suppliers and staff to trust your
commitment to cyber security, why
not prove that you are up to industry
standard?
Cyber Essentials is a government-backed, industry-supported
scheme that helps organisations protect themselves against
common online threats and ensures organisation-wide best
practice.
This accreditation - created by the National Cyber Security Centre
- demonstrates that your organisation, no matter its size, is taking
cyber security seriously. Your certification can mean your
organisation is less likely to be targeted and more likely to be
considered when customers are looking for a partner that takes
cybercrime, GDPR and security seriously.
Once certified you will be listed in the Cyber Essentials Business
Directory and can display your accreditation mark on your site and
materials. We can also work with you to ensure your IT system
meets the official standards and successfully gains this
accreditation.

Proven to provide:
Guided consultancy to ensure you are assisted
every step of the way towards accreditation
Customer reassurance that you are working to
secure your IT against cyber attacks
A clear picture of your organisation’s cyber
security level
Accreditation for those Government contracts
that require Cyber Essentials certification
The first qualification towards achieving the
Cyber Essentials Plus and further
accreditations

Benefits to your organisation:
Attract new business with the promise you
have cyber security measures in place
An audit of the cyber security posture within
your organisation
The opportunity to address those areas that
could provide a cyber risk to your key systems
and data

Subscriptions available:
Annual
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Where cyber security solutions are critical for any organisation,
attackers also target the human factor to circumnavigate
even the most comprehensive levels of protection.
Our very own Cyber Security Awareness fully managed
services provide employees with the knowledge and skills
necessary to keep your organisation secure and compliant.

defence

CyberSIGHT
Credentials Breach Monitoring
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We stop employees from causing security incidents with our fully
managed Security Awareness Training and Testing service.
Our online training provides your workforce with the toolkit
necessary to understand and spot modern day cyber threats. The
only way to change employee behaviour, so not to put your
organisation at risk, is through regular testing. Our Monthly Phishing
emails are targeted and randomised to ensure staff are tested as
individuals.
Save time, money and resource by choosing our bespoke fully
managed service. We keep simulated phishing attacks realistic by
researching your organisation the same way a cybercriminal
would.
With our experts on hand to ensure that the risk within your
organisation is at a constant 0%, our fully managed service is by
far the most efficient way to deliver an effective Security
Awareness Training and Testing program that every organisation
needs.

SECURITY AWARENESS TRAINING AND TESTING

Technology alone will not prevent
you from falling victim to a cyberattack.

Proven to provide:
Fully managed service
Detailed Baseline phishing report
In-depth online training with quizzes
Multiple language support
Completion reminders
Bespoke, randomised monthly phishing
Accumulative phishing reports
Remedial training
0% click rate
Benefits to your organisation:
Protects your organisation from targeted
cybercrime
Changes employee behaviour
Helps towards ISO 27001 compliance
Staff turnover included
Protect employees in their personal lives

Subscriptions available:
Monthly
Bundle (upon request)
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Our online GDPR Awareness training course is professional, suitable
for all employees and easy to understand. As a fully managed
service, we will deliver training to your employees on your
timescales, report progress back to you and chase those who have
not completed the course.
Our short course is available in multiple languages (subtitles) and
is interactive, complete with a quiz that proves understanding. The
course is kept up to date regularly and covers everything staff
need to know surrounding the GDPR, including changes following
Brexit.

GDPR AWARENESS

Training your employees on the
most current GDPR legislation keeps
your organisation compliant and
reduces the risk of an internal data
breach.

Proven to provide:
Fully managed service
Professional GDPR training
Interactive training with quizzes
Multiple language support
Completion reminders
Detailed reports
Benefits to your organisation:
Gain evidence that employees have been
trained on the GDPR
Recommended by the ICO, shows that you
take GDPR seriously
Staff turnover included

Ultimately, you will gain evidence of employee understanding
which keeps your organisation GDPR compliant and reduces the
risk of suffering an internal breach.

Subscriptions available:
Monthly
Bundle (upon request)
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PHISH999 | POWERFUL PHISHING DEFENCE

defence

Regardless of your current email
security solutions, how many
unwanted, phishing and potentially
harmful emails still land in your
employees’ mailbox every day?
Whether you rely on Microsoft 365 or GSuite alone for email
protection, or if you already have a filtering solution in place, it is
likely that some unwanted emails continue to slip through to your
employees. With phishing attacks ever evolving, the risk of falling
victim to cybercrime is greater than ever.
Phish999 combines advanced, patented AI technology and a
unique user awareness experience to protect your organisation
from harmful phishing attacks and boost employee vigilance
towards cybercrime.

Proven to provide:
Powerful phishing protection
Alert banner
Insights dashboard
Auto quarantine flagged emails
Forensic investigation
SIEM integration
Benefits to your organisation:
Protects your organisation from harmful
phishing attacks
Boosts user awareness towards phishing
attacks
Provides an additional layer of email security

Phish999 identifies suspicious emails through CEO impersonation,
new and untrusted senders originating from outside of your
organisation, suspicious content and potentially malicious links
and attachments. If any of these criteria are found, Phish999
displays an alert banner to each employee, empowering them to
report the email or mark it as safe. The AI learns from this and
adjusts its filtering to block any future threats.

Subscriptions available:
Monthly
Bundle (upon request)
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Traditionally, company policies are delivered either through costly
and cumbersome management consoles or over internal email.
Both options require man-hours that are better spent elsewhere.

Fully managed service
Branded landing page with hosted policy(s)
Delivery of policy to employees
Recorded acceptance
12 standard policy templates
Benefits to your organisation:
Saves time, money and resource
Prove staff have accepted your corporate
policies
Prove staff understand your corporate policies

Our Managed Policy Acknowledgement Service (MPAS) is a simple
solution to a pain felt by most organisations. Our team will firstly
host your policy on your own branded landing page. Then we will
distribute the policy to your employees. We track acceptance of
the policy and can even construct a short quiz to prove
understanding. This is all reported back to you for your records.
Also included are 12 standard policy templates, should your
organisation require them.

Subscriptions available:
Monthly
Bundle (upon request)
sales@cybersecurityawareness.co.uk
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POLICY ACKNOWLEDGEMENT

Policy management doesn’t need to
be costly, complicated and time
consuming. Use our MPAS service to
have your policies delivered
seamlessly to your workforce,
tracked and receive recorded
acceptance for each employee.

Proven to provide:

CyberSIGHT
Credentials Breach Monitoring
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Credentials Breach Monitoring

Have your organisation’s credentials
been compromised? Lost or stolen
passwords that appear on the Dark
Web can be all a criminal needs to
access your critical business
systems and applications.
It is a known fact that employees use their corporate email
accounts, and often corporate passwords, to sign up to third party
sites and applications. If these sites or apps are breached, your
employee’s email address, passwords and PII is obtained by
criminals and distributed through an ‘underground’ network known
as the Dark Web.
This poses a serious threat to your organisation as nearly 47
percent of people say there is no difference in their passwords
used for personal and work accounts.

Proven to provide:
Free Dark Web report on your corporate
domain
24 x 7 x 365 monitoring
Breach alerts
Monthly reports including breach source and
stolen information
Remediation advice
Supply chain monitoring
Benefits to your organisation:
Immediately protect yourself against existing
threats from stolen credentials
Ongoing protection against future breaches
and stolen credentials
Fully managed, saving you time and resource

CyberSIGHT, our Dark Web Monitoring service, goes to the deepest,
darkest areas of the web to find stolen credentials on your
corporate email accounts and produces comprehensive reports
and real-time alerts when evidence of a breach is found.

Subscriptions available:
Monthly
Bundle (upon request)
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CYBERSIGHT | DARK WEB MONITORING

CyberSIGHT

Cyber Security
Experts.
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