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< SD-WAN market by 4 leading analyst firms.

SD-WAN Market Predictions by 2020

$10 [
$8 [ $9.378 Billion
by 2022

2 $6 [ $7.53 Billion
o by 2021
[ |

$4

$2 $1.1 Billion by 2020

T

$0
Ga rtner [~ P&S MARKET RESEARCH R..E.SE“RC.H ...."‘."“.E'E;rﬁ

$6 Billion
by 2020

SIDC

https://cloudify.co/blog/unlocking-different-sd-wan-solutions-with-open-orchestration/

JS Lab
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% Is Open Source the Way Forward for SD-WAN? (May 2020, SDx Central)
= The Interoperability Problem: LELA = 22

= Breaking Free: HIE| EQl(Lock-in) O] o Z

“One reason that there are 60-plus SD-WAN vendors is each of these SD-WAN
vendors is not going out and writing their code from scratch. What they’re doing is
they’re going out and taking all these open source components, bundling them
together, adding their additional stuff, and selling it as a proprietary solution,” he

said, adding that there is an opportunity to break the cycle and develop an entirely
open SD-WAN framework.

ZX: SDx Central ( https://www.sdxcentral.com/articles/news/is-open-source-the-way-forward-for-sd-wan/2020/05/ ) JS Lab
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ZX: 2020 TechVision Research, (www.techvisionresearch.com )
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< WANSs 1} SD-WANZ2| x}o|H

HO ool A (Perimeter), Trusted Inside Zero Trust, T (&) 24|
Routing & SLA d X (Static) / Based on Link S (Dynamic) / Based on Apps
Z 2 H|XMY (Provisioning) TS X}& | Zero Touch
MH|2H| S X} (Service Provider) a3 18 HSA Any Provider
83 & (Capacity Allocation) M (5%)7oi £H2 X (Elastic), On-Demand
HE MPLS MPLS, EPL, Internet, LTE, 5G
el 2Z=3ojx 2o E
StE=4of Proprietary Commoditized (2LE 224 7|4h
S et e+ K| AtOll A Cl| O] E{ MIE{ = ot E, ZHIY, 10T, 0| X]
A 7|Ht Hairpin through Data Center Direct User to Application
Melg 99.9% 99.999%
O 2|70l 7t =} Probe & 3 Party Tools Built into SD-WAN Router

Z=7%: 2020 TechVision Research, (www.techvisionresearch.com) Ethernet private line (EPL) JS Lab




. SD-WAN S&k

s+ SD-WAN Market (Gartner, 2019)

Figure 1. Magic Quadrant for WAN Edge Infrastructure
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@ Versa
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Juniper Networks
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FatPipeNetworks @ @ Cradepaint @
Peplink
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COMPLETENESS OF VISION — > As of October 2019 ® Gartner, Inc

Source: Gartner (November 2019)

Z=X: 2019 Gartner JS Lab
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+ Qe Zato| = olE{ Y
< 7|& WAN HE2|3 O]+
« AE|ZZ}O|= MH|A2] S22} E 0|F
= MH|AS et STHUAE B

= Tsunami Converging on Legacy WANs

Ap

2 72} Multi-Cloud 94| =7}

o TechVision Research, 2020
®

® Video

® BYOD Too Many _|_ MIDDLE-BOX
PROLIFERATION

Overlays
@® Mobile

@ Cloud

@ Security

VxLAN IPSec  MPLS
VPLS EoMPLS GRE

VLAN EVPN

@ Big Data

@® Digital Business

@® Always on Collaboration m=m High Costs &
EE Complexity

Z=X: 2020 TechVision Research, (www.techvisionresearch.com) JS Lab
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Multi-Cloud & ¢/t HE{Z 20| = ¢
Cloud Security as-a-Service

Cloud Security as a Service

SD-WAN H|0{7|
Open Internet § SD-WAN &H]|
MPLS

LTE/5G

MPLS

J2

=l

A

% (S}0|EzZ| =

(UTM, AV, DLP, IPS/IDS, URL Filtering) =~~~ 777 777 Ty

gatecs

)
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& &4 AH|A 8 uCPE (Universal Customer Premises Equipment)

INTERNET

SDWAN

uCPE Architecture

Virtual Virtua

—

firewall
Aai

A o

Optimizer
Virtual

router

Router

Monitoring

|  Hypenvisor

Virtual routers

Virtual firewalls

Virtual load balancers
Virtual WAN optimizers

SD-WAN routers

JS Lab
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% SD-WAN vs SASE (Secure Access Service Edge)

L)

b |
(=]

SASE= 22l E
SASE= EQtul HEQ|D E4 25 1
= SASEL of0|2{ Ecjxl HA}

n

= SASE is still an emerging technology.

SECURE ACCESS SERVICE EDGE (SASE)

 coud __GASE

CASB

SD-WAN

Carrier

WAN
Optimization Cloud SWG

Bandwidth
Aggregation

ZTNA/VPN

WAAPaaS
Networking

Vendors

Security

FWaaS

Network as a RBI

Service DNS

Z=X: 2019 Gartner JS Lab
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L)

% SD-WAN 2.0 Reference Architecture (ONUG)

= X|ALC] 2t E EHEZAR (Branch office direct access to SaaS and laaS)
» HE[ZE2IRE HZA (Multi-cloud attachment to the SD-WAN fabric)

= X|AIE fI8t 221 E HO (Security for branch offices and the cloud)

= Z2I2E API HlZ (Integrated cloud APIs via SDWAN controllers)

= SD-WAN £2}0|HE (SD-WAN client for end users)

ey
oo w
-7y SCWAN o Public
"3 Controller < R e Intemet Y
7 {Gouogle |
& e i ’
S . 4 (3 — N Unkeam
[} 1 kar N
[ ! Cloud Security o e
V 6 L i R iy
: - : P T I e B [ SaasS i
I . . i
i Mobile User o ____________ i @ @ i
':_'_'_'_'_'_‘_'_'_'_‘:‘ - g SD-WAN E i
| e rg Cloud 4 workday |
! ’ 1/ Gateway . A R R
i [ fl . | | e
' @ _‘
' . H |aaS/Faas 2
' Remote Site / — | | . . mmmm e =
________________________ ' i N & SD-WAN | i (. i N Microsoft |
AR o lom
& Y cateway | ol VNSUVRC | aron
N i e il : UH wehservices ;
Y
i . -
i . ]
SRR ~1 . VneYVeC |
SO-WAN Overlays \_ SDWAN Fabric Y, - Cloud Edge Layer p. I e PR
Branch to Saas/Int. - Internet Breakout Colo Facility or IXP @ APP-to-APP
""""" Branch/remote user to Security Proxy Peering Point 3 ""“'-“---'-""-—\I
- App-to-app traffic e — _ !
———————— CSP direct connectivity $ =3 * -
]
e = SDWAN Fabric Edge = SDWAN client " Core/DC )

https://www.onug.net/community/working-groups/open-sd-wan-exchange/ JS Lab
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** Tunnel-Free SD-WAN

= Tunnel-free SD-WAN< SVR(Secure Vector Routing) AF& (establish
unique sessions on the network)

= 7H&S}(encapsulation) HZECI HHE MgE M2

= More scalable, dynamic and secure

= Session-aware Data Plane

METADATA

Desired service/tenant

Desired IP address

Original source and destination address
Policies and controls

. First Packet

METADATA PAYLOAD WP, WP,

_ B«
-

Edge & Branch WAN

Data Center

https://www.128technology.com/wp-content/uploads/2018/03/how-it-works.pdf

JS Lab
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< Open Source based SD-WAN (0]

« SIO|EHA J|HHo| StES00f RSt LELL T

v Application Priority
v" Multi-link Performance

v' Stateful SIP Transfer (SST)
v" Survivability

E{'22 (Tunneling), Peering

= =X L
s =7t 7S
e
e __
ST B =
clcD T
T — 1 L]
EEN—
(=== -
ARNVR [ __________1]] »I‘wll
IRCER) —_
| vosirs = '
vIDS/VIPS (==
-
Live W | =a
I:Il%,' ————————— - oa®
| ow
Accelerated Data plane |

Session Initiation Protocol (SIP)

JS Lab
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. SD-WAN S&

& QEALAO| AT (Open Source’s Role) - LEAA T

= H|ZA} 7} (Additional Vendors) — =Ll 7HE7ts A AL

= 22 OHE (Lower Margins) — AHE X}, X Z AL, Managed Services
= HitE XIS} (Faster Evolution) - 172 Q7 =8 Jj& F7}

= HOt (Better Security)

= D24 (Better Interoperability)

ZX: 2020 TechVision Research, (www.techvisionresearch.com )
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\/
0‘0

\/
0‘0

QEAMA SD-WAN StES 0]

= EdgeCore

= Lanner

=  Whitebox Solutions™

QEAA SD-WAN

=  FlaxiWAN
= WANOS

=  Cloudify

= ONAP

= pfSense

= OPNsense

ATDE

o1

JS Lab
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<+ SD-WAN ==& E

SILICOM
LANNER
ADVANTECH

2l M| =ALC| Hardware Partner

bd bd bdibd

* UCPE with Intel® Atom™ Processor C3000

* Intel® Atom® C3000 System-on-Chip with
Intel® QuickAssist Technology at 10Gbps
and Intel® AES-NI and VT-d Support

e Supports SR-IOV on all ports by Intel SOC
integrated MAC and Intel i350 Ethernet
Controller

e Optional dual-SIM, 3G, 4G LTE module and
WiFi module

* Optional PoE+ kit to support up to two
25.5W ports

JS Lab
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< S2l0|EHIA 7["l SD-WAN SHES| O]

= uCPE (universal CPE): & Cpu, O|{4ll HEEZ L%
= vCPE or virtualized CPE: 7}%3l, DPDK, QAT

S
=
Q2
Ac

(%]
S)

(%)

(]

=

©
o—

. . HHHEHG i

SAFuou

Intel D-1500 Series SoC (Broadwell-DE 14nm) Storage-

Max 32GB DDR4 2133 MHz SODIMM 1x M.2 SATA SSD

Ethernet- 2x Hot-swappable 2.5” HDD/SSD
1x GbE RJ-45/SFP Combo port WAN via 2x Intel 1210 Controllers Advanced Technology

1x SFP+ 10 GbE via CPU Ethernet Controller Intel QuickAssist Technology

8 x GbE RJ45 LAN, thru MRVL 88E6190x supporting 4x POE PSE Virtualization - VT-d, VT-x, SR-IOV
2x mini PCl Express Expansion Slot Security - H/WTPM 1.2, AES-NI
FIPS 140-2 Level 2 in Chassis DPDK

Intel® QuickAssist Technology (Intel® QAT) Data Plane Development Kit (DPDK) JS Lab
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% SD-WAN Bl=9]0] 2ZE0] Hal MEf7| X

Lanner, Enea and Intel Showcase Firewall Protected
Open Source SD-WAN

ntel) -+ ENEA -

https://www.enea.com/globalassets/downloads/nfv/the-ucpe-solutions-catalog.pdf

@B, 2Dual Media &= g 4LAN Ports

— Connect to local
Ports infrastructure such as
Fiber or copper switches, PCs,
' connection lo service storage, printers, IP-
provider networks. Phones etc.
10/100/1000BT

Ethernet Port
Connect to a DMZ or
use as 5th LAN port

On/Off Switch Console Port © LAN Port LEDs Bonomil
For local diagnostics @ Easily check port SIM
(5w ] card slot
External DC power @ @cthvity &link speed Inside the enclosure
supply connector * E: USB Port

for tigher security

http://www.lannerinc.com/news-and-events/latest-news/lanner-enea-and-intel-showcase-firewall-protected-open-source-sd-wan

JS Lab
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o HEHUA SO

SOHO

Small
Branch

Medium
Branch

Large
Branch

S0-WAN
Appliances (CPE)

Intel Atom® Processor
2 Cores
NFVs: SD-WAN, VPN

Intel Atom Processor
2=i4 cones
plus Houting

Intel Atom Processor or
Intel®* Xeon® D Processor
12-16 cores
plus WAN Acceleration,
vRAN

intel Xeon D Processor or
Intel® Xeon® Scalable
Processors 16+ cores

plus Wi-Fi CTRI

.rl_!-f'.'.l.'_LI'l:'.'!I'lﬂ_ IP5

Metwork
Connections

Data Center

B
==

= =]
LTI

Ll

Intel Xeon D Processor or
Intel Xean Scalable

FProcessors 16+ cores

B+ ViNFs

SD-WAN
Appliance

https://www.sdxcentral.com/networking/sd-wan/definitions/citrix-sd-wan/

JS Lab
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< 7HASE Y EQIA 7|= HiE 7|Ht SD-WAN A

= X H{=E (0]): uCPE (universal CPE)
v TOAFY SD-WAN 3HE€|0f
v 24 Hglof 2 M7 ol S4Y
= = MH|A (O]]): vCPE or virtualized CPE
v HAIY SD-WAN SIEY

v HOlHAH HE 2

Customer Sites

Customer Sites
|:_| vCPE Router
W CE—

m UCPE eneral Purpose Platfor
RN

Q vCPE Router Core Network
&

Core Network Servers

Core Network

Iy g

Core Network Servers

JS Lab
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o flexiWAN:

. Zai2c

Registered flexiEdge
Instances

11 -100
101 - 500
501 - 1,000

1,001 - 5,000

+5,000

7|4t SD-WAN ZHEEZ| H|3

SHARED ENVIRONMENT

SD-WAN LEAA AT EQO

Paid Monthly

(per instance per month)

$12

Contact Us

START PLAN

Paid Yearly

(per instance per month)

$10

Contact Us

APPLY

- 4

XX https://flexiwan.com/

JS Lab
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< flexiWAN: SD-WAN E4A

« U3he, WAN Z| X3}, 38731 Z|

As a Service Cloud Providers
FHAE OO

719 &

__________________________

flexiEdge

ORI

=3}, DPI 52| X2

Northbound REST APIs

-

”
e
7 \

fleleanage ‘

Analytncs DB
Management Q@}
Services Web S'"‘"er Agent Broker, Analyl:cs

- --q._'

- —

-------

@ HTTPS
&5

Admin Secure

APl
WAN
External
network

@ flexiwaN

JS Lab
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< WANOS: SD-WAN 2LE=AA AT EQ 0O

= WAN Optimization: HE{3 CHHE AI2H| Zraef o EE|#[0|Md 715
= VMware S}0|Ij{H}O|X 7|4t 7|5 M-S

v" The OVA Image on VMware systems.
v' ESXi 5.1-5.5, Fusion 5-6, Workstation 9-10

EEEE)
= OTHER RELEASES
III! = v3.0.4 64-bit Express 1/10 | Sat Jun 4 20:55:29 2016 £ Settings ~ Update V.4.2.9 PrOd
e MGt Update v.5.1.0 Beta
O Network Multisite Policies Tt Free Express v.3.2.3
Rule # Remote Site Subnet Site Number Peer IP Descrlption Delete LI n UX CO nta I n e r LX D
1 192.168.2.0/24 1 Auto Office Twa B
P 10.0.0.0/8 2 Auto Data Center Two & MINIMUM REQUIREMENTS
100 0.0.0.0/0 4] Auto Default 2 G B M e mo ry
A She - x 64 GB Storage
I s e [ 1-2 Ethernet Interfaces
# Maintenance Remote Site Subnet 2 C P U Th rea d S
#® Licens Site Number 0 A4
@ Support —_ RECOMMENDED
4 GB Memory
Description 64 GB SSD
2 Ethernet Bypass Interfaces
e | [ 4 CPU Threads
Copyright © 2015 - 2016 Wanos Networks Pty {Ltd) | Wanos.co | Support | Privacy Policy

At http://wanos.co/wan-optimization/download/ JS Lab
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QELA

SD-WAN

< OPNsense: SD-WAN 2EAA AT EQO
= Community Plugins for SD-WAN

s @

v VPN & Connectivity (SD-WAN HEE2| A )
v" DNS, Web, Reporting

O Lobby General configuration :
Regsirtin .
b Reporting O tnable # Enable Interface
B System
O Lock # Prevent interface removal
ah Interlaees
[LAN L
General configuration
&
[wian| i+ @ Description Zerotler
[Feratier] Y
dssiginenis , B Block private networks
Oueryiy = @ Block bogon natworks
Settings =
O IPva Configumation Typa i
Wireless = Static IPvd
\t-10-Point =
Point-ta-Roink - B1Pv6 Conlizuration Type p—
Other Types -1
pos - : hing is on GitHub
(1] SLics o fess
6 omcose () It's no secret, everything is on GitHu
o Firewall
@ VPN DMty
O Services
& Power Mss
8 Help
@ speed and duplex Default {no preference, typically aitoselect)
Static IPva configuration
8Pt atdpens 192,168.192,550
& 1P Upstream Gateway Neria
& X: https://opnsense.org/ JS Lab
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L)

/7

o HIEQT JHASHNFV)

------

------

Standard NVF Architecture (reproduced courtesy: ETSI)

0SS / BSS
Orchestrator
Service, VNF &
Infrastructure
- Description
EMS1 EMS2 EMS3
VNF
VNF1 VNF2 VNF3 Managers
I .
Virtual Compute Virtual Storage Virtual Network
Virtualization Layer

Virtualised
Infrastructure
Manager

Hardware Resources

Computing Storage Network
Hardware Hardware Hardware

NFV Mgmt & Orch.

JS Lab
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<+ HES|A 714=2H(NFV)2| SD-WAN Service Chaining

Virtual
WAN
Optimizer

Virtual

Firewall

il

Service Function Chaining

JS Lab
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L 4

< Cloudify — Open NFV Orchestration

SHS flet LEAAE HTAS & FHE M= dEiA 92

/
0’0

[ Portals / UX } | REST APIs } ( BSS/0Ss }

[ o2 Cloudify Open NFV Orchestration J Pr’esto for' S D_WAN N Bl ..:.. ama rt us
. :ﬁ l \ vanc\ilnr: : vendor B .
En == SPARKLE
= B
IC}. :
bl Cloudify

&docker.‘ uCPE %
-0 3 O -

©vS

Open+Suiich %
YA\ (18

Proof of Concept

SHOWCASE

JS Lab
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< Cloudify - Configuration

T Gweme b lr vew vy Seoamans  bemse  edes

990 & nmteen - — o ) -
(D Cloudity Composer 5.0
.
0
) COMSOLE
Dashcoud Diépdoyennts Fostl [or— t.
Stn Vo brworeon °
Cloudify Catalog o Baten b u
a .
Loea! lurprints m — \ g
Ceplaymaras [m—
g
Terunt Memagurmmrt Dapfommeed 1 D =
. . - .
el ® ®
Fptaem Ruanourons @ oy - i R
= B @
Septatics el e T )
. . . .
e © e & @
| et | v
® @ 8@ o
bad | 09| bues |t
# & @
e A gt S, (e
> > - .
] r—
.l
oH—o—o i
|
!

L T

IDEEaE
5 _tebwork :_—'I

TSRO T ¥ e e el

¢ CvBNOOCEBBOLOY W
&
——
SOCur

|

EH X hitps://lwww.wwt.com/article/cloudify-i-call-it-ansible-for-cloud

JS Lab
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 HETOSCA2H Mg @ EAA ARIA
1. 2AAER|0]|M0| Tosca =20} X| 2 2|8t python 20| E 2| 2|
2. TOSscA O E2|#| o] M’ dS ¢l et spk
3. CllTools: A AE2|0[H S 2Tt TOSCA HE=

A

) CLOUDIFY

Uses ARIA for TOSCA orchestration
TOSCA Spec :
Definition A AR
= )
3l¢fo] H|Qt - Telco 2RI E9|
ﬁ OPEN-O End-to-End 29‘II¢EEﬂ°|"1
TOSCA Spec )
U Implementation Uses ARIA for TOSCA orchestration
se
Cases .é\ ARITA AR
& Models
AT&T2| ECOMP (Enhanced

[ A5
() 0 NAP Control, Orchestration,

Management & Policy)
Uses ARIA for TOSCA orchestration

A ARIA

Others}

TOSCA: OASIS open standards consortium (Topology and Orchestration Specification for Cloud Applications)

JS Lab
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<+ ONAP: Open Networki
SD-WAN Use Case

Architecture

ng Automation Platform

1. Basic Use Case:

ZTP

VPN connectivity over WAN1 interfaces
(Edgel-VL-Edge2)

0OSS/BSS
Applications

SD-WAN Controller

Next Sub-Use Cases:

Active/Standby

Active/Active

Star Topology

Full-Mesh Topology

On-Site SFC: FW and NAT

On-Cloud SFC: DPI and Application-aware routing
WAN Optimization

SD-WAN Orchestrator

O oA WN

‘ WAN 1

ISP1

vBG ?

WAN 2

ISP2

=

SD-WAN Edge 1

ZTP - Zero Touch Provisioning

ISP - Internet Service Provider

vBG - virtual Businness Gateway, BBF WT-328pBG - phisycal Businness Gateway, BBF WT-328
SFC - Service Function Chaining

EZR: https://iwiki.onap.org/pages/viewpage.action?pageld=11929755

JS Lab
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s+ SD-WAN - with FD.io Universal Fast Data Plane

FD.io Fast Network Data Plane

o Software Defined — WAN —— P J agieay D
‘/ i .. N ‘@(. VNF Services
; \ / Sites 1.N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto 5 o \./. )
] Entejr?mseW ,-F?ou!e!_ul‘.lF @
> /P = SN
8 (e - .< ~ VNF Services
= Sites 1..N IPVPN and L2VPN Overlays*, IPSec/SSL Crypt \ #
S \_/ an verlays*, IPSec rypto - ®
% Enterprise2 vRouter viNF /‘\
) —— — — — — — — ’/Q“'fg VNF Services
\ Sites 1..N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto .\K P
Enté%mseiﬁ vRouter vNF @
Host-1 — Server-SKL Host-2 — Server-SKL
2CPU 2CPU
Network 1/0 480 Gbps Network /0O 480 Gbps
Crypto /0 100 Gb = . Crypto /0O 100 Gb
Y - [2sce [P NetworK SETAM A,
U§J [ ax [ 4x [ 1x | Private or Public [ 4x [ 4x [ 1x |
- EE BEEE HHIEE M e — L0 L2 BOEE BEEE HGOEE
< L
9]

IPVPN Service Traffic Simulator

IPVaive | | IPVAIVG | Traffic Generator UIPvAvG | | IPVAIVG | | IPVAVG |

b
=
3

*Overlay encapsulations: VXLAN, LISP GPE

R hitps://id.io JS Lab
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<% SD-WAN 7IA|gt 22

» In-depth Internet visibility : SD-WAN exposes companies to Internet
unpredictability

= Ability to drill into the network underlay : Per ISP, per node, per link

= App-aware network visibility for SaaS : Ability to easily correlate
between app performance and network level

= View of historical data-set : Benchmark, plan and set KPIs

= Easy and quick fault isolation : Internal wide area, ISP, 1aaS / SaaS?

Free Triad? Beat Use Visusl Analytica  Policy Optimization  intuitive Use Bottom Line

HNetw . - - Bandwidth mon torng and 4 & Robust solution for analy> ng network

) Free 30-day Triaé i o o o o i o o Ao 8 & 8 & o and wralfic petien
Ban lyze work performance analysis

e, an - Tralh b 4 4 R " " deal for analyzing conbruous streams
Y -
or PATG < — = i . . a A great alk-in-one network and
Mosio EVPAESSLER Fres 30-day Tria Apphcaton montonng 2 8 8 i A & ‘2 8. & & applioation mondoring

9 Best Bandwidth
Monitor and Network

~ Fres 30 T v a & & . Glean a comprehensive, h
Managef ngine Free 30-day Trial ra'fio analysis 2 8 8 v i i & & of your neta

Ba dth
. s
Usage Monitoring Tools
Bandwidth - aticem to see trafs
Ban monitoring O n dom. d
,,,,, . ,“ " Hg A sraghionward sppr
[ - 9
d Data iogging Do grapha to get 2
and g a width data y wed
Bandw.atn banghwigthd @ Trath e
ool - e d

https://www.dnsstuff.com/bandwidth-monitor JS Lab
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2|

I_

% Linux Kernel 4.x O|4I9| Y E3 X|

« MPLS LSR X|€!: v4.1

« LWT/MPLS IP tunnel X|&l: v4.3
«  MPLS multipath X|&: v4.5

- MPLS VRF2| IP &0 X| &

User Space - Z= 1 (O Z2[# 0| ZE/2l0|E2{2]) A

Master (Manager)]

Gossip

—J

S
=
o
o
o}
®
4]
=
S}

I ][ I |
[ I I
C

Linux Kernel - A|A2 8! QIEIH[O|A/7[ 7| E20|H{/LEE AH|A

N

jslab@ubuntu60:/istio-playground$ uname -a
Linux ubuntu60 -116-generic #140-

Ubuntu SMP Mon Feb 12 21:23:04 UTC 2018
x86_64 x86_64 x86_64 GNU/Linux

VRF

Routing Bridge Ethernet
VXLAN MPLS Tables ARP Table Table Interfaces LER i L 25,

aaaaaaaaaaaaaaaaaaaaaaaaaaaaa

CPU, RAM, Flash, etc. - 5} = ¢ O

JS Lab
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«» eBPF XDP Linux 4.8+

» 2ZEH 0 7|8 85 7t5
[ELI0] &M (ADFE NIC, HCI, Z4H|0| ] 71 Storage S5)

L)

* e

» M5 7HS HE S

70
40Gb/s

Mpps

» bpfilter (hardware offload)

iptables (legacy) mnftables = bpfilter (host driver XDP, JIT)

JS Lab

https://www.netronome.com/blog/frnog-30-faster-networking-la-francaise/
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S
o E‘EI‘-?—E E -(I)-I'E-?:"O'I 7|H|' 7I'A (0“ SmartNICS)

SmartNIC

Crypto IPSEC, SSL
OVS Offloading

FPGA like flexibility

Multi Core network processor chip

Custom programming at data plane

|

Standard NIC

General purpose
1G/10G/40G/100G/400G

|

Common features

.
e SR-IOV
e DPDK

CRC, Checksum offloading (TCP, etc)
Tunneling, Overlay offloading (VXLAN, NVGRE, GENEVE)

https://www.opencontainers.org/

JS Lab



https://www.snas.io/demo/demo-grafana/

Architecture Diagram

collector MySQL/MariaDB e e — — ﬁ

Vianavs APl L “.‘—3:'-—‘2.:“ Vi, Ha “
Router -

Connection Thread ‘ _-
[T i|ﬁl|||||||||||..

Connection

Ingress Buffer

Parser (BMP 8 BGP)

DB Connection

501 Transformation

https://www.snas.io/ JS Lab



L (=) oy
. 2= SD-WAN 2£ dist
< 7|94 10Giga 1 E{4ll &S

KT 225! 3| 1d/51d &=

FHolg
(I0GEPONONT 7 “fagazeg 10 "~ ; -
ERTEY KRSJOMME, | *16/256/56/106 :
FHo# Huielel oltE | \ IWS;/;SU%E
i e I’13'65,::‘:)
om MHlA | 16— [om] %o,
g;' o 1 1 U " UTP | "oi/“’fq_& 10G EPON
””””””””””” T 10G/10G
. CET
‘\ &&‘b\
e EEE— >
(2) 10G EPON ONU, CPE | 7 N\ o
LUOHLLE(UTPLERIY) | LN RN
I i . S
i ——— e
Uit 287 Mul2 | ~—5 L
T s
.// ’
[eeel”
s SHOMLE, \
(2014-2018.07) 20} cHfole) R EPON (16/1G)
ohztE ~
&
e} wo‘,\\"\ S
4 -
(2) FEHOHE(UTP 26hps %
iy P S
[ ’
l',,
——————————————————————————————————————————— 1 7/’
1 ,’
719 4
- |

KT 24t
CHR¥ OLT

Public Cloud
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oLT

4
e mofa Mu|A

// *VLAN MH|A

10GiGA 9QIE{4ll x|C}f 10G
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2 44,0008
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Z=X: https://www.netmanias.com/ko/post/blog/13860/gigabit-internet-kt-sk-telecom/10g-internet-in-korea
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o QEAAHISIH ATEQ O 7|8 S2MO| WY
< SD-WAN FabricOl| 2 Z2d5l= HE|/5l0|EHE|E 22l Et 24

o netgate - [|T-. =]

james@ijslab.kr

Mnetgate - ||7_. b=
Cloud Enabled
SD-WAN

qinetgate - [|7 . b oo |

D netgate - || ==

Mnetgate - (|7 —p=p= |

DataCenter DataCenter

JS Lab
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<+ ONAP(Open Networking Automation Platform)
< ONAP= Kubernetes 7|4t 2 U™ F
< ONAPZ2| SD-WAN over 5G Use Case (El Alto)

Initial Boot-Up Sequence for ZTP Flow

OSS/BSS

S SD-WAN Management
Applications g

NFVIInfrastructure Management

ZTP Infrastructure Service Bring up

.......................... ONAP on Kubernetes
*ONAP Kubernetes Usage with Grafana/Influxdb
ZTP Server

| |
: I *ONAP on Kubernetes on Amazon EC2
]
]
| M ¢ : *ONAP on Kubernetes on Google Compute Engine
I anufacturer ! *ONAP on Kubernetes on Huawei Cloud
: Redirect Server : SD'WAN Controuer *ONAP on Kubernetes on IBM Cloud
! I *ONAP on Kubernetes on Microsoft Azure
1
| :
| ]
| 1
| [
| [
1 ]

*ONAP on Kubernetes on Cloudify
*ONAP on Kubernetes on OpenStack
*ONAP on VMware Integrated OpenStack 4.1 with Kubernetes

Specified
Bootstrap Server

*ONAP on VMware Integrated OpenStack - Container Orchestration
*ONAP on Windriver ONAP Developer Cloud

\o
El =3
=X

WAN 1 ISP1 WAN1

=]

SD-WAN Edgel SD-WANEdge 2

A Z: https://wiki.onap.org/pages/viewpage.action?pageld=11929755 JS Lab
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<+ SD-WAN FabricOll € Z5}l= 0| X] &£ M| 5G S A MEC 7|8 7|
ol AX| (0ll: AWS2L Azure)

B Microsoft Azure - Edge
B Amazon AWS Outpost > Wavelength e

Orchestrator Azure Edge Zones with
Carriers

=N VMware SD-WAN
S~ _Gateway

,‘-‘.&
.G

v
\
\
[}
\
\

\ .
N
TR

Microsoft Azure Edge .-~

FAR SD-\WAN Fabric
-
i

:
VMware 'SD-WAN
{Mware SD-WAN ] ;

. Gateway
HE Microsoft g
s

o Edge VNF &
ay 2 Pall\
BN Azure 558 {2
T ! VMware SD-WAN
- - !

X i .  Edge VNF
= ‘e v~ Azure Edge Zones '
Amazon AWS Outpost > Wavelength e W W T ’ ;

-’

james@ijslab.kr

Azure Private
Edge Zones

N L

VMware SD-WAN
Edge VNF

5G CHat7| AL RIS £ A4} 5G O 22|
Qe Zrjof 2EI= o| O] Ef A
NEES

Aws 2| T 0f M EH
OZ2|AH 0| Hi= 2 22
(AWS Outpost & X]) 2l o o

HEQH =F

JS Lab
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Marketplace and

uCPE & SD-WAN

orchestration

controllers

(-\ T T Communications
/)X

in|
fot
o

Self-service portal

LSO Legato

i

ei’,'MEFA MEF 70 $D-WAN Service Compliant
N

Netcragng

Digital marketplace

[}
i LSO Legato

E2E service orchestration

Validation

Ospirent

N »

r\ T T Communications

\.
sADVA

LSO Presto

SD-WAN
A silverpeak-
*

=2 sD-WAN/
uCPE VAS  uCPE

Enterprise A

SD-WAN/
uCPE  VAS  uCPE

Enterprise B

LSO Presto

NEC
*

Legacy
Routers/Switches

Enterprise C

JS Lab
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Last Mile
Twisted Pair
DSL
=3
Coax Fiber
Cable Q

Fiber Fiber

FTTH

o,

G.F A ST ‘ Twisted Pair
S

~E

FWA 1 sLEe -I

Optical Splitter

G.FAST Distribution Unit

5G Access Unit

mWave FWA (Fixed Wireless Access)

DSLAM

CMTS

oLT

Central Unit

Z£X: Case study: Orange Romania, Samsung

JS Lab
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L1~L3
Alges

LO
Alges

KOREN, Terag All-SDx X8 Y ESS MEA|lEUeE T

i

oz
ga | HEYI
Scro|g7|Rt | Eﬂﬁﬁg
et ::_-; scAIEY o 4GOISBA
. . : (PS-LTE/NEHoT)
Litm'};-‘fr w 2
_.H".-.- SDI
S TEra = ALL-SDx ?IHI" : (SDN/NFV/doud)
1582 -"-lﬂ |‘;=!. il
o M Xy
o= (Al for Network) e
1'-?:::"1 POTH .r"; l\ POTN 1270 5

ROADM B; Dark Fiber 7|4t ﬂ O
X BN EY o | ssenss

QsD S

ZEX: https://www.e4ds.com/sub_view.asp?ch=16&t=0&idx=11618
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v QE 7|8 M stEG 0] THH| (LR IS5 HIE ItHs)

$ QLEAAAMNE

TO0§ 2| A E (Shopping List):

« USRP B200-mini ($500) - up to 50 MHz BW

« custom 20 dBm PA/LNA/Switch ($300) - band 38, 42/43, n38/n77-78
« Upboard/Upboard2 (low-end $90 PC)

* GbE fronthaul POE+

* Antenna

» optional GPSDO

i ]
=
Kl
i
2,
o
7]
£
©
o—

Z=X: Red Hat

JS Lab
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2 SD-WAN °| HE|2at2C 37 &%t
» HE|Z2ALE YEYY of

3
o
Y
[UE!
=0

Cloud Optimization NG Firewall

WAN Optimization Secure Web Gateway

Global Route Optimization Advanced Threat Prevention

shpg Self-healing Architecture Cloud and Mobile Security
) Office 365 d
.\ 8x8

SaaS I

o www N
RingCentral e Converged

i Network &
salesforce --~

Security

Global Private Backbone

Internet

MPLS Client/Clientless Q

Edge SD-WAN

Branch

* Active / Active / Active Datacenter Mobile
* Dynamic Path Selection

* Application- and Identity Aware QoS

* Packet Loss Mitigation

Flexible Management

Self-service
Co-managed
Fully managed

JS Lab
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< 7Z[EL{= SASEE SEHQ Ao E & AlZ}
* Market Trends: How to Win as WAN Edge and Security

“ Converge Into the Secure Access Service Edge, 2019

SASE Convergence

Network as a Service Network Security as a Service
CaRRGEL Sensitive Data Sapiira Threat

Awareness Detection

Market Convergence

+ SD-WAN » Network Security
+ Carriers + CASB
+ CDN » Cloud SWG
+ WAN Optimization « ZTNANVPN
* Network as a Service - WAAPaaS
+ Bandwidth Aggregators * FWaaS
* Networking Vendors * DNS
* RBI

Secure Access Service Edge

CDN: content delivery network; RBI: remote browser isolation; WAAPaaS: web application and API protection as a service
Source: Gartner
ID: 441737

JS Lab
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A

Cloud Router 22 E https://qithub.com/cloudrouter/cloudrouter
VyOS 2R B /8t https://www.vyos.io/
Quagga 2 E https://quaggaproject.org/
DPDK acceleration techniques http://dpdk.org
VPP acceleration techniques https://fd.io
ONAP Management & Control https://www.onap.org
Open vSwitch AL X] https://www.openvswitch.org
HA Proxy Z A http://www.haproxy.org/
pfSense H} o} B https://www.pfsense.org/
Snort IDS https://www.snort.org/
KeyCDN CDN

https://www.keycdn.com/open-source-cdn

JS Lab
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All Projects on One Page

k!

Harmanized

7T Outsidelinux

[ LF Networking
i

1

1 Foundation

Application Layer / App Server

Product, Services & Workloads

-

[LL-L'.II_I:JFGIUMUR"( 1
ais

e,
<,
o

Sarvices

Metwork Data Analytics

Orchestration, Management, Policy

Cloud & Virtual Management

Saftware

[/ Bkeaime

MNetwork Contral

"

C

A

FTCLOUD NATIVE

L) oOMDITINEG FOLINDBATSON ]

|Alrastrisiine

[0 Abstraction & Data Path

:'Hlih&
NELWOTK L persung Sysioms .

[ * 1 OPNFY System Integration & Test Automation

Disaggregated Hardware

—

TELECO&N BFRA FECLUTCT

Standards

tmf=rum

MEF

NIST
N
—, :

e

I ETF

&

EEE
1802

B
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= Nubes Bridge

Nubes-Bridge N w7 R A s

Controller f‘ ?Q
7

}___q

REST APIs to Central

\ ) Management

' . =
Technologies & Tunnels Creation  Encryption WAN EW nDPI
Applications & Management IPSec Optimization

Routing

Ve

Packet
Processing & = Ale}
.

The Universal Dataplane

2
DPDK

Virtualization

e n ‘.}QKV M & ubiiehtu dgn A

\_openstack

docker

o

o
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** SD-WAN is sometimes viewed as a catch-all marketing term for next-gen
enterprise edge solutions ( www.sdxcentral.com SDxCentral, 2019 )

gaec

HE9Z

HES3

SD-WAN

SD-WAN

SD-WAN

®
@

U —
SD-WAN
AAEDY0|E

MPLS

ISP

LTE/

MPLS

OTES

LTE/

MPLS

PTE{ Sl

LTE/
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