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5G Standalone (SA) T4
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5G LAN/WAN(R 2 1/2H2)
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3~5 GHz 6~24 GHz 24~30 GHz 30~40 GHz

3.6~3.7 GHz (100MHz) 28.1~29.0 GHz (800MHz)

3.5~3.6 GHz (100MHz) 26.5~27.3 GHz (800MHz)

3.42~3.5 GHz (80MHz) 27.3~28.1 GHz (800MHz)
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2 B2CHIE 34 - Orange Romania 5G FWA Friendly User Trial
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1.5G 7|

Huawei 5G CPE Pro(H112-372) 5G NSA+SA CPE Wireless router wif 5g
wifi modem router H112 router lan port H112-370 5g router

US $325.60 - 830.28

g % e

i ==
HUAWEI 56
CPE Pro2

—
-y T —
rlocked H Huawel SG CPE Win H312:371 Sealed Box Huawel SG CPE Pra 2 HUAWEI 5G CPE Pro 2 H122373
Uss327 Us $389.99 US $363.56

US $394.27 - 396.05
*

§G CPE Pro e

5G ezl -
Ve supor i
HUAWE WLF16 Pl
4G i —_
#¢ 56 WiFi Router
Unlocked Huawel 56 CPE Pro HIT1 nlocked Huawe! $6 CPE Proz 1

—
HUAWEI 5G CPEPro2

020 New Arrival Original 3.6Gop: 2020 Version Huaveel 5G CPE P
US $418.80 US 5383.99

Hie

US $294.80 US 5404.55

fix-line

Transmission Standard: ~
H112-372:802.11ac/a/n 2 x 2 & 802.11b/g/n2'x 2, MIMO
H112-370: 802.11ax/ac/a/n4 x4 & 802.11b/g/n 2 x 2, MIMO
Wireless Transmission Rate:

H112-372: DBDC, 1167 Mbps

H112-370: DBDC, 5100 Mbps

ZEX: https://lwww.aliexpress.com/
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ol ME5HE Fa(eMBB: Enhanced Mobile Broadband)
EXX|H MA[ZF AH|A(URLLC: Ultra-reliable and Low Latency Communication)
MTC: Massive Machine Type Communication)

100 Mbps
whenever needed

>10 Gbps
Capacity peak data rates
10 000
Extreme X more traffic
Mobile
1,000,000 Broadband Latency
devices per km? <1 ms
radio latency
Ufg:an:::s?\?: : MaSﬁive Crit;:;al Ultra
S+ il machine machine reliability

< 1070 E2E outage

Connectivi
v 10 years Zero Reliability
batt mobility
S interruption

A Comprehensive Guide to 5G Securityby Andrei Gurtov; Madhusanka Liyanage; Ahmed Bux Abro; Mika Ylianttila; ljaz AhmadPublished by Wiley, 2018
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2.5G HEO 72

5G; Security architecture and procedures for 5G System (3GPP TS 33.501

version 15.4.0 Release 15)
ETS' TS 133 501 V15.4.0 (2019-05)

iégi Xg;gm7 H
" \ 2

&= —

TECHNICAL SPECIFICATION

5G;
Security architecture and procedures for 5G System
(3GPP TS 33.501 version 15.4.0 Release 15)

nnnnnnnnnnnnnnnnn
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2.5G HEO 72

o RHIY HEQT BEQF HEt

Mobile Networks

Security Landscape » Cyberwarfare
= Espionage
« Critical Infrastructure
« Mobileware Threats
« APT(Advance
Persistent Threats)
! « DDoS (Distributed
* Virus Denial of Service)
+ Spywares :
+ Spam * Malicious
i * Rogue Base Apps
* Physical St(;gtion £
= Eavesdrop
* Fraud

A Comprehensive Guide to 5G Securityby Ijaz Ahmad; Andrei Gurtov; Mika Ylianttila; Madhusanka Liyanage; Ahmed Bux AbroPublished by Wiley, 2018

JS Lab
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Malware AL DDoS )
IP Spoofing
Zero-days @ TCP Syn Attack APT )
g / Billing Evasion DNS Spppfing

kb ES
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Malware
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middle-atack
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2. 5G HO 7l

Authorization of NF service access
Framework based on Oauth 2.0

HPLMN (Home Public Land Mobile Network)

VPLMN (visited Public Land Mobile Network)

DU | %

QIE{Ll 4 = (Backhaul) E = (Fronthaul) gNB
< 5G .0{(Core) b NG-RAN ———»
JS Lab
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2. 5G HQt /e

If SA deployment is selected, a completely new protocol -HTTP/2- will
be used for 5G signaling. Operator-to-operator interconnection will be
done through a new module Secure Edge Protection Proxy (SEPP).
Standards are not yet completed.

Inter-operator signaling (API calls)

SEPP: Security Edge Protection Proxy

SEPP2SEPP security considering IPX intermediaries
E2e signalling Message flow over N32

VPMN HPMN

I
1
s Nnrf Npcf Nsmst I Nudm Nnrf Nausf Npcf Nnssf Naf
VSEPP @ hSEPP
N32

Nsmf

N4

N9 N6

Source: GSMA Roaming Implementation Guide NG.113-v1.0
JS Lab
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sl =&
(Minor, Moderate,
Severe, Extreme)

EiCRARS
(1-5, Low-High)

.l
CL:

james@jslab.kr

Specialized malwares use exploit, encrypt and lock access
to critical data. Access granted after paying demanded
ransom money

Severe

Advance malwares targeting billions of mobile and loT
devices with capability to exploit the OS and network
vulnerabilities

Extreme

loT and mobile devices hosting a control agent/bot
receiving remote commands and continuously leaking
telemetry information to a remote bot-master running a
central command and control (C&C) system. Used for both
passive and active attacks

Severe

Threats that are focused, damaging critical infrastructure
services such as SCADA, i.e. Stuxnet, Shamoon attacks

Extreme

M 250

o7
o

An advance attack exploiting the undiscovered
vulnerabilities of a system. Can be a combination or
package of multiple attack types, malware, rootkits and
botnets

Extreme

A Comprehensive Guide to 5G Securityby ljaz Ahmad; Andrei Gurtov; Mika Ylianttila; Madhusanka Liyanage; Ahmed Bux AbroPublished by Wiley, 2018

25
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2.5G HEO 72

Hot 74 710|E

#1

#2

Communicaton

Authentication, authorisation,

antispoofing, traffic protection

E2)T A

Apply goal #1 during registration,

discovery, communication

S&, ClAAHz, 54

o Ty
SH#M7Is HS

Establish edge proxy in

5G architecture

5G O}7| = %{2] 0| x|
ZEA 75

#4

#6

Source: GSMA Roamin

Authorisation at edge, NRF, and
NF

0| X|2] S NRF2l NF

Hop-by-hop plus end-to-end
security for IPX

ECHolot BE7

7 5o

Security guidelines for

new protocol stack

MERoTZ2E
S8t H1 0k 7o)

Implementation Guide NG.113-v1.0

JS Lab
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m NGMN: Security Competence Team (SCT) formed in May 2017

m SCT Activities @ ITU 2018
 5G EZ2E Architecture Framework — Security requirements

« Cellular V2X — Security and privacy aspects
« Network Capabilities Exposure — Security aspects and requirements

« 5G RAN Functional Decomposition — Security of new interfaces

« Update of “5G Security — Package 3: Mobile Edge Computing / Low Latency / Consistent

User Experience”

(NGMN, Oct. 2016) with respect to law enforcement requirements for MEC
* Pre—commercial 5G Network Trials & Testing — Security Tests

Standardization bodies

Workgroups

Major security areas in focus

Milestones

3GPP

Service  and
Aspects Security
(SA3)

System
Group

Security architecture, RAN security. authen-
tication mechanism, the subscriber privacy,
network slicing

TR 33.899 Study on the security aspects
of the next generation system, TS 33.501:
Security architecture and procedures for 5G
System

SGPPP SGPPP Security WG Security architecture, the subscriber privacy, | 5G PPP Security Landscape (White Paper)
the authentication mechanism June 2017.
IETF [2NSE. DICE WG, ACE | Security solutions for massive IoT devices | RFC 8192, RFC 7744, Deterministic Net-
WG, DetNet WG in 5G, User privacy. Network security func- | working (DetNet) Security Considerations
tions (NSFs)
NGMN NGMN 5G security group | Subscriber privacy, Network slicing, MEC | 5G security recommendations: Package |
(NGMN PI1 WSI 5G se- | security and 2, and 5G security: Package 3
curity group)
ETSI ETSI TC CYBER, ETSI | Security architecture NFV security, MEC | ETSI GS NFV-SEC 010, ETSI GS NFV-
NFV SEC WG, ESTI | security, privacy SEC 013 ETSI GS NFV-SEC 006 and ETSI
MEC ISG GS MEC 009
NIST Security working group [oT security guidelines and assessment Draft Interagency Report, NISTIR 8200

JS Lab
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3.5G Y EL3A EOt

Centralized security architecture for mobile clouds and MEC security

MEC Servers/
Cloud RAN

I
!
I
'
L]
'
o

Access Network

SDN-based
Centralized Control

Packet
Inspection

Data Centers

Backhaul Network

— Data Flow

----- Control Signalling for Function/Service Placement

----- Security service Migration

A Comprehensive Guide to 5G Securityby Andrei Gurtov; Madhusanka Liyanage; Ahmed Bux Abro; Mika Ylianttila; ljaz AhmadPublished by Wiley, 2018

29
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3.5G Y EL3A EOt

NRF (NF Repository Function)

= Service Registration

= Service Discovery

m Session Establishment

HTTP PUT (NF register)

IIIIIIIIIIIIIIIII>

201 Created

‘IIIIIIIIIIIIIIIII

SMF

(Session

AMF

(Access and

Management

Mobility
Function)

Management
Function)

HTTP PUT (NFDiscovery)

Service Registration
EEEER *

Service Discovery
EEEER *

Session Establishment

IIIII*

IIIIIIIIIIIIIIIII>

CBCF (Cell Broadcast Centre Function)

]

5G Core NF (Network Function)

YA Hs 24

200 OK (List of SMSFs)
<

CHF (Charging Function)

22tV malol SR HAIZE IS #24

NEF (Network Exposure Function)

HEI s g &34

HTTP POST (Create PDU Session)

NRF (NF Repository Function)

56 @ U NF 615 Hlof &34

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII>

NSSF (Network Slice Selection Function)

=23 Eatolal Ko 24

201 Created

SEPP (Security Edge Protection Proxy)

Yzt 29 Ho|E29]0|

‘..........................................

SMSF (SMS Function)

HAIZ|(SMS) ME|= 015 A S &84

30
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NRF2| PLMN ZF E41 (N27)

Intra PLMN Inter PLMN

Encapsulate

(TLS)

https://URI

OAuth2.0 https://URI
Se':;ce Authorization Se':;ce Decapsulate OAuth2.0
Producer (TLS) Consumer Authorization

NF
Service
Consumer

Producer

N27

GMLC NSSF NEF PCF UDM SEPP

(Gateway (Network (Network (Policy (Unified Data (Security
Mobile Slice Exposure Control Management) Edge

Location Selection Function) Function) Protection
Center) Function) Proxy)

SEPP AUSF

(Security (Authenticatio
Edge n Server

Protection Function)
Proxy)

|

LMF UDR AUSF AF CHF

(Location (Unified Data (Authenticatio (Access and (Session (Application (Charging
Management Repository) n Server Mobility Management Function) Function)
Function) Function) Management Function)
Function)

(Unified Data
Management)

HPLMN (Home Public Land Mobile Network) VPLMN (Visited Public Land Mobile Network)

JS Lab
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NRF2| Security architecture

m 215 (Authentication framework), 7} 24X} Z2fO|HHA| (Subscriber privacy)
= SBA(Service based architecture) 2} 22t HZ
= User Plane?| S 2 Qt &

= NWDAF: Network Data Analytics Function

HPLMN
NMS

lNMMiM!HI;iitzjiilll E] e

3GPP Access%

Z =N,
@ ]
AR

JS Lab
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4. 5G 7| 7|2} ArEXt Ht

Hardware Root of Trust

Authorizing Applications

Validating System
Images (kernel, libs, etc.)

----------------------------------

S
s
T O T T e foesuseiy

Hardware Security Device

(HSM, TPM, etc.)

Image: www.semanticscholar.org

JS Lab
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Samsung KNOX Hardware Platform

-~

Rich OS Application Environment Trusted Execution Environment (TEE)

Client Applications Trusted s Trusted
Apps
Apps Apps

Trusted OS Components

TEE Client API

Source: http://developer.samsung.com/tech-insights/pay/device-side-securit

JS Lab
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4. 5G 7|7|2 AFEX EOF

AZSYE |oT 5G HOt

Security threats in automation IoT and their possible mitigation

Layer Threat type Mitigation
; Tampering tamper-resistant packaging
Physical . : .
Denial of Service spread-spectrum techniques
: : active firewalls, passive monitoring (probing)
. Denial of . e HON : ’ il
Networking RISl Se0ae traffic admission control, bi-directional link authentication
Eavesdropping encryption, authorization
Back door attack properly configured firewalls on all system entry point
, Social Engineering  educating employees to security awareness
Data processing 5 & AR E I OF ty
Exhaustion traffic monitoring
Malware malware detection
Client app. anti-virus filtering
Comm. channel proper authentication, authorization, integrity verification
— Integrity testing
HEPUSAOR Modifications validation
Multi-user access  process planning and design
Data access Traceability

JS Lab
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4. 5G 7| 7|2} ArEXt Ht

loT 5G 7|=4 K¢t

Security challenges in 5G technologies

Security Threats Target Point/Network Element SDN E;Iflf:{"; - gf:;?:& 2 Cloud Privacy

DoS attack Centralized control elements v v v

Hijacking attacks SDN controller, hypervisor v v

Signaling storms 5G core network elements v v

Resource (slice) theft Hypervisor, shared cloud resources v v

Configuration attacks SDN (virtual) switches, routers v v

Saturation attacks SDN controller and switches v

Penetration attacks Virtual resources, clouds v v

User identity theft User information data bases v v

TCP level attack SDN controller-switch communication v v

Man-in-the-middle attack SDN controller-communication v v v

Reset and IP spoofing Control channels v

Scanning attacks Open air interfaces v v

Security keys exposure Unencrypted channels v

Semantic information attacks ~ Subscriber location v v

Timing attacks Subscriber location v v

Boundary attacks Subscriber location v

IMSI catching attacks Subscriber identity v v
JS Lab
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Some advantages and drawbacks of blockchain usage when compared to
traditional data handling.

Area to Consider

Advantage

Drawback

Ledgers

Ledgers as distributed and trusted databases

Mixed usage of private and public blockchains
are not clearly solved in practice

Transaction speed

Accelerated transactions when compared
to industrial bulk commissioning

Number of transactions
are still less than 100 per second

Transaction as event logging

Possibility of micropayments

Limitations for resource constrained devices

Advanced, inherited security
Trust

Security vulnerabilities, such as
51% attack

Sectiniy Data Privacy race attack, finney attack,
Confidentiality, Integrity, Availability bugs in Smart Contracts are not patchable
Leaving out third parties SO T B

Cost reductions by removing middlemen

are not easy to solve

JS Lab
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System owner: Define End-to-End security

DEVICE SECURITY CONNECTION SECURITY CLOUD SECURITY

» Physical Security X.509/TLS-Based » Secure Web/Mobile Interface

+ Secure Boot Handshake and Encryption « Secure Network Services/Ports
« Access Control and Authentication « Policy based Access Control

« Encrypted Storage + Security Events logging and notification services

« Firewalling
+ Regular software updates

JS Lab
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Cloud Native 5G Core

Samsung Cloud Orchestration (SCO)

gﬁﬂ?g};‘;ﬁg’; Centralized Orchestration Network Slicing Manager ‘ Centralized Operation Centralized Analytics
Cloud Native NF UDSF UDR e
(5G Core NF) . NF
Dynamic State Data Master DB Manager
Stateless Came/ | sme | | uee || | [ ' [ pcrr | | uomy | |
&Microservices | | MME | | Gwc | | gwu | | NRF || NSSF 1 AUSE T pepr || hss | | NEF

Paform seri O & A © 9 L &
I vi g
NSRS (L— L > ~NA
Prometheus Envoy Istio Kiali mongoDB Grafana Helm
-
Cloud Native y '@ 0 @ 85 )
Open Sources : s J -
Fluentd Jaeger CoreDNS Jenkins Harbor Spinnaker
Cloud
Infrastructure '@“
Containers Kubernetes Docker

Samsung Cloud Platform (SCP)

Samsung 5G Core’s Cloud Native Enabled Architecture
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Cloud iNfrastructure Telco Taskforce (CNTT)

CNTT Problem Statement

LILFNE TVWORKING

Cloud stack A Cloud stack B

Cloud stack C

Many combinations

.

r °j
0% 0%

A silo deployments &

J

1§ 2

r D
NF
Vendor B

Cloud native VNFs

Infrastructure Abstraction

(Common Shared Infrastructure)

v Reduced TCO

v Consistent Operating Model
v Better Utilized Infrastructure
v Scalable

v Easy to automate

v Unified Verification and Testing

#5G, #Cloud Native, #CNTT, #Edge, #OPNFV, #Publications, #Resources
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CNTT Reference Model

= Compute

= Storage

= Network

= Acceleration

= Application programming interface (API)
= Multi-tenancy

= Operations and lifecycle management (LCM)
= Security

m Platform and access

m Confidentiality and integrity

m Workload security

= Image security

m Security life cycle management

= Monitoring and security audit

m Standards compliance

JS Lab
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Service Mesh

= Management £7} 7|S: Consul Cluster (HashiCorp)

= Management Trend 112: Service Mesh (Istio)

_ CPU Load

Response Time
o

"

_ CPU Load

w

Response Time

"

(2)

_ CPU Load

<«

Response Time
o

"

Management
Function)

Network Slice 1

Network Slice 2

Network Slice 3

JS Lab
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Amazon AWS Wavelength

= 5G Y E{I o X|oM AWS HFT S 2EC|X|S ALES}0], 5G 7| 2H[Y 7[7] B At
XAl ZXMX|H MH|AE HSdt= oiE2[AH0| M ME 7S (AWS Ourpost 7|“*)
= AWS 2|3} S4AF 56 UE HEAE

o=2 1 d

= 22 ART, 2ECX], Ho[E{Ho]A B J|El MH|AK|S
= 5G 7|8 M=z2 ZHYE A XS

S
=
K]
Am

(%)
S)

(%)

[}]

=
©
—

AWS 2| HAM 2 E
OH“EHH]OI*q Hf=Z S

4| O| & Al *ﬂ E—l
(AWS Outpost A X])

=X : AWS re:Invent 2019
JS Lab
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Amazon AWS Wavelength

AWS services (initially just Amazon
EC2, Amazon ECS, and Amazon

UE location, Subscriber ID,...  EKS, with more to follow) AWS Region

MEC Service/APIJAWS Service/API AWS Service/AP|

T 7 7 —AWS Wavelength N (e |
U0 MEE 32so|M |
; _ |

i =
n «g» ' (Dodm) o | I.::'- ] '.

2IEUl
O|SAL 5GE

AWS compute and storage services

Patch Panels Patch Panels
1/10/40/100G Network | 1/10/40/100G Network
Fiber Uplink Options Fiber Uplink Options

AWS S22E My 23
Hosts O|EAL 5G O xjof| Li2{ 2

T -

Ims — € = ms— &

Hosts

Z
b Network Switches Network Switches
a e - Power Shelf Power Shelf
562 O[S AL OfIX]0f ‘_.ﬂz - Redundant Centralized Redundant Centralized
ix-l II Olj g : %_g_ k-l H-l : L " H Power Conversion Unit Power Conversion Unit

e fMAZE H®2 /U A2

— T | L =F.

=X https://www.netmanias.com/ko/post/blog/14591/5g-edge-iot-mec/aws-wavelength
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Microsoft Azure Edge Zones: 5G S AIe} HZASIH 7|Hoj HEX|5t=
T8

VMware SD-WAN

Orchestrator Azure Edge Zones with
Carriers
’
Cﬂ
__.. n VMware SD-WAN
" E =" Gateway
,’
SD-WAN Fabric
' VMware ',SD -WAN
' YMware SD-WAN Gateway

BB Microsoft Edge VNF
B Azure

\

g@

‘l
. g |.‘-

ISPs/5G Carriers !'VMware SD-WAN
‘ Edge VNF
"~ [
\ - ’ )
Kubernetes IOT Edge A S e P ]
\ ~ o ' 1
\ ~ e ! ’
) o P il ’ )
S, - ‘ J Azure Private
\ Ss ‘ ’ Edge Zones
\\ -~ [
\
N
~
~

VMware SD-WAN
S/ Edge VNF
£ X https://blogs.vmware.com/velocloud/2020/03/31/vmware-to-deliver-networking-solutions-with-azure-edge-zones/
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5G2| Al 8 (o)

= MH|A ZH2] : operations support systems, resource provisioning, fault
localization, failure root cause analysis, business support systems, security;

= HES|AL} 22t E X} 2. flexible function deployment, NFV orchestration,
network slicing, green operation

m M £t2]: air interface coordination, site collaboration, user mobility

Comparison shopping of vision API providers (as of Aug. 2019)

Microsoft IBM Watson
Algorithmia Am azf’f‘ Clarifai Cognitive Goog_le_ Cloud \ENE
Rekognition . Vision ies
Services Recognition
Image classification v v v v v v
Image detection v v v v
OCR v v v v
Face recognition v v v
Emotion v v v v
Logo recognition v v v
Landmark recognition v v v v
Celebrity v v v v v v
Multilingual tagging v
Image description v
Handwriting v v
Thumbnail generation v v v
Content moderation v v v v v
Custom classification training v v v v
Custom detector training v v
Mobile custom models v v v
. 5,000 requests 5,000 requests 5,000 requests 5,000 requests 1,000 requests
Free tier 7,500
per month per month per month per month per month
JS Lab
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5G| AlO|H EQF H[=L|A @

4 B T T PMSE: value Secure devices
Big data added location- for commercial
Commerce analytics specific secure purposes,.other
services encryption
\ W\ e J softwares
£ k Mobi 4 ) Indoor location ("~ Secure dewpes )
obile/ moveable S loT t idi for contextial
Context infrastructures for e[CaLtIIECe)I'n? OWﬂBFS.r RURTOVICIIG purposes, e.g.
mass events P hoss?gIJ ?aif;r?esgetc military, classified
N W\ J P 49 sites
s Y ) - e
Content security on Location specific D2D secure calls,
Content platforms: VPN, proprietary secure messages, data
Uber etc. content transmission
A W\ P . FaY J
~ D - N/
5G connectivity Secure Vehicle to
Connectivity security: MNOs, Vehicle mesh
NIVs, Carriers networks
o o _J
4 N
Device-
driven security
o y

A Comprehensive Guide to 5G Securityby Andrei Gurtov; Madhusanka Liyanage; Ahmed Bux Abro; Mika Ylianttila; ljaz AhmadPublished by Wiley, 2018
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