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1. 702

Q YAE=Z2lo]|= HE[EALEE 7Y (ONF: Enterprise Multi-Cloud is the New Normal)
= Can't afford to be tied to just a single hyperscaler — StL}2| “Virtual Cloud’ 22 <

oNn—

Common Edge |

B - \ Enterprise
Fr + J— Virtual
d

Enterprises need
ability to leverage all
available cloud

resources

Edge Cloud cyure blic Cloud

Edge Cloud Google Cloud
‘blic Cloud

3 JS Lab

1.7

Q Enterprise Network Transitions (0: NTT Communications Corporation)

Legacy ICT utilization Hybrid ICT utilization
1= O
Single Cloud == faE Hybrid Cloud
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Single Access ( MPLS ] \ Hybrid Access
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Location Free and Device Free
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O Hype Cycle for Network Security (Gartner 2020)
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Baved M 7| 0|32 M| HE|0
Zaeo Toust Metwrs Access ideraty Baued Segrectaton (crosegrentaton)® 1D 7|2 O}O| J| 2 HEf0] 4
- Erterprae Key ManageTent
L maroware Based Secssy
As of June 2020
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations  Oisiiusionment Enlightenment Productivity
time
Plateau will be reached
Owssthanlysars @ 1cSyears @ 81010 yesrs M morethan 10 years @ otwolets betors platess

https://www.criticalstart.com/2020-updates-gartner-endpoint-security-hype-cycle-insights,
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QO 6 trends in corporate campus networks

Network automation

IT security and work from anywhere with any device
Wireless

loT and edge computing

More cloud, less on-premises data center

Machine learning and Al

oUVAWN=

Networks are evolving, and that evolution includes enterprise
campus networks. Trends like network automation, 5G and
machine learning are modernizing campus networks.

n ByTerry Slattery, NetCraftsmen

https://www.techtarget.com/searchnetworking/answer/6-trends-in-corporate-campus-networks

6 corporate campus
network trends

£h 1. Network automation HEQ3 XtE3}

2. IT security and work
from anywhere

2 3.Wireless

@ 4. 1oT and edge computing

5. Cloud

@ 6. Machine learning and Al
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O 2ZEgo] Fo| Y EYI(SDN)

» HESA FHE YB3

= SDN H|0{7|2] API(Application Programming Interface) XS
» HEQII &% MX|SH2HE) 718 MU A HIS
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O XE2E et 2ZES) 0 g2 HIESIA(SDN) 7|5 &% (HO|HME >

= 2|0 (Underlay) SDN
= QH{2{|0](Overlay) SDN
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1. 702

O HIo|E{MIE{e] 2H{2||0] SDN (7} HESA)

= 2 3|0] SDN2| EAHX 2|: dSwitch, dRouter, dFW, dLB (VM O| S A| Ot M Qx|
= M& H|0{7|(SDN Controller) A2
= Overlay/Underlay (22|/7t4) ®Z: VXLAN Z2EZ A2 (VLAN, Multicast, VxLAN & &)

CLEEE]

B4 ASIR|

OX| A9I%]
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SDN Controller
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0O 2H2|0] SDNE $I8t VXLAN
» VXLAN tunnel endpoint (VTEP)

= VLAN

= Multicast

(e}
| e | | — e | —x —x —m =X
[— —x [—""] —or — —
= e 22/7H4 e A‘ "
\ Outer | Outer Outer Fes!
\ MAC IP UDP
‘\
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\
\
%43-153 L 208 \ 88 88
§ DST MAC 8] IPHORDATA 2] sACPOAT
6 SRC MAC 1 PROTO: UDP 2|  VXLAN PORT
4| VLAN(Optional) | |2 CHSUM 2| uDPLength
2| ETHTYPEOxBOOO | | 4| SRC IP: MY VTEP 2| CKSUM 0x0000
4| DSTIP:DST VTEP
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1. 702

O SDN 7|£2| AHmA HESRI &%
= 7|0 MH|A: A X} O] SA| HOF HM {X|

« HOIE 7= EQ: VxLAN, 802.1x, QS A{H, QIAl DB ¢4 S

= HZAL 7]&: SD-WAN, EQHARQ|X|, Ut AQX|, 2MaH 23 56 E31U oA &

2H{2|0] SDN /ﬁ ] -] /A
— = == == — =
m Jeesss o] 35535 | 33355 o] 2133 4] 33352 ] 3535 o]
EEE RN

Hoi7|

B4 ASIR|

E OIx| 291%]

HOARX|
X017]

11

1.7

O VxLAN 7|4t SDNQ| At8X} 22| HE| ALO|E 0|F (i)
= Q1Z (Authentication) 7|4t # ¢t(Authorization)

= L2~L7 ™A 7|9k Mt

« H(JTH HE K| of|x|of ZttESTE LS

#3%t b (Authorization)
3t a (Authorization)

802.1x 215 (Authentication)
VxLAN ID b
VXLAN ID a
22| HEQa
(802.1x)

HM M2 K| (L2~L7) ME 7}5
- JS Lab

12




1. 702

O HmA Hof el A +4 (o)

= E2Q 7|do] H|o{e} &tz s xss B ER .
- 714 WZEC) JHAISE B ofX] 2 [;|E;|]
« EES EM A Bt 43}

24 @2,

VXLAN ID b
VXLAN ID a

22 HEQA
(802.1x)
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O HESI HEHO0f (NACQ)
* Pre-connect % H|0f
* Post-connect < H|0f
(9} c [ (=4
c <} 8 S
%2 R g%
3% 33 3§ 3%
2 & .o 2 & aa
\ ! \ POINT { Check | { T
A Point - - = SPoint Tme‘T
r'y vy o
Agent/Agentless | Agent || IDs, NBAD, SIEM |
! Pre-connect X< K| 0] | ! Post-connect % KO !
L e e e e e mm
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1. 702

Q HELI ™EHO (NAC) #7t 7Is

= 2|X] 7|8} (Location)
= A|Z} (Time)

= 7|7|/ME Xt ZE (Matching of device to user identity Bonding)

Assessment

Health
Agent- Network-
based based

SIXII) ek

(Location)

22 AlIZE
(Time of Day)

JI21 e1s
(Device
Identity)

INE= PRI
(User
Identity)
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1.7

- yE

802.1x 7| O X|
Hotzst

AshyY B3t

0O 802.1x A2 Of|X| Hot

= HEQA TH|o| Hotv|s
* 7IZ mebdu|ol YEH3I
* 7|1E2 BOt IS

2 HES

Agent Based

RADIUS Server

Policy
Enforcer

802.1X

Network Equipment

(Pre/Post-Connect NAC)

FAQIK), ol A9(%|0| WOt 7|5

Hol ZIst 9o
2|30]| HOt7|'5 F71 HOF TH| FIH/AHA
=7} 2ol
S8 ESM A A, SIEM S A

23R HE: NAC (QIBAH AF, QAN HE A1)

—{ Agent Based }—

# Agent-less Based F

—{ Agent-less Based %

RADIUS Server

Policy
Enforcer

Network Equipment

RADIUS Server

Policy
Enforcer

802.1X

Network Equipment

‘1

Client PC

RADIUS Server
(Optional)

Network Equipment

Static Policy M-8
7tset 2ot
29|X|et 7|5 Bl

JS Lab

16
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0O SDN H|0{7|(Controller) 7|4t Of|X| AQ|%X|Q| X}E3}/Static Policy 22 Z3} (0f])

= 802.1x X| ¢
= HOF ZE3}t A K}

o 2FW ZA e
o HMEo =Y
o IP H3t =F/IP 7tHEt RE/PC 2tH /=
o HIQIZ} B M2
o NAT EH| L{&Y H2 H o
o SAIO|E / H|QIZ} AtO|E o é 802.1x
» HES3 ehdd 4% =
o STP ZIApCH © MF=4 nar
o QoS XI'OL'I ()g% 'IQI'XD O] pos
= SDN H[0{7] 7|t 5 &4 &
o fé‘ng @ERansomware
o 0|2 =¥ &X| ®

+ Malicious Traffic

o Zero Touch Installation (E4, USB OHX| S AtE)
= X5 4% Backup/Recovery

17 JS Lab

17

1.7

a el=2te| EQot ZTHENnd-to-End)Zt SY H|0{2| Technical Gap Issues

» Current traffic management and security does not follow application life cycle

. 5 App Orchestrator —
(Gl) No automation. Any security Simple (git based)
configuration change takes VNF Orchestrator

weeks — No support for dynamic
and ephemeral applications, No
support for apps that need to
scale-out across edges Does not
support new kinds of applications

Compute Cluster

Compute cluster

(Edge computing) JOWAN S Secortty; SDWAN & Security (Edge computing)
= e =l
o 0o [ [
Internal machines Internal machines
Edge/private-cloud/VPC | | Edgefprivatecloud/vpc |
18 JS Lab
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2. §|=AI &8 M

0 802.1x HE| A2 =3 (REBD)
« 2EE Eg|2l: EVPN (Ethernet Virtual Private Network)

= H|o|E{ Z2]|Ql: VXLAN (Virtual Extensible LAN)

EVPN VXLAN 8

Access oy Dy

. f =l 95 e
L] ...d:“i]
W u/ I - J | &=
= & = - 0o
= g-%
&l
https://docs.cumulusnetworks.com/guides/campus-architecture-guide,
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2. JI=ALEEM

.-.

0O 802.1x HE| PHmA =2H% (A|A3F/VMware)

= QH2]|0|2| Border node= E2|H2 2 1719| Rack 7+ #%E
= QH{2|0|Zt HQt 7|5 Ee (74 Bt ofE2to|d A0l 718

| -
a5

N
~

Z2t0| 22| Live Migration?

2
=] 1] - |
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html
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2. JI=AL EFEM

Q Extending Cloud Grade Principles to the Campus (02| AE})

1990's 2000's 2020's

- I T TR

Legacy ARISTA
Devices : @
T R
- g Mo oW r—
Aopliations | TEEReRe T Eost - N
Network Connectivity = ) ¥ ¥
Quality of Service Cognitive Analytics
Needs
The New Frontier in Campus Networking Evolution
https://www.arista.com/en/solutions/cognitive-campus-network
21 JS Lab
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2. HIZAL &2 M
O Extending Cloud Grade Principles to the Campus (O}2| 2E})
Apply s
: tream Manage full
Device boots Reali?;em cor:&gl::st:nd network lifecycle
in ZTP mode . : telemetry to through
CloudVision desired i I
Gonialner CloudVision CloudVision
Network-wide Automation and Analytics through CloudVision
)
CloudVision for Automated Campus and Data Center
Prudent Automation Steps from Client to Cloud
https://www.arista.com/en/solutions/cognitive-campus-network
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2. JI=AL EFEM

QO SD-Access for Distributed Campus Reference Design (A|A3)
O AZEQ 0o ™ol M= (SD-Access)

Software-Defined Access -
:::- *_ - AN 1 dge Blech -.-_"‘."-f
¥ N
. Vet (cmtrod Pane hates ‘.\
o™ % N e £ e t N
° SO ko )
Fote f -~ .
- gF: e SO 1
: s S
nm i
o
PN e
P — aa
s b > 30— 5 C e
) Ll
aE L OO #* * ¥ ¥
= .:ﬂ. *
— L 5 * % ® % ¥
i YO T : .
SRR oEgA pepegelge - (LR LRy Py
s o, Shared Servoe faricos k)
) B & L ) o L) o o
[hee gty bakwe e A faken S b Fabwic Site- < (oY) Vabaix e O

Design Zone for Campus - Cisco SD-Access Solution Design Guide (CVD) - Cisco
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2. JI=ALEEM

O SD-Access Architecture (A|23)

» Overlay and Underlay
» Subnet Stretching

_——
270 ) s [
P P -~ ‘ - _g \ﬁ'/ P Network

g-‘_ _'* i ‘ ///m»\\\ Tdge Node | Edge Node
] / Al SE S-AE FE JE
N alemomlm
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2. JI=AL EFEM

0O SD-Access Architecture (A|23)

= SD-Access Fabric Roles

|1gentity se

e x| ==

| control ¢ \4 — L }'Lcn-.m Plane N
Ao gl s N eI 3 7
[7 Intermediate Nodes [Underlay) l\ :: - mEE A e ":: / Intermediate Nodes (Underlay] A
stes St e
*- * Fabric Site 1'*0- .*.
\\ Fabric Edge Nodes = : : j

—_—
| services Block or Data Center Network

S R
L ¢———{ Cisco DNA Center |

ervices Engine
-

DNA is the management plane

8 «¢{ DHCP, ONs, AD, NTP)

Fabric Border Node

25 JS Lab
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2. | ZAL EEM
Q 802.1x X|H L AKX (ufo|E 3, SHERL)

2l TiController § 0134 #¥ Vo2
P2 SUUTHOR JPCE

Sheol| 21, Bp2 Ofef,

BW2EL o ST} RSN

FARE

AcogganBoR
AR UTTPY B

AspUsE/geny
R

AT YN PUUNE
PE XY

| 82
B2ARE HUXS BA HHD), XY UEND B HE
AMcH MDS B9 UE g

Tl ¥t UENI ¥E UEYI 2P ¥4 FV(NFA Engine) BT

©
B
. @.

http://www.piolink.com/kr/product/Cloud-Security-Switch.php
26

https://www.handream.net/product/subgate_security_switch/cloud_security_switch/
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2. JI=AL EFEM

Q Threat Management Integration (IBM, Pulse Secure)
= ALK HA L7 BQt B X533} &F (Isolation VLAN/ACL)

SYSLOG Messages

XA

Pulse Policy Secure
A E2H 2R (L) S

ication
>

LERT

= Isolation VLAN/ACL

SYSLOG Messages

i
'
|
2

i

€]

P 5_9 g
|
|

Users
W f/7M B M 2| He
Oy 1uuQ7pqjYf91y0IFBIZiK|8wst=1615444 JnQfUHHU gDJ4QrakDegUIARCIAQ
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. HEL3A EQ X535}

O Threat Management Levels for Access Control

= Static Access Control (0i: Policy Manager AM-&)
= Pre-Connected Access Control (0fl: NAC Manager, AAA 215/ st/ H)
= Post-Connect Access Control (0f: 22t2] NAC Manager 1A MH|2)

A &l Xt
(Policy Manager)

HERI % MO &2kt
(NAC Manager)

Bor =3 & 2|
(NAC 12 AHIA)

Multi-User 1= Open Architecture dEld 24
Multi-method 2! S Scalable Agent and Network

Nezste 8 sSHQ MHIA 2HEHSEAAA
ool =& =S Chst O+ € 22l = US 0l 322 Control

>

(Static Access Control)

e sy

(Pre-Connect Access Control)

28

(Post-Connect Access Control)
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. HEL3A &EQ X535}

Q Security Event and Incident Management (SEIM)2| &5 & 2t

CREES
D gzl SIMSIEM Il 5
o E NMS Based Policy S
] \
-»> | \

HESQ3
- /—J’I

~ > -

1
/

EMS
NS = _SMs
IE/
AV =22 HA - .
(Sflowl-flowiNetfow) ﬂ;.—Ellﬁ-‘le[ A8
=
Ol E CIOIE OIHIE/MARE E2LCI0" Eg/E22R AN222
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. HEL3A EQ X535}
o = (=)
e
ol sk H} 1 I ql . 8 .
a 9 7|4t 22| (ol): Static and/or Dynamic ACL
ojg 7|kt
Dizcard IP Protocol Type OSPF Enabled All Devices
«  Administrator (22| X} » Discard TCP Bil 22 - 55K Enabled AllDevices
" Discard TCP Bl 23 - Telnet Disabied AllDevices
. Discard TCP Bil 4530 - NAC 20 - .. Enabled All Devices
* Android Discard TCP Bil 4531 - NAC 20 - N.. Ensbied Al Devices AEX oIS
Discard TCPBIl 4532 - NAC 20 - JR_. Enabled AN Devices =] =
* ApplelOS Discard TCP Bl 4533 - NAC 2.0 - UL. Enabled AN Devices (User
Discard TCP Sr¢ 20 - FTP Data Enabled All Devices .
+  Assessing Discard TCP Src 21- FTP Enabled AllDevices Identity)
Discard TCP Src 25 SMTP Enabled AllDevices
: H x| ", } Discard TCP Src 53 - ONS zone wran... Enabled All Devices
+  Enterprise User (L% &) Discard TCP Sre 80 - HTTP Enabled All Devices
. Discard TCP Src 443 - SSL Ensbled AN Devices ES
+ Failsafe Discard TCP Src SQL (Server) Enabled All Devices 101 ==
n Discard UDPBil 69 - TFTP Enabled All Devices (Device
« IP Phone Discard UDP Bil 161- SNMP Disabied All Devices :
Discard UDP Bil 162 - TRAPS Enabled Al Devices Identity)
Discard UDP Src 53 - NS Imposters  Enabled Al Devices
* No Access Discard UDP Src 67 - Bootps Enabled AN Devices
. Discard UDP Src 520 RIP Enadiea AlDevices
*  Notify Discard UDP Src 1812 RADIUS Enabled Al Devices
Discard UDP Src 1813 RADIUS-Acct  Enabled All Devices A AR
« Quarantine (a -} &) Discard UDP Sre SQL (Server) Enabled All Devices (Time of Day)
* Quarantine for NAC
. s ey TCP Ensbled RilBevices
erver Deny UDP Enabled All Devices
Discard IP Protocol Type ICMP Entbied AllDevices .
« Staff Umit Bricks Enabled All Devices 2 X12| et
............. permit Bootps Enavied Al Devices :
*  Guest (=) e Permit DNS Enabled Al Devices (Location)
Permit HTTP Ensbled AllDevices
. Permit HTTPS Enabled AllDevices
* UnregISterEd Permit PPTP Enabled All Devices
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. HEL3A &EQ X535}

QO Post-Connect Access Control with Automated Security (App/Service)
» SIEM ¥4 Open Architecture(EE HH Z2EF) oy
» HOl/HEQT HH|S2| ME H| =l (Scalability) =
» §SEHOI MHA

CTRBR S sn aeE B0 ad AN
(L3-L7aig)

= st
IPS
L :t &Q.Mscil

2. 2OHEG O|HME L4

A B
UHZ
e wor
R T 2l
EHA- SO A2 H0/0
WXL (APL} 619/ 5 JH| 47 23) .
SAEDR
- e -
FEVET-ETY o te
OIEM MR 9% SAL. N
O =wusnzs " ussaamsscezoUol Nl s BB EA BHES
31 JS Lab
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o -
. YELIA Eot X2}
O ¢t X535t 22| (Automated Security Manager)
—
Offense: Server II
f Exploit 3
Q o SIEM
~ao - (01!: QRadar)
Automated - j:
Security ’;—__ -
Manager (7§%) T e o o Q
’ o g i
[~ s/ \ Yot
& v Application Layer GW
oko| \ ,I' IDS /1PS Evil Webserver
At8xt ¥ % \ O
o) 29 XI/EP—‘?—H\ /
NetFlow
/ Source Q
e \ Evil Service
X AF AL Application Layer GW —_—
sy Aex IDS / IPS
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=2[H 1A oj Z2|7|o|d
Devices Locations Applications

e 28 717| L 719 2% 717 AR AT A 7he T Y| 7} we AR R} zg
(Employee Owned [Corporate Owned [Corporate/Campus (VDI i Mo i
Devices) Devices) Location) Applications) rivileged Users) J {Employees) J
24 A9 7]7| HOL =2 7|7 Sm|A/7|5A 2L E ALl MH|A
(Guests Owned Regulatory/Complia (Home Offices/ (Cloud =a . —
Devices) nce Devices Dorms) Applications) (Guests) | ervice personnel)
ZoIA ALR7|7) lIoTS MSP 22| 240|C|o M| ua el
Devices used from J|J| (Managed by (CLIGEINELIEY (Business & -
Home Offices) orporate or MSP Applications) Regulatory (_Contractor,
usiness Partners)
onsultants,
' (Branch Offices) Other Applications)
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IV. 29

Q Ho{7| A+ SDN 7|8t QIZEAME AL2Sl= Migration:

= YHA| NAC/ 802.1x Mg dl0|E2|E 7 802.1x HOF AQX| X|&l
= Ho7| 7|2t A /H| 0| ZS): Device 5 X0 Action

= 24 YH QEN (Distributed Policy Enforcer)

sz Ha|E 54 XY 25 Hlof B 56 #4
(Legacy) (Legacy Pre-connected NAC) (Pre/Post Connect NAC) D-to-D #2|

Time, User,
History, Flow,
Action

Action Actioi
802.1x X| & 22/%| / AP 802.1y X| 3l H ¢k AQ|X| 7/ AP
Static
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