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O Al-enabled 5G and 6G

K‘\I algorithms for ultra- \
reliable low latency
communications

Deep learning based
spectrum allocation

Self-organization of ultra-
dense mmWave network

Unlicensed spectrum
access with machine
learning

Smart user tracking for
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Q Al/ML in 5G ChallengeAl-enabled functions

= Applying machine learning in communications networks.

=X https://www.itu.int/en/ITU-T/Al/challenge/2020/Pages/default.aspx

Challenge

Applying machine learning in
communication networks

ai5gchallenge@itu.int

Gold Sponsor

Bronze sponsors Organized by

JS Lab
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O Al/ML in 5G Challenge

i
. . . . . . [ ] a
= Applying machine learning in communications networks. 2 Al § Al for Good
anr
[ 16 September 2021 “ B2 23 September 2021 ~ {ii#) 28 September 2021 * g 22 October 2021
Al: A networking and Engineering smart and Learning to communicate Reconfigurable intelligent
communication perspective secure networks using (LeanCom): Deep learning surfaces: Model-based and
10:00 - 11:00 CEST gam? theory and machine basefﬂ solutions for the data-driven optimization
Geneva | 16:00-17:00 learning physical layer of 14:00 - 15:00 CEST
Singapore Time icati . . ' o
| (09:00 - 10:00 CEST communications Geneva
&8 Tony Q.S. Quek Geneva | 17:00-18:00 10:00 - 11:00 CEST & Marco Di Renzo f
o Oy ) : Melbourne neva | 0 '
& Discovery - AI/MLin 5G Geneva | 09:00-10:00 UK i Discovery - AI/ML in 5G
£ Tansu Alpcan Time @

& Discovery - Al/MLin 5G /& Christos Masouros
VIEW DETAILS . -
:

=N https://aiforgood.itu.int/about/aiml-in-5g-challenge/?fbclid =IwAR3I3pcSZ4f3V6je Wy5mUCJ4ScPrA3fm3Fhxg)mx86R883WIXMP33NfpAtk
7 JS Lab
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O AI-ENABLED INTELLIGENT

6G NETWORKS ] —— S
= : Automated Distributed i =)
f*é; ' service service
(=1
. g2 0 :
- UJ_S 'R Service Performance
D AI enabled funCtlons ‘2 ¢ | provisioning evaluation
=
. . T
= Intelligent sensing layer § e
w | =30 Parameter Resource
o o . = o =' 0| optimization | | management
e | &= "i0P 2
* Data mining & analytics layer |£ | 2=} ’ : -
. = | =c8 scheduling carning : i ‘
| L= 5] |
Intelligent control layer IS e R L, e S i
S | o e e e b .
. . - 2 0 [ Dimension Abnormal \Comp_ute i
= Smart appllcatlon Iayer % %‘OL: : reduction | | data filtering "
] ;2 9 k
= | =2 Vi Knowledge Feature
< ‘gé ' discovery extraction
SRl oM e et e
2
[ |
e
= O g Data Statue
g)f» 8 :| collection detection
&5 = _ iy
%g ' E{Emylr.oml.lem {Mcasurcmcm
= § 0 || monitoring | ]
1 T T T L

=X : ‘Artificial Intelligence-Enabled Intelligent 6G Networks', https://doi.org/10.1109/MNET.011.2000195 , IEEE Network, Volume: 34, Issue: 6, Nov./Dec. 2020
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O Code is only a fraction of real- world machine learning systems

Configuration Data .
Collection
Serving
od Analysis Tools Infrastructure

e

9 JS Lab

ZX:D. Sculley et al.
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Q Historical timeline for training Al models (Al A{H|A ALO]&)

|

Al performance
was pretty lousy

|

60 Days

Performance
was nearly
acceptable

90 Days

Very good
performance and
continuously
improving as
the Al learned

to trainitself
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O The typical architecture of 6G
network (ISAGUN). V2X, VLC,
RAN, SDN, NFV, PHY, MAC

= Note: The objective of ISAGUN is to
extremely broad coverage and
seamless connectivity for space,
airborne, ground, and underwater
areas, such as flight in the sky, ship at
sea, monitoring at remote areas or
vehicles on land. As a result, human
activity will dramatically expand from
the ground to air, space, and deep sea.
At the same time, centralized and edge
computing are deployed at RAN with
SDN and NFV to provide powerful
computational processing and massive
data acquisition for ISAGUN

Space networks

~
A

2
o
=]
£
=
=
fas

s

integrated space-air-ground-underwater network (ISAGUN)

.

Big data

@ operator

\
|

\ | TA-operating system | /

'y 7 Edge
7 computing

G
Underwater or
sea networks

“TComputing] [Caching]
Ground networks b /

e A
Y /
E ~

=X : ‘Artificial Intelligence-Enabled Intelligent 6G Networks', https://doi.org/10.1109/MNET.011.2000195 , IEEE Network, Volume: 34, Issue: 6, Nov./Dec. 2020
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Analytical Models for
checking the feasibility
of the actions

Action

Analytical Models for
estimating performance -
metrics

Observations

Network

loTHIA

Analytical Models for

Reward computing the reward

Configuration : —Ji

A 4 J
HD/3D/360 H|E|2

>

CCTV.  AntEAE

Analytical models to assist Reinforcement Learning

14 JS Lab
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O Data Warehouse

O Data Lake
Data Warehouse Data Lake
Infrastructure On-premise - Cloud-native
Data pipeline ETL - ELT
Raw data layer Staging area | Staging area
Historical data layer Relational data vault | Relational data vault
Analytics data layer Analytical database | Virtual views on top of
historical data
Model training layer - Machine Iearmngcluster
Streaming data layer - Streaming data clusterand
stream processing engine

15 JS Lab
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* Real-time network (Speed, Latency)
* Billions of devices

* Highly heterogeneous traffic

* A diverse set of demanding applications

16

Al is a GAME CHANGER for 5G

The network of tomorrow will have to fundamentally rely upon open

platforms and data-powered automation.

* Learning of complex interactions in the
network

* Holistic and adaptive control
* Proactive and autonomic mode of operation

* New cost structure and revenue opportunities

JS Lab
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O Overview of the existing and emerging ML frameworks
= Neural Networks
o Feed-forward neural networks .
o Deep neural networks (DNN) i Hicdt layers
o Recurrent neural networks (RNN) reats2 — @y ,;,O Output ayer y
o Convolutional neural networks (CNN) reaures — @ M, Q g
= Reinforcement Learning rorns — Q@ @~ @
o Basics/overview Fealure® —O ‘Q
o Deep Reinforcement Learning reawes — O
L Hybrid SOIUtionS Scheme of a deep neural network(dnn) with 2 hidden layers
o Combined analytical and Machine Learning modelling
o Expert knowledge aided Machine Learning Camluiion Pooling  Comeolution  Pooing_ Faly _ Faly  Output

= Further Specific Methods
o Generative adversarial networks (GAN)
o Kalman type filtering — and it relation to Al
o Unsupervised learning and clustering

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11

17

+RelU +RellU Connected  Connected perdictions

dog (0.01)
Cat (0.01)
Boat (0.94)
Bird (0.94)

HZMZAY : Convolution Neural Network)
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Il. Architectural O Al-based autonomous slice management,
aSPeCtS control and orchestration
d Al-based flow management in 5G systems
O Cross-layer optimization framework using ML
1 Management analytics function
O 3GPP network data analytics function
O ETSI: Simplified Functional Overview of the
ENI System Architecture

18 JS Lab



ll. Architectural aspects

O Al-based autonomous slice management, control and orchestration
= QOverall architecture for Al based autonomous management, control and orchestration

4 SliceNet
OSA Service Access
[ [L P&P Control J] Sub-Plane
: ; SliceNet
Rule (TAL P Pol Pol
[ Aaeregetor [ i ”[ 'E:g(ine } ” ki [ sl | F::kv] Cognition ~/ [ pap Service & Slice
( < 7 SEFHW> Manager Orch. (S5-0)
r QoE
Data Lake Manager
| Inventory ] [ Catalogue ]
[Aggregate Data ][Analvtic()utput ][ External Input ] e
[ Resource Data ” TrafficData ” Topology Data ] SliceNet Manager SliceNet
Information Sub-Plane Orchestration
SliceNet £ Sub-Plane
Monitoring sliceNet
Sub-Plane Control Bane [ QoS Control | [ IPC Control ] [ NF Config ] [ CPSR ] .

[ VNF Manager ] [ Virtual Infra. ]

Monitor Monito) Monitor (VNFM) Manager (VIM)

l Resource ][ Tra :r ][ T°P°'°€V] [ RAN Adapter ] [ MEC-Core Adapter ] [BackhaulAdaptef ][ DPP Adapter H WAN Adapter f

[ RAN Con:rouer] [MEC-Core Controller] [sackhaul Comrouer] [ DPP Controller ] [WAN Controlled

A

| $ 4G/5G Network (Data and Control) Plane | <_~

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
19 JS Lab




ll. Architectural aspects

A 2AEE 124: Subframe / Slot / Symbol

One subframe

Resource grid, 2Af

Resource grid, Af

One resource block — 12 subcarriers,
subcarrier spacing 2Af

One resource block — 12 subcarriers,
subcarrier spacing Af

One resource element

R L AR (s LN RS AU N S AN e SN —

One OFDM symbol

20 JS Lab



ll. Architectural aspects

O Al-based flow management in 5G systems
» Flowchart of the MLP-based scheduler

resource slots(s)
‘ S ANALANI
l ' . FF assign @ @
X = [w,s,u,l] - +F4J SEIEE_tE_dI rziict;?g” U3 |U3|{U3
¥ ok l_HELII'IEtIE_I S
T g
. [ulJusJus[us] =Y

ZX: ‘Al and ML - Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11

21 JS Lab



ll. Architectural aspects

O Al-based flow management in 5G systems

= Weighted utility for the best fit, first fit and MLP-based scheduler for {10, 20, 30, 40} users and
{4, 8} wavelengths

M Best Fit M First Fit B MLP-based

o
(]

S
.9

=
(N

weighted average utility
o

10 20 30 40 10 20 30 40

LY ] LY r

4 waveﬁengths 8 wavglengths

number of individual users

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
22 JS Lab




ll. Architectural aspects

O Al-based flow management in 5G systems
» Monitoring, classification and tagging of network flows

Clustering Testin Classification
Model € Model
é ) Flow 1 — VNI 01
Real time Flow 2 — VNI 03
Statistics Flow 3 — VNI 01
Flow 4 — VNI 02
Flow 5 —VNI 02

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11

23 JS Lab



ll. Architectural aspects

O O-RAN Alliance

Design

Multi-RAT
0O-CU Protocol Stack

SJUBIY NVYH-O

& OpenShift
Container Platform

Inventory = Policy

-

F1 ‘ RLC | Front Haul

v O-Cloud

Configuration RAN Intelligent Controller (RIC) non-RT

Open

RT-Kernel for DU/RU, PTP synchronization, SCTP, DPDK
1/0, hardware acceleration for RU/DU L1 (FEC, FFT/iFFT,...)

WG1: Use Cases and Overall Architecture
Workgroup

WG2: The Non-real-time RAN Intelligent
Controller and AlInterface Workgroup

WG3: The Near-real-time RIC and E2

Interface Workgroup

WG4: The Open Fronthaullnterfaces

Workgroup

WG5:The Open F1/W1/E1/X2/Xn Interface
orkgroup

WGE6: The Cloudification and Orchestration
Workgroup

WG7: The White-box Hardware Workgroup

WG8: Stack Reference Design Workgroup

WG9: Open X-haul Transport Work Group

WGx: Red Hat is WG voting member

=X https://www.redhat.com/en/blog/open-ran-and-o-ran-brief?fbclid=IwAROV6fivK9xv2LEKXNTviBeOSRVYBOcej4Q zV6teY20h GrVWmWDMS07js

24
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ll. Architectural aspects

O The O-RAN plugfest/PoC in East Asia

=X https://plugfestvirtualshowcase.o-ran.org/venue east asia.html

25 JS Lab



ll. Architectural aspects

O Al-Driven mMIMO Beam Optimization

Introducing Netcracker’'s Non-Real-Time RAN Intelligent
Controller

ORAN Service Management and Orchestration Framework

Netcracker Open vRAN Domain Orchestration

xNF Resource
Orchestration Monitoring
Service

Orchestration Non-RT Blc &
& Slice Centralized

anagemen

Al-Driven
Advanced
Analytics
Active

e Configuration

Management

Near-RT RIC Near-RT RIC

01
vDU/vCU - vDU/vCU

02

Cloud Platform — Cloud Platform

VRAN Far Edge IP/MPLS VRAN Near Edge

ZEXN: https://plugfestvirtualshowcase.o-ran.org/venue east asia.html
https://stage-o-ran-v2.azurewebsites.net/classic/generation/2021/category/intelligent-ran-control-demonstrations/sub/intelligent-control/110

26 JS Lab




Il. Architectural aspects

Q Y= (What is 5G beamforming?)

H3LE 4
o 2 EA|of off &
g

aMo .?.|MI1|0-I(Beam steering): ¢4
= Massive MIMO: &

S5

. EOI

S Fhts

Main Lobe

Side
Lobe

Antenna Antenna

Two Radiating
Elements

One Radiating
Element

Antenna *

MAt 2H
pS sfo 2 XM

Main Lobe

Obstacle
3

Obstacle
1

Side
Lobe

Obstacle Obstacle

2

* Antenna
I I I
Four Radiating Elements at a
common frequency with 45° the
other with -45° phase shift
supporting MIMO for increasing
SNR and channel capacity

Four Radiating
Elements

(EX: https://www.metaswitch.com/knowledge-center/reference/what-is-beamforming-beam-steering-and-beam-switching-with-massive-mimo)

JS Lab
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ll. Architectural aspects

QO O-RAN T4

= 256 software-defined radios
= 25.6 GHz of emulated bandwidth, 52 TB/s RF data
= 21 racks of radios, 171 high-performance servers w/ CPUs, GPUs
= Massive computing capabilities (CPU, GPU, FPGA):
o > 900 TB of storage
o 320 FPGAs
o 18 10G switches
o 19 clock distribution systems
o 52 TB/s of digital RF data

L AR

_ .

\ Institute for the Wireless
Internet of Things

at Northeastern

i i

28 JS Lab



ll. Architectural aspects

O LEAA 7|HE Al Ql =2} 3 (0f)

Management Cluster HlEHEI 0] Ef 215

aelg Ol EFC[O]E{ & AER|X]|
~ ~ -
;- ;‘ Tt —t -_— U.
ufi@'ﬂﬂ AEZX| MH

AE2|X] H2lY
1% ojH ¥

Aul 29

Cloud Native X+ Cluster
HCI (Hyper Converged Infrastructure)

E‘ 4 o
Rack 1 Rack 2 Rack 3 Trrr

Clustering for Cloud
Native Master
1 Rack2 Rack3 Rack4 - .
Clustering for M I "
Pipeline b <
A= E HI(3H)-2% 4
os MBI~ RIg 1]

2| (Provisioning /
Replication / Fault Tolerant)

Backup G| O] Ef
e XY FA

29 JS Lab



ll. Architectural aspects

O DRL(Deep Re-inforcement Learning) & & X| 2|

12 DRL(Deep Re-inforcement Learning) agents & & X{ 2|

i O-RAN near real-time RIC

1

i

g |

RIC Database xApp I

1

tation H
connector

Container 3 (one per BS) i

= Fully-connected neural network (5 layers & 30 neurons each)-—==zs E O-RAN
E2 termination E2 manager
Container | Container 2
Docker

DRL

= Online inference w/ real-time RAN performance data

» Trained offline on 6 GB of data & 63 hours of experiments

O-RAN non real-time RIC ‘-E'E
1

= Decisions on scheduling policies of each BS slice ML models caralog
Offline training engine

o Round-robin(RR) \
o Waterfilling (WF)

- ":_5 Dense urban

scenario, 4 BSs, 40

—~ UEs w/ pedestrian
~ mobility

o Proportional fair (PF)

30 JS Lab



ll. Architectural aspects

O O-RAN Integration in Colosseum

N\

Traffic Generator (TGEN)
t
UE | .
st | Massive Channel Emulator
SRN (MCHEM)
10 UEs |
3 slices
I
10 UEs
3 slices
| |
10 UEs
3 slices
4
1O LIES T Gamnaane - Mobility, path loss, fading, | -----------—---Cell
3 dlices teoJE ! : : {____.Basesmton ___ |
slices inter-cell interference

E2 interface:
[J RIC Subscription
0 RIC Indication

0 RIC Control messages

_S_t_apdard Ra_dio Node (”S_R_I:I

O-RAN near real-time RIC

O-RA ooo

Container |

RIC Database xApp
O-RA 00| Base station .
ge connector S
Container 2 Container 3 (one per BS)
Docker

O-RAN non real-time RIC

ML models catalog

Offline training engine

| M -
O |-like interface for data collection

J

J

Fully virtualized RAN on white-box hardware

31

O-RAN open-source infrastructure

JS Lab



ll. Architectural aspects

O Cross-layer optimization framework using ML
= NMO-SDR cross-layer functionality

I"ANM entity (Network Controller) |

VUF Computation:
MRF energy function
optimization

v

provisioning I

Global Poligi€s module

|
I
|
i;nhal Network e
|

.
<
I
I ; :
Gibbs Sampling
(IS, S — ]
Virtual Machines
A w dedicated to each MN
Control N (dedicated to ea )
Signaling
Data ‘
| .
Y ; a4
R 0 LT anom T ‘
| ANM emrty(MNL} | ANM entity (MN_) | '-,_‘ . -
:Contml Plane_i- Data Plane ll Cantrol Plane_i— Data Plane i F'\yan Assignment
1
E NET
i / 2
|
|
|

Cross-layer
=
>
&

Cross-layer

PHY=SDR | - £ -

Channel

Availability
CR Information
Spectrum Sensing Monitor & Observe

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
32 JS Lab




ll. Architectural aspects

0 Management analytics function
= Management Data Analytics Service (MDAS)
o The MDAS main functions

Management & Orchestration domain
, NFV-O
Analytics Intelligent
Al Orchestrati
Algorithms onesTaon
Reports 9 Decisions
MDAS 5G-CORE

Raw N Intelligent

. Network

Data Algorithms Operation

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
33 JS Lab




ll. Architectural aspects

O 3GPP network data analytics function
= 3GPP’s Network Data Analytics Function

Service Based Architecture - SBA e EncBos

analytics
NWDAF
Delivery of data

analytics
—

1

1

1

]

1

=1 |
|

— I
Collect Activity I
data and local 1
I

‘@ l
I

I

|

|

|

1

I

|

I

Collect )
management Delivery of data
information analytics

OAM -

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
34 JS Lab




ll. Architectural aspects

O 3GPP network data analytics function
= Observed events in NWDAF and potential consumers of analytics

Observed events Potential consumers

Network Slice load level information | PCF, NSSF

Service experience / QoE PCF, OAM

Network Function load AMF (SMF load), SMF (UPF load), OAM
Network performance PCF, NEF, AF, OAM
Abnormal/Expected UE behaviour PCF, AMF, SMF, NEF, AF, OAM

UE mobility AMF, SMF, NEF, UDM, AF, OAM

UE communication pattern AMF, SMF, NEF, UDM, AF, OAM

User data congestion NEF, AF

QoS sustainability PCF, NEF, AF

ZX: ‘Al and ML - Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11
35 JS Lab




ll. Architectural aspects

O 3GPP network data analytics function
0 examples

The Policy Control Function (PCF) could use analytics inputs to (re-)configure policies for
assighment of network resources and/or traffic steering

The Network Slice Selection Function (NSSF) could optimize Network Slice selection

The Access and Mobility Management Function (AMF) could improve SMF selection,
monitoring of UE behaviour, adjustment of UE mobility

The Session Management Function (SMF) could improve UPF selection, monitoring of UE
behaviour, adjustment of UE communication related network parameters

The Network Exposure Function (NEF) could optimize forwarding of NWDA information to
the AFs

The Application Function (AF) could adjust service applications

The OAM could optimize operation and management actions

ZX: ‘Al and ML - Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11
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ll. Architectural aspects

O ETSI: Simplified Functional Overview of the ENI System Architecture

~

Assisted System Application, User, and/or
- 0SS- and BSS-like Functionality and Orchestrator I .
-~
7/ 3 ® o Output R dations/ API X
in Native z tput Recommendation.
/ Format | API Translation | Commands in Native Format Translation
/
/ :
S f API Broker o :+_.
P = :
! & Input Datain y ) Input Data in Output Recommendations/ A Output Recommendations/ § _g
P g ENI Format ENI Format Commands in ENI Format Commands. i ENI Format § %
3 o
| < T \ s §
= g3
M S iy 33
s by
; g g5
\ : 2
. Closed ENI *
Control
L ? Input Data i Recommendations System ¢
b EN!!;rf:tem; ::;nar Lacp(s) anaor Commends in
N\ ENI Internal Format
" % Analysis: Context-Aware, Knowledge Management, Cognitive Processing, Situation-
Aware, Model-Driven, and Policy Management FBS P
-
T IREFT 4
a1 F— _ [—— -_—
Infrastructure < A

=X https://www.etsi.org/images/files/ETSIWhitePapers/etsi-wp44 ENI Vision.pdf

37
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Ill. Use case

1 Operation Automation

O FM A& g

1 The Emergence and Practice of AlOps

1 Network Planning Use cases

U Forecasting network characteristics and events
 Estimating user locations

O Transport networks, fronthaul and backhaul
 NFV infrastructures

1 End-to-end slicing

O Security

4 Intelligent Mobility and Handover Management
1 Al assisted sensor fusion

O RAN
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lll. Use case

O Operation Automation

= Ex.) Sleep mode on/off

Dynamic learning of
corrected actions

Historical counters, network alarms,
RAN alarms, traffic volume

Collect

Network failure, traffic optimization, Self-
optimizing network, energy saving

39
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lll. Use case

oM Al B2 _
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lll. Use case

O The Emergence and Practice of AlOps
AIOPS in a nutshell

Nagios’ ArrbvNAMICS .\

IT B
Linux-web03

O NewRelic. .5 uinas% splunkb »
Web_Tier PL 2018

Linux-Web02

Log Data

Linux-Web0l

Types Wire Data
OF ey NFS Shared §
Data Metric Data ESXi 104
Alert Data —
APl Data Linus Web 5t Linux- dhm
e
== Ticket Limm Web 01
glustemz Linux-| Ib01
How
Isit VM Netwark
Analyzed glusterol
Web_Tier

Automated
Pattern Discovery

Root Cause Analysis

Predictive Analysis

Anomaly
Detection

Enterprise Abstract Map

=X https://www.addteq.com/blog/2020/10/what-is-ai-ops-and-how-ai-ops-can-help-companies-to-solve-it-infrastructure-challenges

Outt:'r:ome
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lll. Use case

O Network Planning Use cases
= Network element placement problem
o Dimensioning considerations for C-RAN clusters

# Neural net comstruction
def build model(): 80
model = Sequential()
model.add{Dense (6, input d:,.. = Xt rain_s tdsc.shape[l], activation = "tanh')) 50
model.add (Dense (&, activation = 't "
model.add(Dense (€, activation = ‘tanh')) L
model.add(Dense (&, activation = n 4
model.add(Dense (€, activation = 't 1 3] Z
model.add(Dense (1)) Z¥r
o
model.compile(loss = loss_function, optimizer = optimizer) e EOE
return model =
model = hu‘.ldvnc-dez {)
model . summary () ° ' 1 I | L
400 420 440 460 420 500 520 340 560 530 600
.
- # Train the model time
MLP NN mOdeI WhICh has been model.fit(Xtrain_stdsc, Ytrain_stdsc, epochs = training epochs, batch_size = batch_sizel
. .
developed to predict the modulation L —— B
o . -_7__7'1__‘7 -‘7_\_7"k_\_ =
using as input PUSCH SINR —— i,
S s N S B
22 T
20
o 18 1
g | A ' .
7% '~ ' / AT d g $ : :
§ o= \ - - - -
a
12F L__/V 1
10 4
e " " ' L '
400 420 420 450 430 500 560 600

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.orq/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Forecasting network characteristics and events
= Synthesising high resolution mobile traffic
o From coarse network measurements to high resolution synthetic mobile data traffic

Coarse-grained Measurements Fine-grained Measurements
m n '
" 2
-+
TR mi
59 MTSR 35¥
L g9
= et
0
-
” N
< : _ aQ
©9.07 913 919 925 %07 913 919 925
Longitude Longitude
200 400 600 800 1000 0 200 400 600 800 1000
Data traffic [Mbyte] Data traffic [Mbyte]

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Forecasting network characteristics and events
= Efficient mobile traffic forecasting
o Encoder/Decoder architecture used for mobile traffic forecasting

3D-Conv. layer * 3 3D-Conv. layer * 3

————— ===

.
]
]
]
]
]
]
]
]
]
I
1
]

Outputs

Fusion Q Fusion | TUy-eonnecied

ConvLSTM ConvLSTM

———

IOOqOQO]
[elelele)

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Forecasting network characteristics and events
= Improving QoS with forecasting techniques
o LSTM online training and forecasting of Neural Network structure

Parameters
update

9,

s
o
= -time LSTM
®
~
Q .
%, '
i
s - s M e | e
iy —
El " | online training window | :| input | |forecast |
L ~time

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Forecasting network characteristics and events
= Improving QoS with forecasting techniques

W
=
- [ avg. scaling S 06
' 45 min. scaling P %% (b)
@ : S %p.4! 03681
£ oo ~——— max. scaling >
< 7| --- allowed latency B3 0.2
= 3 & oo . 0.0174 0.0139  0.0095
E : ® avg 30 min. 45 min. 60 min.
m scaling strategy
o 5.0 =t~ ———- »
w510
3 4.9- %L ©
$51.0
N-—-VM'J\'M’\-""-A____'___“ gh.ﬂ
4.8 - I _-\..-:-n--'\-..-» 1 I r I I E E.UE 033 0.48 0.49 0.50
10:00 12:00 14:00 16:00 18:00 20:00 22:00 o s 0.6
2020-Mar-01 e avg 30 min. 45min. 60 min.

scaling strategy

Remote driving scaling on (a) service E2E delay; (b) delay violations; (c) savings
Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Forecasting network characteristics and events
= Quality of experience inference
o Multi-layer QoS-QoE mapping in network slicing

| Slice QoE ]
@ [ | |
| Service 1: QoE | | Service 2: QoE |
Slice @ [ I l ] [ [ l |
KQl: Kal: KQl: Kal: KQl: Kal-
Assurance Availability Performance|” """ | Security Availability Performance|” """ | Security
| | |
Service 1: E2E QoS/KPIs | | Service 2: E2E QoS/KPls |
@
NS
pssurance | NSstKPls ||  Ns2kpis | | Nsa:kPls |
= | | | |
VN F VNF1 VNF2 VNF3 VNF4 VNF5 VNF6& VNF7 VNF8
Assurance KPIs | | KPIs I KPIs KPis | KPIs | | KPIs KPis KPIs
®
In;‘rastructure Infrastructure KPls
ssurance

ZX: ‘Al and ML - Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Forecasting network characteristics and events

= Quality of experience inference

o Architecture for the best DL network to predict QoE and classify anomalies in

Time steps

S

Comvolutional layer

Y

e
'ﬁ%

4
1
4
{
¥

| Comvolutional layer

T

o e
N‘L_'

N

hd
Tensor mshape

3
Hatten out extra dimension

ISTM ayer

uri'®
s

LSTM layer

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11

48

| Fully connedted layers |

v

L

:

A

4+ P

:

Gaussian
process classifier

JS Lab



lll. Use case

O Forecasting network characteristics and events
= SLA prediction with echo state networks
o A high-level representation of an echo state networks (ESN) architecture

[/ [/ yt;m'get

E (Z,",. ytarget)

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Estimating user locations

Model-based| J(Pt+1)

Predictor
A\ J
> DR action at ¢
» Agent
states at 7 rewards at 7 N4 rule at ¢
MPTCP-enabled |
UPF )
(a) (b)

(a) An illustration of a new position vector, (b) a hybrid model-free and model-based DRL system

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Transport networks, fronthaul and backhaul

a)

e

L

MLP
training set

Offline
Optimization

T T
b2l ]

FFunctional
Split

-

—

a) Construction of the training set
b) NN model-based LSTM and MLP for the optimization of the 5G network in the upcoming time instants.

Back propagate b)
prediction error oy
é.
nctional :’
Spit =
Propagdifediction =
ioh error
i
Back propagate
prediction error
Functional
Split
Prediction

Determining optimal functional split according to fronthaul/backhaul capacity

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Transport networks, fronthaul and backhaul
= Determining optimal functional split according to fronthaul/backhaul capacity
o Total Power consumption when applying the ILP and the proposed NN scheme

o
)

(&)

»
3}

Total Power
Consumption (W)

BN
o
—_
o
0 L
o
w |
o
= |
o

50 60 70 80 90 100
time (h)

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O NFV infrastructures
= Federated learning across MEC and NFV orchestrators
o Automated interaction between Edge and NFV MANO through FL models

NFV
MANO

MEC-enabling logic

inter-working

Edge Service API

Edge
Orchestration

Platform

ZX: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O NFV infrastructures @ — -~~~ ————----————————---——== -

= Al-Empowered Mobile Edge Computing
(MEC)
o The framework of Al-empowered MEC

Bd =
Message [
Classification

.

—_—
LEEAN

I

b) Edge compfiting server 1

Central cloud server

Deep learning

Prediction

Tecognition;
WO

‘DRI, Agent .

—
e Experience € 3
storage ewar

Environment

State |

|
I e e e |
By & g (@) |4 #0858 °PT, () Ee) |
| @\?’_ _#, g e ) @,‘ BJI0]
I 5 Transportation Agriculture . ) 5 Smart devices ) :
: State State State :
: Environment Rewgrd> (&%?EE,, Environment Rewgrd> (é\e%eigé, Environment Rew?rd> (&%?22, |
| <Act10n Or server) <ACthﬂ Or Server) ‘Actlon or server) :
I|RL-based controller RI-based controller RL-based controller |

=X : ‘Artificial Intelligence-Enabled Intelligent 6G Networks', https://doi.org/10.1109/MNET.011.2000195 , IEEE Network, Volume: 34, Issue: 6, Nov./Dec. 2020
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lll. Use case

O End-to-end slicing
= ML/AI Opportunities (E2{E 0 &/718, Xt&l UE/2A =T, HI ZX])

NETWORK SLICING

Network Slice

Lifecycle

Design &

High throughput slice

Instantiation &
Activation

High connection density slice

@ Performance

Low latency slice Monitoring
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Traffic forecasting and slice
configuration

Admission control, dynamic
resource selection & slice
traffic scheduling

Interference detection,
forecasting utilization &
detection of anomalies
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lll. Use case

O End-to-end slicing
= Al assisted slice isolation
o Resource isolation mechanisms for a network slice

Fully Shared Mode Partially Shared Fully Independent Mode

Some NFs are independently deployed as required.

For example, the UPF is independently deployed, shcel
or the SMF and UPF are indepedently deployed.
slicel slice1 UDM UPF
v common || gy
UPF SMF | AMF | EiRe
slice2
PCF | UDM " OPF |
(e.g.)

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
56 JS Lab




lll. Use case

O End-to-end slicing
= Al assisted slice isolation
o Slice Orchestrator interfaces for resource isolation

s RS N v NEV-MEND,
- i : 2

055/8B5S | ' NFVO ! Inter-Slice [
- 1 i Orchestratorit
] : ¥ 1 ]
s . : | | 11 Isolation
E EM X : 1 Estabilshment
. : ! Slice Slice Chainin
1 A ! M:__Iﬂrcheﬂratcr ManD =
d VNF |+ * |
n ol - I isolation
. . ‘o . Monitorin
. i Loy i 3 -
1 vyt b= vim E oy

! |

Hi
- . |

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
57 JS Lab




lll. Use case

O End-to-end slicing
= Al/ML-based decision making for slice optimization
o Example of using ML with a policy engine for slice optimization

Slice Registry

Context ’;formation Report

Slice Lifecycle
WEET:{]g

0
Slice Analytics & Policy Check Request Generation

Monitoring Engine
Module (APEX)

Policy Context

Slice Optimisation Module

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Security

= MTD for network slice protection

Get slices and components
Monitor
Reconfigure

o

MTD F < 3 NFV Management and orchestration
i . i MOTDEC \ _ _ -
o mmmems : ” - ) e il b el -) . _)
! TCostand | # .
5 rerad BUCH Slice Manager NFV MANO
“imodels | & f
IE; ' el b-
Optlilmal OptSFC INS-5G+ Fabric 4 '
olic . A
depclsloms A A Virtualization Layer Infrastructure Layer 1
e S £ | Slcet | vnr1) NPV o
E oaem 1 s = -~ ] ] [ 7
Security events \ \ 1 | Slice 2 . 1[4 NS 1 HVNF2] F}?:g?ﬁ
CTl data 4 i . '|_ | Ei
::tlzva"t SELs SSLAs Security agents Threat Intelligence ‘ ‘ - NFVI N VNN
f-_.._____..“:::::::::ﬂEEEEEEEa Slice N I (VNF N] F’?,Q?‘“

ZX: ‘Al and ML - Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11

59

enforcing
commands

receiving data

abstract link

architectural
link

JS Lab



lll. Use case

O Security
» Robust self-protection against app-layer DDoS attacks

o The Robust App-Layer DDOS Self-Protection Framework’s High- Level Architecture
App-Layer DDoS Protection

I/— i ‘\
I = = 1
( ! N i ‘S ) Reaction Plane i
| SEeu e(;urlty Detector Network | |
[t | Policy ) Features i
R~ 2. e Extractor R _ Fo% i
Collector | |
L y . |
Web
server
Legend
Qlegiﬁmato user @ Normal attacker Smart attacker
——— Dataflow =-===---- Control flow — — Mirroring flow

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Security

= Categorization of privacy-preserving schemes for ML and DL

Privacy-Preserving
Mechanisms

Data Aggregation

K-Anonymity

—— Differential Privacy

Semantic Security

and Encryption

Information

Training Phase

|— Differential Privacy

Homomorphic
Encryption

Secure Multi-Party

Computation

Inference Phase

—— Differential Privacy

Homomorphic
Encryption

Secure Multi-Party
Computation

Information-

— Theoretic Privacy

Theoretic Privacy

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Intelligent Mobility and Handover Management

Reward
(Reliable connectivity. coverage. latency. capacity and packet loss rate)

|
—— Communication T
s o Wl i 0909090900 e Dol o ---» Mobility
Learning agent link or connectivity

Statc (Mobility and handover UAV1 3 f
: . management algorithm) SEpa. e ..
Link quality UAV 2
Current location
Mobility velocity Action
Spectrum status (hﬂflg&‘fg.&
= : — l_Deep neural networks | P anekels)
) Environment
Observation | —

DRL in the context of mobility and handover management. Note: mobility and
handover parameters include BS association, spectrum access, and trajectory

Z=X: ‘Artificial Intelligence-Enabled Intelligent 6G Networks', https://doi.org/10.1109/MNET.011.2000195 , IEEE Network, Volume: 34, Issue: 6, Nov./Dec. 2020
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lll. Use case

4 Intelligent Spectrum Management .._ ol PP WA R L |
= Deep learning-based flexible spectrum |7 TTTTTTTTTTT F i
ma nagement framework. ﬁdio Macrowave mmWave THz-wave Infrared

—

| Spe«.trum datasets & |
| experience storage I

Input Hidden layers

2
Output =
=}

| Parameters |
optimization
T

e —

(b) Deep learning framework Experience B

—
' Optimal spectrum management strategy

ey e e e

|
Deep learning-based flexible spectrum management framework. I |
>N & "i}:

< N i

| ,

| p ﬂ .,ﬁ&. Underwater
|

|

|

(c) Spectrum management results

=X : ‘Artificial Intelligence-Enabled Intelligent 6G Networks', https://doi.org/10.1109/MNET.011.2000195 , IEEE Network, Volume: 34, Issue: 6, Nov./Dec. 2020
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lll. Use case

O Al assisted sensor fusion

L — :_ -
L —
— — — " —
— — — T —
=ﬂ ——— ;:
— A ——— p
— —
— h/—l"
.__. ; h,—'
- /P—-r'
- J ,

o 5G antenna (gNB)

Possible localisation area

illustration of range reduction of the localization combining
RAT-based positioning, map and UE's motion information

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Radio resource provisioning in a multi-technology RAN

Agent
(controller) DNN

o -1.-8._.._13

State QRSO

weight 6
=
2 =
;:—3 Reward g

slice-specific performance
indicator (e.g. delay)

!

> Controller

slice_throughput_allRATs/GBR

cell_resource_utilization »
I Config. #1

slice_resource_quota -

——» slice_resource_quota_change

Radio resource provisioning using Reinforcement Learning

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

0 RL-empowered user association

o= | Initialization: Select randomly one of the
“a available base stations

J

o

g({&) [ Calculate the end-user devices’

rewards

|

to the perceived rewards

[ Update the action probabilities according

J

Yes No

Converged?

Select randomly a base station
according to the action probabilities’

1

I

Stochastic learning automata algorithm for distributed end-user device-to-base station scheduling.

ZX: ‘Al and ML - Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Demand-driven power allocation in 5G-enabled wireless networks

Demand-Driven Power Allocation (DDPA)
Neural Network with fully-connected layers
Jor Q- and target Q-models

experience tuple

1 1
1]
Hidden E (Sy, @y, T, Sy.4) i
: E l rr+ymaxa'{Q'(s111, a%; 8} . I
+ Output { i 1
: luy‘u: E ! W\‘; Neural Net S !
! & : Telecom
: - = ;
« | Experience = : Environment
i Replay Memory a :
: | 6. ]
: 1 :
: ! 5 :
' ¥ 3. R : i !
wFr «  DQN o R 1+ Take
A X = Explore or Exploit? ' :
: Smmmmsey E Algorithm 3 : > e-greedy '—l_' action
:  Jor DDPA - |

Observe new state
and reward

Neural network employed for training (left) and process of the DQL algorithm for DDPA (right).

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Dynamic load balancing

|
(@) Network ‘ | . ]
: ; Al Engine
Best Effort .ﬂff: Monitor
({_,E{B NBloT
. | 51
(4p)
URLLC [ ' — )
() -
’El:* AMF Abl SMF ]
™ MBB )
,.-—“—-»,
l—— |

Mobile backhaul orchestration modules

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Dynamic load balancing

bw
usage(x,)

hop
COU"t(Xz)

> y=fix) +¢

packet
loss(x3)

Hidden
layer

Output

Input

Single hidden layer NN

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Continuous multi-objective reinforcement learning for joint slice admission control
and resource allocation

Formatted Action

— Action
Simulation OpenAl
. P DRL
of BE L Control
Network KPls Interface State/Reward

Slice-level admission control and resource allocation loop per domain

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Continuous multi-objective reinforcement learning for joint slice admission control
and resource allocation

Model-Free RL

Policy Learning l Q-Learning
» Policy Gradient + DDPG « DQN
- A2C « TD3 + QR-DQN
+ A3C « SAC

+ MADDPG

Model-free reinforcement learning

ZX: ‘Al and ML - Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenod0.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Continuous multi-objective reinforcement learning for joint slice admission control
and resource allocation

Action
Actor (Policy)
Action Action -> State
Critic (.Valu? fundl?n Actor Nbtwork
approximation, policy
evaluation)
State’ -> Action’
_ Action
Environment Actor Target Critic target 1 Critic Target 2
DDPG TD3

DPPG and TD3 diagrams

=X ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Joint slice based demand prediction and resource allocation

(3x3x3) |  (6x6x6) |  (6x6x6)
+RelU ! +RelU | + RelU — high correlation
Filter 1 | Filter1 |  Filter 1 Flatten
01 1-03: 01 1 03 : 6Esisgy | FC1 £C2
0.1 1 035, | 031055, 0.2-1.103 4 9
051085, -011407,, : 031 064,
0.6-040.2 : -0.80.20.1 i 0.509 0.1
Filter 32 | Filter32 | Filter 16
01 1 -03 01 1 03 . 01 1 -03
0.2-1103 ¢ | 011105, i 01090744 ||
03 1 064, | 03-106,, | 060303;, i
-0.50.5 0.1 | -050.8-0. ! 040702 : I T
v : i : ' ' , Number of
Y Y
Encoder Decoder clusters

The DeepCog Neural Network Structure
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lll. Use case

O Joint slice based demand prediction and resource allocation

8

BN Overprovisioning
0.50% Bl SLA violations
L0 0.00%

3
J:
% > 0.20%
3 & 0
: a
SR :
Q
A 2
/] £
> e
1 | .
Capacity Forecast 1 2 o 3 5

DeepCog cost function (left) and Overall result assessment (right)

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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lll. Use case

O Network diagnostics and insights
O Q-Learning application to federated scenarios

Vertical user

New Service

request

Consumer domain Provider domain

I-lll’-

Reject
Federate ‘ ' ‘
>
training C i

Instantiate
Locally |

A Q-learning decision scenario to maximize operator’s revenue

Z=X: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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Q 2|52 XSt (Linux Foundation)

A SMAIR} SAMEH HZAIS2 CYet LEAA TEHE A EF
= LF Al Foundation (2! 3X%|5)

= LF Edge Foundation (0|X|)

= LF Networking Fund (2E42 Y EQY)

= Hyperledger (2 M| 9l)

CILF Al
CILFEDGE

CLILFNETWORKING

4‘“ HYPERLEDGER

OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
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Q LF Al Foundation (2! 3X|5)
- MA|ZHE|O[E Xz
A

=
H
L

o

3

)

&) ONNX

&% Acumos| |1 Angel <<€} ) EGERIA

Acumos

* 11 Angel-ML  6.044 Egeria % 271 ONNX # 9.356
LF Al & Data Foundation LF Al & Data Foundation LF Al & Data Foundation LF Al & Data Foundation LF Al & Data Foundation
= ®
S /
— DU-H £\ Amundsen
= Adversarial
Robustnes: P g
ok Al Explainability 360 Al Fairness 360 DATAPRACTICES ORG
Adiik % 210 Adversarial Robustness. #1824 Al Explainability 360 Toolkit + 717 Al Faimess 360 Toolkit 1138 Amundsen & 1.521 DataPractices org k5
LF A1 & Data Foundation ool LF 418 Dava Foundaion LF 41 & Dara Foundation LF Al £ Data Foundation LF A1 & Dats Foundation
& Daa Found,

Il DELTA % @ FEAST ‘ﬁrestFlo IMDLWUIG] |-, marQuez

Jastic Deep Learming
DELTA k1336 Elastic Deep Leaming (EDL) +* 107 Feast %1108 ForestFlow * 39 Ludwig 2271 Marquez
LF Al & Data Foundation LF Al & Data Foundation LF Al & Data Foundation LF Al & Data Foundation LF Al & Data Foundation LF Al & Data Foundation
e
o
@ | 2 :ic'\r.
> SOAIJS
D OpenDS4All
o g
Milvus NNStreamer Pyrs
Milvus & 4590 NNStreamer %303 OpenDS4All # 138 Pyro # 6,500 SOAJS * a4 sparklyr *7se
LF Al & Data Foundation LF Al & Data Foundatien LF A1 & Data Foundaticn LF Al & Data Foundation LF Al & Outa Foundation LF Al & Data Foundation

Z=XN: https://landscape.lfai.foundation/
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d ACUMOS

= An Open Source Al Machine Learning Platform
= By AT&T and The Linux Foundation

- THE Onboarc
N Acumos
= AT&T | JLINUX Platform 28

=X: https://www.acumos.org/wp-content/uploads/sites/61/2018/03/acumos open source ai platform 032518.pdf
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O Acumos and Angel @ RAN

4 APACHE
Organization L
Tier !
l L
LF Networking ™ Deep Learning
Project Umbrella/ g Fund (LFN) Foundation
Funding Tier

Linux Foundation Open Source Projects

Near RT
Integration

mL:HectunI F' WEI‘I‘!.' d,.fclr .ﬂ&TaHﬂutnd compani

Adaptatlun
Laver {AAL)

prmmwmjm T

i, Allather marks are the property of H:hl:ir =|p|:|:lm oA
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Q 2|2 ZHEHe] of| x| Of7|HlXN| == M E X|ot
= SHALS| 71X S 7| =3 API H|S 38 AlE (o)
= Akraino Edge Stack: AT&T 2} Intel H| ¢t

3 Akraino Chest I

Dashboard
Akraino -
Applications & VNFs Upper
e e e 2221 Cloud l Al Tools box }
1 Edge Application:and Lightweight Edge App Study usage of MobileEdgeX/EVE vs Lifecycle
1 Orchestration Orchestration Tool =
______________________________________________________ EnhanceONAP ools [ ETE Operations tools ‘
NFV & Domain Specific ; Distributed Mgmt.
Orchestrator Coe'r‘:g‘; : (ONAP/3rdParty) | ETE Security tools I
o e e o e e o o b _’L'_’_:'_'.'.'_'.'.C.ém’p'o'ﬁ'en&" '%.'_'_'. e e e e
Edge Platform Infra Orchestration [ OpenStack LOcata) | [_Kuberndtes
Software Components Storage (Inventory)

Network Control Plane
Network Data Plane [ ove]
Operation Sy [Cubuntu ]

AirShip
Under
Cloud

Lifecycle

)

| Network Edge NC —Multinode Cluster

3 = PINC .
' (N/W Orchestration) | !
. Network Edge Serverless [ ’T:tk:;) i

| Micro Services = : ::A"Ship

i Narad

THE
EX: www.akraino.org DAEmenewl] [ e | [ Futurerelease | n LINUX fﬁ AKRAIND
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0 ONAP(Open Network Automation Platform)

O DCAE(Data Collection Analytics and Events Project)

ONAP Operations Manager (OOM)
i

Data Movement as a Platform (DMaaP)

DCAE Runtime View

DCAE Platform Core
ONAP Lifecycle Manager
(Cloudify Manager)
Service & Config Registry
{Consul)

DCAE Service=5cker Hosts)

== DCAE Se4lice (CDAP + Hadoop Cluster®
N

DCA E PostgreSQL as a Service (PGaa$)
DCAE Platform (Docker Hosts)

i

PGaas
Inversary | ! I

W Clne
| ie |/

SU0LI3UN § (Buaalk]
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Service #2 events/alerts (over DMaaP)
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0 Open source for RAN

O Disaggregate RAN
= Ex.) &M ™= ZH| DDoS

Zd
3

X

Orchestration & Automation
0.5 sec
Al Non-RT
FEE === === = = (== "
L\AKRAINO | RAN Intelligent Controller :
I
Data I
: SARpS Manager i 1
I
! I 10 - 500 ms
! I Near RT
: Central Unit |
I
ORAN .
I NFVi Platform |
I I
I I
I I
| Distributed Unit :
|
| Open Front Haul ! <ims
I | RT
I |
I -
I —,
R, | \_,: AT&T
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Q Al MH|A Q=Z2} =8 MH|A (LEAA O)

Jupyter Notebook: Easy GPU provisioning

Katib: 50| u}2}0|E| &/'d

Argo: Pipeline / ML Workflow g (XI53}

Fairing: building, training, and deploying ML models in a hybrid cloud
TFJob, PyTorchJob: CRD

Seldon, TF Serving: Model serving

Kubeflow Pipelines oI.;I E_-Il x-l 7“ [*]

Argo ul Apache Airflow / Cloud Composer
Pipelines

Docker Katib Ul
Jupyter Lab L i it T
- @ Notebooks
Distributed training / TF job e i3

1 . ) .
m— i W - . TensorFlow Extended (TFX)
£ b TensorFlow Serving + Istio Model training i
TensorBoard - «
- TensorFlow Batch Predict "" Kubeflow x i
al ot
. NVIDIA TensorRT Inference Server
KFServing(Serverless) ;
PyTorch Serving A .
= 3 > 3 > | = 1 . Katib / Googlle Vizier = - £ —
+ ) . Metadata Hyperparameter tuning e _ i =
prroncH gl XaBoest {5 ONNX'E e i s = i

"; KFSBNng - kustomize N i "

O rave Nuclio functiens LL}

g "7 [ Kubernetes ]( Multicloud ][ Al Hub ][ Web Ul }
Kubernetes

Compiute chuster

@, T oY

Version1.1 20190807 @MichalBrys

84 JS Lab



Al/ML Use Case

1 Network Planning Use cases

U Forecasting network characteristics and events
O Estimating user locations

[ Non real-time use cases (>0.5 sec)

1 Near real-time use cases (10 ms - 0.5 sec)

 Real-time uses cases (<10 ms)

O Transport networks, fronthaul and backhaul
 NFV infrastructures

1 End-to-end slicing

U Forecasting security incidents

O Security
O Application functions

ZX: ‘Al and ML - Enablers for Beyond 5G Networks' (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
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HE=.5G PPP2| Al/ML Use Case

O Network Planning Use cases

Use Case SGPPP Project

Network element placement problem ARIADNE

Application of ML to dimensioning C-RAN clusters 5G-COMPLETE

Network Planning Use cases
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HE=.5G PPP2| Al/ML Use Case

O Forecasting network characteristics and events
= Use cases for forecasting network characteristics and events

Use Case SGPPP Project

Synthetising high resolution mobile traffic 5GZORRO
Efficient mobile traffic forecasting 5GZORRO
Improving QoS with Forecasting Technigues SGROWTH
QoFE Inference SGVINNI
SLA prediction in multi-tenant environments 5G-CLARITY
Complex event recognition (CER) & Forecasting ARIADNE
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HE=.5G PPP2| Al/ML Use Case

O Estimating user locations

= Use cases for estimating user location

Use Case SGPPP Project

Al assisted sensor fusion 5GSOLUTIONS
5G Localization based on Soft Information LOCUS
5G Localization based on Sequential Autoencoding LOCUS
ML assisted LoS/NLoS discrimination 5G-CLARITY
88
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HE=.5G PPP2| Al/ML Use Case

O Non real-time use cases (>0.5 sec)
= Use cases for non-real-time RAN aspects

Use Case SGPPP Project

RAN slicing in multi-tenant networks SG-CLARITY
Radio Resource Provisioning in multi-technology RAN 5G-CLARITY
RL-empowered User Association 5G-HEART
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HE=.5G PPP2| Al/ML Use Case

O Near real-time use cases (10 ms — 0.5 sec)
= Use case for near-real time RAN aspects

Use Case 5GPPP Project

Near-real-time traffic steering on eAT3S 5G-CLARITY

Demand-Driven Power Allocation in 5G-enabled Wireless | AFFORDABLESG
Networks
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HE=.5G PPP2| Al/ML Use Case

L Real-time uses cases (<10 ms)
= Use cases for real time RAN aspects

Use Case SGPPP
Project

AIML for joint MAC scheduling across gNBs LOCUS

AI/ML for Channel Modelling ARIADNE

Prescriptive  Analytics and Channel Estimation to optimize | ARIADNE
Reconfigurable Intelligent Surfaces (RIS)
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HE=.5G PPP2| Al/ML Use Case

O Transport networks, fronthaul and backhaul
= Use cases for transport network related aspects

Use Case SGPPP Project

Triggering path computation based on AI/ML inputs SGROWTH
ML-based Traffic management using programmable | SGROWTH
switches

Dynamic Load Balancing TERAWAY
Efficient per flow scheduling in programmable transport | 5G-COMPLETE
networks

Determine optimal FH/BH functional split 5G-COMPLETE
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HE=.5G PPP2| Al/ML Use Case

O NFV infrastructures

= Use cases for virtual network infrastructure related aspects

Use Case SGPPP Project

Federated Learning across MEC and NFV orchestrators 5GZORRO

Resource allocation for Service Function Chaining 5G-CLARITY

Dynamic Resource Allocation in NFV infrastructures 5G-VINNI
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HE=.5G PPP2| Al/ML Use Case

O End-to-end slicing
= Use cases for E2E network slicing related aspects

Use Case SGPPP Project

Automated end-to-end service assurance SGVINNI
Proactive resource reservation in e2e slicing SGSOLUTIONS
Joint slice admission control and resource allocation MONBS5G

Joint slice-based demand prediction and resource allocation | SG-TOURS

Al assisted slice isolation 5GZORRO

Al/ML-based Decision Making for Slice Optimisation SGENESIS
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HE=.5G PPP2| Al/ML Use Case

O Forecasting security incidents
= Use cases for security forecasting

Use Case SGPPP Project

Network Traffic Inspection 5GZORRO

Real-time detection of DDoS attacks INSPIRE-5GPLUS
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HE=.5G PPP2| Al/ML Use Case

O Security

= Use cases for network security related aspects

Use Case SGPPP Project

Moving Target Defence for Network Slice Protection

INSPIRE-5GPLUS

Robust Self-Protection Against App-Layer DDoS Attacks

INSPIRE-5GPLUS
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HE=.5G PPP2| Al/ML Use Case

O Application functions

= Use cases for application function related aspects

Use Case SGPPP Project

Dash prefetching optimization

5GZORRO

Q-Learning application to federated scenarios

5GROWTH
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