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< H3A9| Oj0|3 2 MH|A: How to embrace microservices in telecom (infosys)

» Redesigning BSS

» Redesigning OSS N

- Redesigning Network Redesigning
Business Support
Systems (BSS)

2.
Redesigning

3.
Redesigning
Network Microservices
in telecoms

Operations
Support Systems
(OSS)

Source: https://www.n-ix.com/implement-microservices-in-telecoms-effectively/
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< T2 E#EQ| OI0|3 E A{H|A: Interest in microservices has grown exponentially, as
demonstrated by search trends on Google. (2022)

Worldwide ¥ 2004 - present ¥ All categories ¥ Web Search ¥

Microservice continues to grow

Google Trends of 'Microservice
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Source: https://www.linuxfoundation.org/blog/blog/the-tars-foundation-the-formation-of-a-microservices-ecosystem
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< A& Oj0|3 E MH|A: Microservices Architecture Market by Industry Vertical (2020)

« According to a report by Allied Market Research, the global microservices architecture market
size estimates to reach $8073 million by 2026, registering a CAGR of 18.6% from 2019 to 2026.

— oo 2o

o () @ @ > @
Q‘}@ & q’}o o°s o';’\ ¢ 9
s & X S S &
@ & 3 ) >
§ S S & &
ey G 3 o
& N
~\
&
Q_

Banking, financial services and insurance (BFSI)
Source: https://www.alliedmarketresearch.com/microservices-architecture-market#:~:text=The%20global%20microservices%20architecture%20market,18.6%25%20from%202019%20t0%202026.
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4

* Industrial Edge

« ML/AI

« mmWave/mMIMO
* Private network

* NR-Lite

« Zero-energy Radio
* Virtualization

* OpenRAN

Network agility and intelligence
Zero-touch management and orchestration,
Edge Computing, Privacy

L
&? ML/AI 2
A% : &)
@ Video, ")47 4
eMBB-uplink & Imaging /47’900
HD Video, ‘k""\(\b eMBB (o)

Machine vision

5G for
Industrial loT

Private network

Integrated communication

~and localization
Positioning, Autonomous driving

Source: https://www.researchgate.net/figure/Beyond-5G-vision-5G-architecture-and-design-trends-for-1loT fig2 354884463
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» 5G ™ 2kl lloT(0l): Beyond-5G vision, 5G architecture, and design trends for lloT.

eMBB-RT
XR, Tactile/
Haptic
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< DHIYU-Z /ot 00| 2 MH|A (Of]): Motivating scenario ‘a smart public space system’.

« A user issues a complex service request to a pervasive computing environment. Connected
entities offer their hardware/software capabilities and local data as microservices.
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Source: Chen, Nanxi. Mobile Microservices (p. 6). CRC Press. Kindle Edition.
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» DHIYZS fiet Ofo|3 2 A{H|A (O]): A composite service to satisfy a complex task

Pedestrian t

Pedestrian

2

-~

Environmental Agency

Anne2 10Km Egjo|d
SensorsQ AI‘OI%% 'cl,' 6“ 'CTI>_7|2?:||OI

X2 AR E |siH,

20LERQIX|E 7HX| 11 QUCE.

&_ /
Vehicle q;‘] Mobile app E!D

Road-side unit
4

Weathe'r“n a

Bus sensors and stations Taxi

- .
R Anne
g Road-side unit

City wayfinding

Source: Chen, Nanxi. Mobile Microservices (p. 7). CRC Press. Kindle Edition.
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» EHUE 9|

rot

OO A 2 M H|A (O]): A composite service to satisfy a complex task

Routing Composite service

- . |Pedestrian

Routing

Navigato Route : Route :
r H . . . .
: Navigation Filter :
Filter Pedestrian - g :

G: Less polluted

raining route

Toxic gas sensor Environmental Agency

n
PM 2.5 sensor Real-time :

G: Air quality
PM 10 sensor indicator

AQl

— G310 km Iess§

~~ e Air pollution bolluted  : Real-time

Traffic model raining :weather

Ozone sensor ) | Mobile app \u u oute :

Audio EBuilmg

Persistency v

Index @)

Audio direction:

U
Vehicle| -

G: Local pollution

Wind sensor Real-time gt
weather

bl Weatherses : Audio 10 km

sors and stations #ss polluted
training route

LiDAR  Building Temperature A Anne
=~ | Road-side un
City wayfinding (S o )

Air Quality Index (AQI)
Source: Chen, Nanxi. Mobile Microservices (p. 7). CRC Press. Kindle Edition.
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< DHIY-Z /et 00| 2 MH[A (O]): Input and output data of the composite service

\ T AQI navigation composite service (Urban outdoor air pollution)

Route filter

O O O O Text to

History AQI

O

@) PM10 sensor O AQl prediction

@) Image to Text Audio

Real-time
Navigator O AQl
RM2.5 sensor

Real-time traffic " .
Pollutant persistericy index

O

Real-time
weather O

Pollutant dispersion index

O

Building

Input data: current location + speed Output data: 10-mile less polluted audio route

[ = cilolEf: ¥ 91X + 23 ] [ £ H0[E: 10 OtY MY AZ (24) |

Source: Chen, Nanxi. Mobile Microservices (p. 8). CRC Press. Kindle Edition.
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I Twitter Architecture 2022

people
discovery
service

GraphQL

tweet/user
content hydration,
visibility
filtering

B Twitter
Frontend  yr7p TLS-API
(TFE) EUCICEREE  (being deprecated)

Read Path
Next-gen System

iPhone —» Federated >
web Strato Column
« inject ads, who-to-follow, B¥=T-Yel A

« conversation module
« cursoring | pagination
« tweat deduplication
- served data logging

ZEE QM2 REST API(2tLEZ20|EE)E GraphQL(O}O|E/¥I8)E 0| &
o= ErQizfel 3 B UM = Chdet 00|32 MH|AF FZESI ZHIX Hd
O|F ¢lof cidot AF0{T, HZ MH|A AR

! onboarding
A A
Timeline
Leq  Scorer

Home Scorer

)

Timeline Mixer Feature Hydration

¥ \/ Y

Candidate Sources

onboarding

=

Candidate
Fetch

— \ £
B3
EarlyBird

A

Home mixer

v
Prediction Service

RS

Source: https://twitter.com/elonmusk/status/1593899029531803649?s=46&t=falozJuMU3hLOC57z73PjRg&fbclid=IwAR10PJtYjeNQ-9GIgQPSH sx7is49mmuAE2BB3ZCzcniUaWqgcXb7UFMJniU
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Architecture) WA EC} O M 22}

Source: http://www.tta.or.kr/data/weeklyNoticeView.jsp?pk num=5193 - depleted
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< O}0|3 2 AMH|A (OIOFE AWS2| MSA H2|)
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1. MONOLITH 2. MICROSERVICES
(e ) ( \
2
|’ ! 8 Users
' Users !
' ] e
NCICC e CIe e Users Service
! Com— b
e
| = Threads | =
i — | >3 c—— [hreads
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ ——
1] \ e
: @ Posts : Threads Service
| ! e
| QO A
. J/ @ Posts
node.js API Service

S

Posts Service

Source: https://aws.amazon.com/ko/microservices/
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< OO|ZAZMH|A (O0|A2AZE Azure2| MSA H2)

L)

. DRO|2L2 MH|AE X3, S|, =2 sl ZEEI0| UALICE S| A7E WX Ho| ZHgstn
ox| malg + Az

. Zh MH|AE B2 N Ho| Ha|F + s WY TEH|o| AL

. MHIAS SYHOR HES £ YSLICE 0| MK Of S| 0|MS A LES T US| RIE
7|E MHIAE AL0|ES & QaLC

- MHIAZ} i DO|E] i 9|5 MENE SX|oof FHLICL Ol= HEQ| 0| 3[0|0j7} K o|E

X448 Halshs 71= 2 e atel *POI"W'LIEF

. MH|AT} & HO|El APIE AL23I0] M2 SAMBHLICH 2 MH|AO| L 78 N5 HEE OH2
Mu| A0 M & AT},

- CHEXIA TEAYYS XYBLCL OIS S0f MH[ATH SUS 7|% A8, 2o|=ayz| £
ZYUYIE 3RE WAt YBLCL

Loosely Coupled (=&%F ZA%) Reference ‘OpenStack’ : Slide 357, Slide 358
Source: https://docs.microsoft.com/ko-kr/azure/architecture/guide/architecture-styles/microservices
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% Less dependencies. Business functions are built in parallel, reducing complexity.

MONOLITH DEVELOPMENT LIFECYCLE MICROSERVICE DEVELOPMENT LIFECYCLE
2 WEEKS
L -~ ’
B A Q R4 k=4 o 5 Build -» Test -—»
pSve
N — 2 MONTHS
a Q M B sessssssssssssssssssssssnsssssnnsssnnns
Bt ) PR Q . &= uuusvc Build -» Test -—»
~— — -
CE LS Buld — Test —»
- g Build -» Test -»
!g t::_: t;‘:; !:‘_Z' - = T Build =+ Test —»
By ) M psve
Single Team Monolith Delivery Muitiple Microservices Delivery
Application Cycles Teams Cycles

Source: https://beesion.com/development-process/
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% Benefits of microservices architecture in telecoms (N-iX)

Increased time-to-market of new services Better security

| ME2& MH|AQ| Time-to-Market 57} | l O L2 Hot J
Easy management of seasonal scalability needs Easy adoption of new technologies

[ 3 Bal 2ls ] [ M| 8 33 J
Effortless customization and upgrades No service interruption while testing
[ S ERENERE ] [ 293 A3 ]
Flexible maintenance Improvement in resource utilization
( St #a ] ( Xl &g B J

Painless integration with 3rd party applications

[ H3eol ol S8 = ]

Source: https://www.n-ix.com/implement-microservices-in-telecoms-effectively/
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% Key 5G Features in 3GPP Releases 15, 16, and 17

N A \
o # i
i} o X3 ¥
® . g G
e Al 1wy
Leading 3GPP W B 2%
evolution of Release 15 Release 16 Release 17 Release 18+
5G NR 7|& 7|8 || Use case / 2t¢] &l [ XI&H 2t / 7HM 5G Advanced >
P TN 9 s HIx|4
- | a ) Aoleya
i / e Etc. :
~ A
e [ s

SBA: Service-Based Architecture

RAN: Radio Access Network

MTC: Machine Type Communications
loT: Internet of Things

API: Applications Programming Interface
MEC: Multi-Access Edge Compute

NSA: Non-Standalone

SA: Standalone

V2X: Vehicle to Everything

Source: https://www.3gpp.org/specifications-technologies/3gpp-work-plan

WLAN: Wireless Local Area Network

NR: New Radio

NR-U: New Radio Unlicensed

HARQ: Hybrid Automatic Repeat Request

IloT: Industrial Internet of Things

URLLC: Ultra-Reliable Low-Latency Communications
NPN: Non-Public Networks

LAN: Local Area Networks

MIMO: Multiple Input Multiple Output

5G Phase 1
Release 15
(2017-2019)

5G System and Packet Core:

+ SBA-based architecture

¢ Massive MTC and loT

¢ API Exposure to third party
* Cloud friendly (SBI)

* Network Slice as a Service
« MEC

RAN:

New Radio specification

NR NSA (option 3x)

NR SA (option 2/4/5/7)

Wide bandwidth (~400 MHz)
Wide Freq Range (up to 28GHz)
Elndustry verticals:

s V2X Phase 2

i* Mission Critical Interworking
WLAN and unlicensed spectrum

5G Phase 2
Release 16
(2018-2020)

5G System and Packet Core:

* Anchored NR-U

» Standalone NR-U

* Integrated Access and Backhaul
(IAB)

* CAPIF enhanced

RAN:

* NR Positioning

* NR Coverage

¢ UE power saving techniques
* HARQ enhancement

» Enhanced Scheduling

¢ Coordinated multi-point (CoMP)
Industry verticals:

* Time-Sensitive Networks

¢ (C-V2X enhancement

¢ lloT and URLLC support

¢ NPN support

Arod

—

Phase 3
Release 17
(20202022 expected)

5G System and Packet Core:

* 5G LAN type services

* 5G Wireline and Wireless
Convergence

* Edge Computing in 5G

* |AB enhancement

* Network Slicing - phase 2

e Multi-SIM

* Access Traffic Steering

RAN:
NR Coverage enhancement
NR Positioning enhancement
NR Quality of Experience
NR MIMO
RAN Slicing
Multi-Radio DCCA enhanced
Industry verticals:

¢ |loT and URLLC enhanced

¢ NB-loT and LTE-MTC enhancement
* Unmanned Aerial Systems

* Satellite components

¢ Enhanced V2X Services

* NPN enhanced

o
B
B
B
.
.

.
3
.
.

Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.

®e O

JS Lab




129X, ‘MSA2} 5G HIEL3T’

% Key 5G Advanced Features under Study in 3GPP Release 18

5G Advanced
Release 18

J o B Ll :
® b 0 = .
/)F\\ 9 ‘F‘r_ § ﬁ’ -

Public Network (NPN) enhan
stionality Chaining (SFC) in 5G

d fused location service (LC

cements aimed at non-3GPP deployments
ystem
apability

Leading 3GPP P24

evolution of

%
%

Release 15 Release 16 Release 17 Release 18+

. »
- > i
5G NR 712 718 | Use case / AF i || XS5 &fl 7 A0 5G Advanced ‘Ag
00 v ’ . nhancemen 1GeC
v ~ ' :
= 4 :lllxllll%. o Sidelink En ) im y enhancements, and so on
= ) e NOEHE] . f link MIMC ssion Reception Points (multi-TRP) and multibeam

o ) Etc.
~ R )

.

.

L -

. t )
Mg S pomeines, o s e Enhanced inter-gNB

*  Minimization of Driv

. Slatior

.

.

and Self Organizing Networks (SON)
High Altit 1 (HAPS)
UE Powe
SBA: Service-Base WLAN: Wireless Local Area Network {Exlum'i&
HAPS: High Altitude Pl NR: New Radio : ft:;ng\
RAN: Radio Ac SFC: Service Functionality Chaining , M“ML >

MEC: Multi-Ac NTN: Non-

NSA: Non-St

SA: Stan e

V2X: Vehicle to Everything LAN: Local Area Networks
MIMO: Multiple Input Multig

strial Networks

ndustry verticals

vax - —- HXY HE}Z

* Non Terrestrial Networks . tE-IE
e Ra e
. L Non-3GPP H|HS CHH M

-3GPP and unlicensed spectrum

Source: https://www.3gpp.org/specifications-technologies/3gpp-work-plan
Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.
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% 5G Core2| ECI L3}

* 5G Core2} RAN (Radio Access Network)

L]

=
"

CBCF (Cell Broadcast Centre Function) MEAHES 2N .
CHF (Charging Function) 2etel/emetel g8 HAIZ utg 84 E
NEF (Network Exposure Function) HELR 7|5 e &84 E
NRF (NF Repository Function) 56 Y U NF SIS Mol &7 .
NSSF (Network Slice Selection Function) HES3 &etol4 Hof &2 E
SEPP (Security Edge Protection Proxy) 22t 2 A 0| EL|0] E
SMSF (SMS Function) BIAIRI(SMS) A2 915 % A 524

HPLMN (Home Public Land Mobile Network)

5G Core RAN Reference '5G 8&tA{H|A EHIAEH E" Slide 360
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% Comparison of 5G and 4G

Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.

4G

5G

- 4G
A Telco DC  Transport to Internet/
— :
Mobile Broadband 4G Radio ~ Backend Transport KB Roaming Partners Q
and Voice Node (eNB) = Service Provider
4G Telco DC Applications and Internet
Virtualized Cloud-Native 5G

Disaggregated RAN Network Functions with APIs

5G Public Cloud

i
) v
g WD
Mobile Broadband o
Internet/Roaming

-
5G Radio 2SOt CEER Transport CEE Partners Q
Node (gNB) = =
A 14 .n MEC Centralized 5G Service Provider
:g; i\ e » Network Functions Applications and Internet

Ultra-low Latency Use Cases

Distributed 5G Network
Functions and Edge Services
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% Migration from 4G to 5G

5G NSA Core 5G SA Core SA 5G/4GCore

& > >

Core B4GCore S48 4GCore 4GCore a Wil | 5G/4G Core 5G/4G Core
EPC i=s EPC EPC g 5GC/EPC 5GC/EPC
Base ” || 4G | 5G | [
Station Subscriber Subscriber
“:cr:l::; 5:‘: ;C:L:Lane ((i)) ((i)) ‘@ (’(( ’)‘ - Control Plane ((i)) (’(( )); - Control Plane
Network ) . N User Plane - User-Plane_ - User.Plane

(D)

X _

p @Esy v/ ) N WS V4 J&J&@
D :::bilo D ::b"' D :::bile D :::bilc D mobile D ::b"' D mobile

Source: https://www.nec.com/en/press/202202/global 20220222 03.html
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% 4G and 5G Interworking

Séa N8
HSS + UDM
| N10
N15
PCF
e // KN I N7
L 7/ \ N11
PGW-C\|+ SMF
I
i ]; N4
S5-U ]
\ PGW-Uj+ UPF
1
Y 7
\\-—/
SGW
S1-U N26
MME AMF
N2
S1-C N1

HSS: Home Subscriber Server SMF: Session Management Function -w
UDM: Unified Data Management PGW-U: PDN Gateway - User Plane 4G eNB 5G gNB
PCF: Policy Control Function UPF: User Plane Function (E*UTRAN)
PGW-C: PDN Gateway - Control Plane SGW: Serving Gateway (NG-RAN)
PDN: Packet Data Network MME: Mobility Management Entity

AMF : Access and Mobility Management Function

Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.
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«» 5G SA Architecture

AMF: Access and Mobility Management Function
UPF: User Plane Function

NGRAN: Next-Generation Radio Access Network
NG: Next Generation

5G 30
co Y 5GC
| : 4~ (5G Packet Core)
| AMF/UPF AMF/UPF :
A . - o ;
5G interfaces, examples:
NG _ NG NG 4 N1,N2,N3, N4
_— 5G Base Station
NG-RAN Xn NG-RAN 4

Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.
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<+ 5G Service-Based Architecture

, i SBA
’ “\ (Service-Based Architecture)
[ 5G 30f : UDM NSSF NRF PCF AF NEF ' SBI
: ';;,,/f/: (Service-Based Interface)
| Nudm  apy rTPIISON) NSS! ot Nodt Naf e T 1 |
E Namf Nsmf Nausf /,,,3,/-—— Network Functions
: ——t [
| scP AMF SMF AUSF il i
N1 N2 N4 Control Plane
Data Plane
N3 N6 Data Network/Internet
N9

AMF: Access and Mobility Management Function NSSF: Network Slice Selection Function

AUSF: Authentication Server Function UPF: User Plane Function

AF: Application Function UDM: Unified Data Management

SMF: Session Management Function UE: User Equipment

NEF: Network Exposure Function SEPP: Security Edge Protection Proxy

NRF: Network Resource Function DN: Data Network

PCF: Policy Control Function SCP: Service Communication Proxy

NGRAN: Next-Generation Radio Access Network
Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.
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% 4G 2} 5G N|0{™H(Control Plane) Z2ZEE H|w

4G 5G

| GTP | JSON
UDP/TCP i LRHLEE
IP | LS
TCP

i Diameter I o

i SCTP i

P i

Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.
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% Transitioning From 5G To 6G

1G Mobile: AMPS, TOPS, C-450, Radiocom 2000, and All Those Japanese Ones
2G: Mobile Goes Digital

3G and 4G: The Internet Arrives

5G: Connecting All the Things Past, Present and Future of Mobile Networks

6G
* Cyber-physical
« Interaction
* Internet of Senses

5G * Extreme connectivity with
MBB Terrestrial and Non-Terrestrial
= Integration
uRLLC

Digitalization of

Mobile Broadband sqcieties.cnd
App economy industries

Mobile
16 : Internet

. lobal voi Il
* Local voice calls RICRRNOcR S

Source: https://semiengineering.com/edps-transitioning-from-5g-to-6g/
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% 6G Cloud-Native System (IEEE)

» Vision/Challenges/Architecture Framework/Enabling Technologie
o Wide-area cloud formed on 6G cloud-native system

Source: https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9882121

Applications

N
Digital Twin } [ XR J { Gaming } {HealthCareJ [ Industrial J [

6G wide-area cloud

6G Computing/Communication/Data Service Exposure Layer

|
[ VNF/CNF ]VNFs/CNFs ]

=
Computing services (e.g., infrastrucuture services,
platform services, software services)

Device Service
Enablement

I
[ 0s ] [ 7|‘*°|' EI‘% I Virtualization Envionments ]
I
Device
Hardware and [ '61-5-?-," O'I I Computing/Networking/Storage Infrastructure ]
Modem I

ﬁﬁiﬁ—ﬁﬁﬁ—ﬁﬁﬁ

RAN clouds with
communication and
computing functions

Mobile Devices

CN clouds with Regional Central
communication and datacenters in datacenters in
computing functions data network data network

....... Wireless S Wireline

Link
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» Service-based architecture for 5G core network.

~

ECER T - (EgdolE 2g2x | h

E_I;I;:t_v;f;)rk Resource Management i i Shared Data Storage i
'(NWDAF ) (NSSF ) (NRF| ' [UDSF | [UDR|
SN (VNP DU S — [ s
- Pagket Controller | | Subs¢riber Manggement

[ ' (AMF| [SMF) |  [AUSF| ([UDM | |[NEF)

, kb sl S S — T E—— |

N
/ N3 IE— N6 (

UPF i Data Network}

Source: https://www.sciencedirect.com/science/article/pii/S2352864822000815
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< NEF2| 2|5 3rd Praty Oj Z2|#|0]/40|L} MH|A KA
% N6-Based Traffic Forwarding for 5G LAN-Type Service Deployments

N\

NEF exposes 5GC CNFs
to external third-party Third-party Applications/
applications/services Services
'4 - _' T
! | UL/DL traffic forwarded to
UEs served by /from DN using N6 tunnels
different UPF NEF |
|
|
= 4—— N3 ——> N6 -
«— A > i v
am \ UPF )
UE 1 5G AN/RAN —_ e —
( i N Data Network (DN)/Intemet
— | g
<« » A “«—— N3 ———t+> < — N6
==
| UPF
UE 2 5G AN/RAN ‘ |
| NEF exposes 5GC CNFs
‘ I to external third-party
| NEF | applications/services
l\, P
UE: User Equipment DN: Data Network Third s ;
RAN: Radio Access Node UL: Uplink b -pasrty Jppicalions.
AN: Access Node DL: Downlink g
UPF: User Plane Function NEF: Network Exposure Function

-\

Source: Nair, Pramod (2021-12-06T22:58:59.000). Securing 5G and Evolving Architectures . Pearson Education. Kindle Edition.
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% 5G Core SBA along with IMS Core and MEC System. Source: Ivezic 2020

Network Resource Management Signaling Policy IMS

Hof E9l
Packet Controller Location Services Subscriber Management
S (S .\ G - U s s e Y i e e e e A 2R
Access Networks User Data and Shared Data MEC System
Packet Gateway Envi -2
nvironment %
s /\ MEC Orchestrator 28
loT RANN S —3
2NN = Edge /U—PF ...................................... ek =
\ g UPF i
Non-3GPP Gateways \—\ '<I?I' x-i % E-“ 9_] %
: ¥ 1 T O
@ [ | Redgional\| \CupF i [ e n:g» |2
W-AGF : . 8 g 5 g
.AGF 83|25
@ [ Central —— et NFVI MEC Platform 3[%2
Network
5G Core Service Based Architecture with MEC System and with IMS Core
Source: Marin Ivezic, https://5G.Security O e eie Q HiserPrane Shared Data Layor

Source: https://devopedia.org/5g-service-based-architecture
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*»*» 5G Service-Based Architecture

[ SBA (Service Based Architecture) ]

: AMF (Access and Mobility Management Function) : Service Based T °®e — =
: : « | — - v— axs
: ANF UPF AMF UPF : Architecture \ _—t 7N o/ N =
H NG-C! | NGU NG-C! I NGU E SBA API ) N -
H : : . ~ / )
. [oe = E | I NE F NRF Ul)/\\“ P(f‘ /—\r
: | Xl | cuce cu.up : o Nnrf | 'f i
. RRC | soap rre o SDAP Central Sbl Message
E e s o rocec|| = [[Poceu ot . vey - N N7
H RLC - 1, Higher Layer E r at
. F1-C | F1-U Split . @ =
H MAC H
: DU =5 H N12 I_I' 1 | N1 p
: PHY o = B B |
| et || ~
: PHY-high : NSSF AUSF AMF SMF
E i _._FE;C R 1 U | Low;;ﬁtayer E AUSF: Authentication Server Function N1 N2 N4
. - NEF: Network Exposure Function
: RRH Remote I P : SMF|(Session Managétnent Function)
. g m H NRF: Network Repository Function
1S G NR gNB Interface Types _ RodioHeed PGP Pl Cantiol Fuctin 56 712
H H NSSF: Network Slice Selection Function 5o Ef
E :"“\‘ UDM: Unified Data Management B3
: : . AN ]
i https;//www.rfwireless-world.com/Terminology/5G-Interfaces.html 3 N\ )
c “\‘ N6 : (‘ ’) E N3 * N6 ,{\5
j : N (N
— sommim =1 —— . — A UE : gN B i UPF Data Network
5 . N ” : (ON)
""""" S rrrrrrernndt

Source: https://www.metaswitch.com/knowledge-center/reference/what-is-the-5g-session-management-function-smf
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< 2E A0 Y33 (0): Open Core Network Project Group

» The goal is to innovate on the packet core technologies across any access wireless
networks operating on licensed, unlicensed and shared spectrum; develop microservice,
orchestration and automation frameworks on OCN platform, and support an ecosystem
of developers, OEMs, Sls, MNOs, and ISPs around OCN based solutions.

4G

5G

@

é
:

e\
&

Wi-Fi

Orchestrator
(Private /
Public Cloud)

API API API API API

Open Core Network
MS = Microservice
@ Internet
(s

Deployment ,’/
8 y 8§ X86 Server Automation
Q . “ (eg: Enterprise site) Data Center
Access Core Internet
Source: https://telecominfraproject.com/open-core-network/
o0 JS Lab
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< OFOFE AWS Private 5G A{H|A

« AWSZ} AMH 7|99 2 AWS Private 5GY M EE H|S (37H2] MEH SM H|3)
1) 5G 20{ UPF= D12, Control Plane(AMF, SMF,...)2 AWS 22t = (Region £= Local Zone)

= o
T DO:|_I_

2) JIGUol= RUB &0 UHHXI= 25 AWS 2t E0
3) 5GY Full SetE J| LA & X

Qa 4 0O

Buila a aynamic map or your cloud

Seoul ¥ James Jong Seog Ahn

Things
ahachine CloudFront
Learning Global Content Delivery Network
Management
& Governance Direct Connect

A Dedicated Network Connection to AWS
Media

Services

Global Accelerator
Improve your application’s availability and performance
using the AWS Global Network

Dpleyenties Deploy and scale private mobile networks on-premises

Route 53

Scalable DNS and Domain Name Registration

& Quantum
Technologies

&5 Robotics

VPC

Isolated Cloud Resources

Source: https://ap-northeast-2.console.aws.amazon.com/console/home?region=ap-northeast-2#

Ho

Order
From the console, specify
the coverage and capacity
requirements for your
private mobile network.

Manage
Operate and manage your
mobile network and
connected devices as any
other AWS resource.

B2

AWS Private 5G
Deploy, manage, and
scale your own private

mobile network

@

Install

AWS delivers your network
hardware. Attach power and
internet connectivity.

243t

Activate

Open the console and
acknowledge hardware
receipt for automated
network configuration.
Insert SIM cards into
the devices to connect.

()

Scale
Easily adjust the network
capacity and number of
connected devices to match
your business needs.

3
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% Deploying DISH’s 5G Network in AWS Cloud

« AWS2| RAN €4 W
« DISH Network is deploying the first stand-alone, =
cloud-native, autonomous 5G network. ‘ ’

()| AW Local Zone

UPF

CuU-upP
5G Core

BEDC |

PEDC
DX DXGW
HEM M2 |
i
5G RAN RAN on
NDC
Source: https://d2908901vomagb2.cloudfront.net/c5b76da3e608d34edb07244cd9b875ee86906328/2022/02/27/Figure-3a.ond T
JS Lab
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% O}OFE AWS Private 5G A{H|A Price

« Example 1: loT devices in a manufacturing facility
Cost calculation Total cost
AWS Private 5G radio unit 1x$7,200x 2 $14,400
Data transfer intra-Region 13 GBx $0.02x 2 $0.52
60-day cost $14,400.52
« Example 2: Video streaming from security cameras at a construction site
Cost calculation Total cost
AWS Private 5G radio unit 1x$7,200x 2 $14,400
60-day cost $14,400
« Example 3: Higher education campus—Outdoor coverage for staff
Cost calculation Total cost
AWS Private 5G radio unit 1x%7200x2 $14,400

Data transfer out, under the global monthly AWS Free Tier 100 GB x $0.00 x 2 $0
Data transfer out to web services and to tablets 2,760 GB x $0.09 x 2 $496.80

60-day cost $14,896.80

Source: https://ap-northeast-2.console.aws.amazon.com/console/home?region=ap-northeast-2#
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< OIO|3AE2AIZE Azure ‘private mobile network’

51 Jjsahn2@hotmail.com g
FE o0& 0 A DEFAULT DIRECTORY @

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Mobile Networks >

Create private mobile network - X

Basics SIMs  Tags  Review + create

] jsahn2@hotmail.com
E Q & @ A DEFAULT DIRECTORY

VLR ETSN © | © search resources,senvices, and docs (G+/)

Project details
AZUFSISOIVICEs. | i n . Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
L -
manage all your resources.
Ll .
+i @ b A » @ o
LTI
= » " Emmmma
Createa w Mobile a Private Link ExpressRoute " ERDTLE OB m w\irial Oy Virtual o ‘ s I
resource § Networks - circuits Direct gateways - :eTw'or R LTI I " SUbscnptlon @ Free Trial RS
:
Cannnnnnns’
&> Lg! — Resource group * © [ v I
Virtual Virtual More services Create new
networks machines.
Instance details
Resources
Mobile network name * © ‘ l
Recent  Favorite
Region* © I Korea Central v l
Name Type Last Viewed

€ The selected subscription is not onboarded for a trial of this service.
Please select a different subscription, or contact us to arrange a trial.

Review + create <P
. nnmnn

Source: https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft. MobileNetwork%2FmobileNetworks

sussssussssnsnannsnannnnnnnnnunnnnnnnTennnunununnnnnnnnnnunnnnnnnnnnnn

s E s AN NN NN AN AN AN AN NN NN NN AN NN N AN NN NENNNNANENNENENEEEEEEEEEEEE

s l Next : SIMs > ‘O?Give feedback
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*+ Service Oriented Architecture (SOA)

*+ Microservice architectures (MSA)

__________________________________________

¢ Cloud Native Architecture (CNA) i __Microservice Based Architecture _ !
SOA (Service Oriented Architecture) MSA (Micro-Service Architecture) CNA (Cloud Native Architecture)
Servi Micro P _ Micro % P _ % Micro
ervice Service [P gl service 12 | =2 Service
> . . o » o
. P ¢ Micro Micro J le a3
SRR D il Service Service < [0 2
. . Micro M R Micro Micro o |3
SRR Selleo Service N B Service Service g &
L Kubernetes/Service mesh i
Spring Cloud vs. K8s H|1l: Slide 361
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% Comparing SOA, microservices, SBA and monolithic architecture.

Architecture SOA H-service SBA Monolithic

Criterion architecture

Agility Low High Medium Low
Deployment Low High Medium Low
Testability Low High Medium Medium
Scalability Medium High Medium Low
Performance Low Medium Medium High
Simplicity Low Medium Medium High

Source: Comparing SOA, microservices, SBA and monolithic architecture. Source: 5G-PPP 2018, table
Source: https://devopedia.org/5g-service-based-architecture
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5G System with 5G Core Service Based Architecture(SBA) + IMS Core

\/
0‘0

5G Core SBA Color Key

User Control [~ har -
Plane Plane Shared
Data Layer

Subscriber Data Storage

5G Core Network Functions

Network Resources Management

(=) (o) €

Signaling

Source: Dell’Oro Groun

Source: https://www.delloro.com/5g-core-are-we-ready/

0 [o)
o H[of F&
4G/5G
Non-3GPP Packet C ol ~ Location Services Subscriber Management
Gateways 51 fm 7 e e 5 5 1517 1m0 5 0 i, it 2 1m0 i 1 1
Untrusted . O T [¢]
Non-3GPP N3IWPHH A \ 7 X =ef 9l | e
etworl
— UPF
Trusted ~ \_/
Non-3GPP p~ TNGF = \_\ \
Network Edge DC UQ /_,
Wireli -2 Data
CSE ) W-AGHHT- (L nosmmartte ) A\ \Data
ey e ( coirarte )
apable |- .
OverpWLAN Central DC
User Data and Packet Gateway
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% HIZ=AL (O]): Metaswitch
« 5G Caught Up in a Service Mesh
» Service Oriented Architectures

Reusable Reusable )
N x Containers 1 x Container ’ Staticlp @ ——————————ssccsaa=a-

[}
Address E
l :
]
I
(W)(e) |
o ' now M
S N - 2 :
! ]
| ]
(8)(p) -
N J

@ yrRI=

®RE®
®EE®
EEE®r—

<- East / West ->

Multiple functions /one Multiple functions / One function / L < East / West > y
code base or hard-wired distinct elements Multiple features Nt - - - - - - :
Physical or VNFs. Cloud Native NFs. Cloud Native NF.
Legacy Operator DevOps Supplier DevOps

Source: https://www.metaswitch.com/blog/the-service-communication-proxy-5g-caught-up-in-a-service-mesh
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% HIZAL (O]): Metaswitch
« The NRF meets the requirement of our macro SOA controller in the 5G SBA

NF Repository Function (NRF)

Discovery
$9|1J01d 4N

- . .~ .~
L L L L
P = Pt <
L2 L] o L]
Q0 Q0 Q0 Qo
Q U L L
o« o o o

) |9) @) () (3

Consumer Producer

Service Based Architecture (SBA)

Source: https://www.metaswitch.com/blog/the-service-communication-proxy-5g-caught-up-in-a-service-mesh
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*» 5G Cloud Native

* DevOps

* Microservices
« Containers

* Orchestration

(Cloud Native
Application)

** Check 'KubeVirt’
Source: Cloud-Native Application, Source: Samsung
Source: https://moniem-tech.com/2021/06/24/what-does-5g-cloud-native-means/
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/

% Transitioning From 5G To 6G

Past 10 years (Central Cloud)

Applications: Monolithic
Application Migration: On-Prem to Central Cloud

Applications: Non-real time
Centralized Hyperconverged Infrastructure (HCI)

Cloud: Siloed (Migration is not seamless)

Centralized AI/ML algorithms for training and
inference

Traditional Software Release mgmt.,
VM Based (little of Container)
Fragmented orchestration systems & Siloed Clouds

Event, Static Management driven

NOVEMBER 10TH, 2022 - BY: PAUL MCLELLAN

Source: https://semiengineering.com/edps-transitioning-from-5g-to-6g/

Next 10 years (Decentralization driven by Distributed cloud)
Microservices

Applications distributed across multi-cloud or micro-DCs
ultra-low latency Applications

Decentralized Converged Infrastructure driven by integrated
connectivity, compute and storage

Multi-Cloud (Seamless Applications migration)

Distributed, federated, coordinated real time explainable systems
(for decentralized training and inference)

Automated Software Release Mgmt with DevOps and CI/CD
Container based, Serverless
Kubernetes for multi-cloud (Telco, Enterprise and public cloud)

Data driven, Autonomic Services Management

XX
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% Telco BSS priorities

BSS (Business Support System): H|Z=L|A X| &l A|AHIO| Z¢
A0 g2s2 gelsta 2tastst

BSS= SAl ZZ0| R E M |H &= ZHEF
E20| El& Oty AT E

Source: Source: Omdia OSS/BSS Evolution Survey — 2022

What are your top investment priorities to improve monetization over the next 18 months? (Select3.)

5G charging and policy control

Billing systems to support new business models

Al and analytics to improve automation

Migrate systems to the cloud

Upgrade charging and policy control to extend
monetization of legacy (2G—4G) networks

Source: https://www.oracle.com/a/ocom/docs/corporate/analystrelations/technology-analysis-converged-charging-in-5g.pdf

37%

35%

35%

®Oo 090

48%

42%

© 2022 Omdia
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% Adoption of sub-brands by MNOs around the world
- target specific consumer and enterprise segments

North
America

Latin America and
the Caribbean

y.‘

B Mobile operators with sub-brand in 2021
Mobile operators with sub-brand in 2020

Source: Source: Omdia OSS/BSS Evolution Survey — 2022

Central and
Western Fastermn Southern Asia
Europe Europe 2%l

2%

=)

Middle
East

0%
0%

Africa

Source: https://www.oracle.com/a/ocom/docs/corporate/analystrelations/technology-analysis-converged-charging-in-5g.pdf

Oceania Eastern and

South Eastern Asia

%
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< 5G QIZZIo} Oi0|3 2 AMH|A OFF|EIN
* Function(®2|2| 7|5)/DB/Web 7|50| 5tt2| RE0f| S0{7 A= Z2|§ OI7[H X F MSAZ}

Service 1 Service 2

Function 1 Function 2 Micro Service 3t

Monolithic architecture

Service 1

s | D —  BED

Common Services - m‘
DB

’ o

Source: https://news.sktelecom.com/112011
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T Y EL|A2| Micro Service Architecture(MSA) 72 (0dl)

. Service-Based Architecture(SBA)2l Micro Service Architecture(MSA) X| &g} 7|,
AAES EE, MH|A 7R 2tFQl cli/cD 24 58 Sl Cloud Native +X

o
Ul
()

to 4o

M r

UANGEL 5G MSA 3

Ol

YN { UANGEL 5G NFs

Service 5G NF Service VNFC EM VNFC

s - o
VNFC Agent
Service EX CCS Routing .
m N
UANGEL ?|¥P|@/&8 M Service Middleware ? “
UA-OCS
UA-SMSC
UA-CBSC Virtualization Infrastructure “
etc (Openstack,Kubernetes...)

Source: http://www.uangel.com/kr/index.php/products/5g/5g-core/
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% 12 Factor App in Microservices Architecture

 Codebase
 Dependencies
Pe The 12-Factor App
d Conflg 12 ADMIN s, scu satonk oot Sucer
. . PROCESSES o mmm m ";.;:(.:',;c services. Modzc:'npricmoﬂ nmm‘:cmms PoRp—
o Backlng Services DEPENDENCIES bulding hrirods of o natie applcations

. [ [oua] (2 [Fetense
e Build, release, and Run

* Processes

1. LOGS

© Codebase

- Port Binding L
12 FACTOR
+ Concurrency APP
+ Disposability 4 BACKING
. ), SERVICES @ contouraton i 5}
» Dev/prod parity
* Logs

* Admin processes

Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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% 12 Factor App in Microservices Architecture

4

« Codebase
« Dependencies Production
+ Config Qpa,
» Backing Services

e Build, release, and Run

* Processes —>
x | = 0

Configuration
Settings

+ Port Binding
Source Code
+ Concurrency Provisioning Repository
Di bilit Scripts
* Sposa
DI p/ dl d it DevSecOps
* ev/pro ari
P parity >
* Logs
Source Code

« Admin processes Developer

Source: https://www.redhat.com/architect/sites/default/files/styles/embed large/public/2021-02/codebase.png?itok=hOd-QvBN
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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12 Factor App in Microservices Architecture

Codebase
Dependencies

Config

Backing Services
Build, release, and Run

[ 22wzgas )

Makes use of...

jakarta.platform
Id>jakarta.jakartaee-api
8.0.0</v

Processes Application Source i

Port Binding Code or-ectpse mcraprorie
Concurrency “ |
Disposability -
Dev/prod parity e
Logs ot

Admin processes

Source: https://developer.ibm.com/developer/default/articles/creating-a-12-factor-application-with-open-liberty/images/images02.png
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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% 12 Factor App in Microservices Architecture

4

« Codebase

» Dependencies

+ Config

» Backing Services

* Build, release, and Run BEEEEEEN

. Processes  mmemmmissssss,
+ Port Binding APP_PORT=3030 :
» Concurrency ggBEEEiBEE%&EW%Z?Eg:9092 §<—“595 MyApp
+ Disposability : DEBUG=true E
» Dev/prod parity .
isee L — e s o o

* Admin processes

Source: https://www.redhat.com/architect/sites/default/files/styles/embed large/public/2021-02/config.png?itok=BmjfdjDH
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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% 12 Factor App in Microservices Architecture

4

« Codebase

» Dependencies

 Config Production iy,
deploy WUth@,, .

- Backing Services & W"

« Build, release, and Run : >

« Processes '

+ Port Binding

+ Concurrency

 Disposability

» Dev/prod parity

* Logs

* Admin processes

Twitter
MySQL

Outbound
email service

Attached
resources

Source: https://12factor.net/images/attached-resources.png
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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4

« Codebase

» Dependencies

+ Config

» Backing Services
e Build, release, and Run
* Processes

* Port Binding

+ Concurrency
 Disposability

» Dev/prod parity
* Logs

* Admin processes

% 12 Factor App in Microservices Architecture

Build

it - %
i L A P TS

Source Code .-\
i - Quay Container
Repository Ry

Podman
container

Deployment Unit

Release Run
¢ -a—%
PO man
exPon con?ner

apply X Q
@ Provisioning rovisio
e Scripts

p

Configuration
Settings

Source: https://www.redhat.com/architect/sites/default/files/styles/embed large/public/2021-02/buildreleaserun.png?itok=tU10QwgC

Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8

!
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% 12 Factor App in Microservices Architecture

4

 Codebase
» Dependencies

) —
4 Conflg Process A Database

» Backing Services

e Build, release, and Run
* Processes

* Port Binding

+ Concurrency
 Disposability

» Dev/prod parity

— P —
¢ Logs Database Database

* Admin processes

Process B Process D

Source: https://www.redhat.com/architect/sites/default/files/styles/embed large/public/2021-02/process.png?itok=sKKO87wh
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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% 12 Factor App in Microservices Architecture

4

« Codebase

» Dependencies

+ Config

» Backing Services

e Build, release, and Run

* Processes

* Port Binding http://<a_dns>:3030 http://<another_dns>:4040 http://<some_other_dns>:5050
+ Concurrency
 Disposability

» Dev/prod parity
* Logs

* Admin processes

Service B

Source: https://www.redhat.com/architect/sites/default/files/styles/embed large/public/2021-02/portbindings.png?itok=d8Le0wh-
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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% 12 Factor App in Microservices Architecture

4

« Codebase

» Dependencies

+ Config

» Backing Services

e Build, release, and Run
* Processes

* Port Binding

Business
Service

- o
[ o o Data
° o (= g
Concurrency g s BUSiness H— sonae
o oge = : o Data
« Disposability @ 2 SEilee 3
. © [} =
« Dev/prod parity S 3
. Logs Business
Service

* Admin processes

Source: https://www.redhat.com/architect/sites/default/files/styles/embed large/public/2021-02/concurrancy.png?itok=agNxheba
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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% 12 Factor App in Microservices Architecture

4

« Codebase

» Dependencies

« Config

» Backing Services
e Build, release, and Run
* Processes

* Port Binding

+ Concurrency
 Disposability

» Dev/prod parity
* Logs

* Admin processes

Development = Q/A = Production

Source: https://developer.ibm.com/developer/default/articles/creating-a-12-factor-application-with-open-liberty/images/image10.png
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8
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% 12 Factor App in Microservices Architecture

4

» Codebase

» Dependencies

+ Config

« Backing Services
 Build, release, and Run
* Processes

* Port Binding

- Concurrency {Logger) m
« Disposability - event  event event
 Dev/prod parity

* Logs

* Admin processes

Source: https://developer.ibm.com/developer/default/articles/creating-a-12-factor-application-with-open-liberty/images/image10.png
Source: https://medium.com/javarevisited/do-you-know-about-the-12-factor-app-in-microservices-architecture-50bd34551bd8

Event
Store

Interested
Service A

Message Broker

Interested
Service B

!

®o 0
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%  H|ZA} (0]): Cloud Native Architecture

« Samsung 5G Core: Cloud Native Architecture

DB

5G Core NF L,

Mobility NF Comm. ~Session NS Discovery

o

NF+Specific Service

Container

“Interface. DB

Micro-service oo OO0 oo OO0 -

CNF —— m m m NSSF

- V‘\\-. - P

vent—— == Loggmg _ Trace

00 00 0O - 0O 00 -

Common Service OAM Service

O) OOOO0OVVVOUUUO b8

Kubernetes docker

Source: https://images.samsung.com/is/content/samsung/p5/global/business/networks/insights/white-paper/5g-core-vision/5G-Core-Vision-Samsung-5G-Core-Vol.1.pdf
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Function decoupling (complaint with 3GPP)

\/
000

The current monolithic OpenXG-AMF is decoupled into multiple microservices as depicted in the figure.
Source: https://www.sciencedirect.com/science/article/pii/S2352864822000815

Microservice AMF

s
] 1
| |
! Messages i
\

[Kamf, Knas _int,
Knas_enc, K_gnb]

HRES* 7= HXRES*

S 7

Microservice AUSF

|

Authentication Server

[AUTN, Kseaf,
HXRES*, XRES*]

RES* 7= XRES*

)

7/
Microservice UDM /ﬁ Microservice UDR

s ~
5G-AKA
Authentication Vectors
[AUTN, Kausf, RAND, XRES*]
N /

Ve

7

NG

My

SUPI | OPc

Key

~

®o 0
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% Experimental topology.

OpenXG-SMF OpenXG-AUSF OpenXG-UDM OpenXG-UDR OpenXG-UDSF OpenXG-NRF

EXX N XX

10.103.x.x/16

bbb b b

UERANSIM  OpenXG-AMF  OpenXG-AMF  OpenXG-AMF OpenXG-AMF

Source: https://www.sciencedirect.com/science/article/pii/S2352864822000815
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% monolithic vs. monolithic with load balancing vs. microservices architecture.

Monolith

Load Balancing (LB)

\ Load Balancing

v

J

Monolith

Monolith

Source: https://www.mdpi.com/2071-1050/14/4/2173

Database
Client
Client
Client
Database

API Gateway

<« —>
API Gateway
Microservice
A
] v LB LB
Database
Microservice LB
]
Microservice

®o 0
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% A tree-like data storage based on Zookeeper

- - ————————————————————————————————————————————————————— Zookeeper root
nf-type
\\
AMF SMF UDM -+ UDR----------------- 1¥ level node

R
\ instance-id
e s
AMF AMF SMF- UDM UDM

e Bl - 2" level node
-ID-1 -ID-2 ID-1 -ID-1 -ID-n

L2
Q detailed information (NF Profile)

nflnstanceld: bal2a079-f98f-4598-bfb4-ec65b7178c7¢c
nfType: AMF

nfStatus: REGISTRED

ipv4Addresses: [192.169.0.3]

73| T (zookeeper)y= EAF OjZ2|H|0|ME 98t AC|H|0|M A|AE0|H, QHRE Ol nfServices: [ {serviceName: namf-comm, versions: [ {apiVersionInUri:v1,
AHﬁ%%‘"?'E—E—E—HE Q= Zt O E2|AHo|Me| HEE =AU E=stD . . . J . X
__1 g| o) 0k B ol 'gﬂ@ 2o Lat”'ﬁ“% |x1| %| &7 7%;}‘["1 'ﬂ"g‘;)* - apiFullVersion:none} ], scheme:https, nfServiceStatus:REGISTRED} ]

Source: https://www.sciencedirect.com/science/article/pii/S2352864822000815
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< NRF 2| 0j0|3 2 M H| A (0]) Bundling of microservices within an NRF

£ _ N

Serves all SBI requests corresponding to NRF services
Sends Notifications to subscribed NFs on any state change
EEETEN TS L
Management Services Discovery Services Access TokehServices Optional Features
Serves NRF Management Serves NRF Discovery Provides Access Yokens DNS Proxy
Services Services to NF Consumers "\ Multiple Version Support
L maiMux | [(ciasisa U2 | 42 2 M2 \ [ onsz2As |
DB for NF Profiles Provides Affinity bjw fﬁgomt
& Application services
Provides Timer Services Contains the Resource leve\
\ NRE  (HolEHol2 Muja | [ M JN /

Source: 5G Mobile Core Network, Rajaneesh Sudhakar Shetty, apress

’ o
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< CSP(0ll): 2t A iz} T4 771X

4

- Retire: 2HS Clot A2 19k F0
* Replace: 7| & Y= SaaS, &8, F2 LELL Y= CH|517]
- Relocate: 22t EE WS 0|H5t7
* Replatform: 298 7HX|7} Y= 24+ 2SS

* Reuse: X AE-7|E A2| O[5 HE, AH|A, API S MALE

- Refactor: 2| HET - 7|E A EE S(HETS] A5, 2, FX|Ex 80[dS 7
 Rebuild: ;|75 - 7|5 7iM, 2™ Bet Z2 7|=H B HA=S flol RES M+=

OHr

——

il

Jtok

Ot

Source: https://www.ciokorea.com/news/262720#csidx2c4c411f6f3346c829c9dbc37a8610b
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< Modern App (Gl

1€Xl ‘MSALt 5G Y| E{ A

2

- - —

MYSQL
DATABASE

USER

AMF

apiVersion: apps/vl

kind: Deployment
metadata:
name: free5gc-amf-deployment
spec:
selector:
matchLabels:
app: freeSgc-amf
replicas:
template:
metadata:
labels:
app: freeSgc-amf

WEBAPP
MICROSERYICE

FHYE[2
M| A

MODERN

MYSQL
DATABASE

®o 0
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< Modern App (Gl

OLD MODERN
[ v \ <f> —
' - E
| I USER 11,€
| MYsaL : s - ----=-===7 Uy = == N
| DATABASE \

SEARCH

I

|

|

MICROSERVICE MICROSERVICE |
|

|

|

|
m- ————— F-- | JAVA

| WEBAPP
|
|
|
| MysQL

]

T _______f’AEBA_“ ________ ,
FHHE|A
@

USER
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% Refactoring (from Monolithic Module to MSA)

» Decentralized business and messaging rules

» Decentralized governance
» Decentralized data management

Table

Application

Database

)

Monolithic Database

Database

Table

;

.9
o
1
/“\N
[] [ [

I N

Microservices Distributed Database

JS Lab
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% Refactoring (from Monolithic Module to MSA)

. MH[2 BE7ZHHAIX|

O

=4 EHQ (APl AFR)

m Step 1 Step 2
\ [=———3 ;"b\.-}p/j: —
$

e e——— e ————

A AR S HASH=E T2 MA
- ADEQ|0{Q| 7|52 HITX| &S

Source: https://haloworld.tistory.com/24 [Halo World] ‘.n.‘
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12Xl ‘MSA2L 5G HIES|3A”
< ZZ|9| Learning Curve 12§

- CHY Or0|3 2 A{H|A (Standalone Microservice) 20| & QA

- it o|EG o2 A|7to] Bfo| HQStn R ES| SR 0| ROlA uj

. 3I7IX| QA2 Oj=a|AH 0| =tOf A - -
o@'5'-14|°|‘.L.* !
o DI‘OIE_E*‘IHI $_§._ *I *7|' 7|% J_I_E:I Melvin Conway: 2| AFQ|

- BIZUZ 715 913 Aul 1

E
. ARHEQE and/or AH| A0 HE T
. ZtAX|LIO]Y ©2 HIZLA Woiol o[8f5tn MRS A9 '
>,
Monolithic Microservices
__________________________________ P sMEQ@) T
Load Balancer | i| APl AlIO|EO]| |i
1 4 1
i | Load Balancer | i il i
SMF SMF SMF i [ smf | swr ][ oam | b8 ||
: 1
i [ smF ] ;
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% Synchronous vs. async communication across microservices

Anti-pattern
Http syn¢ Htp syrx HItp Syr Http syr«
Synchronous Client B reavest equest SR request
Bask ata
all request/response ien = _ F—t .y —
Hitp syn« ittp sync
C Cle response response res nse response
y Such as MVC app, g o P ‘
4 Y
APl Gateway Same http request/response cycle!
Asynchronous
Z Asynchronous Comm. across internal Client
microservices —
Fire-and-Forget (EventBus: like AMQP) s A

Such as MVC app
APl Gateway

‘.;.\ “Asynchronous” _ g ooy

Comm. across Client
internal microservices Htp sy
(Polling; Http) Such as MVC app,

APl Gateway

response

Source: https://www.emagiz.com/blog/loosely-coupled-applications-in-a-microservice-architecture/
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o BEYMAM FII Al Service registry

= 2OLOof 5 o|2| DB ER

APl Gateway= 2 E AMH| A0 CHSH IP T2
LA AL (ConsulO|Lt SkyDNS)

* Registry H|0|E{2| 2HE/d S 2lo 2

I'II:I

# IP &
. . A 172.17.0,10
CLLEELRED »
; Registry Service ‘ 7011
A% X K 3 %,
\ \ \ \
\ \
: Vo HIR S5 (Ragistry N 2 1721802
. \ \ \ \
[e] H \ \
$IX 24 : Y Y |
E \‘ \\ \\
. \ \ \
H \ \ \
- \ A
. . 1
[0}
[&] % 8 \\
C g [ \
- 3L s/ \
| Client aaFimalc 8K, -
B |2 B 8
S S G 2
L | (4]
] \ m<:
©
\\ g 2
\
-
E LI

JS Lab
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% The Role of APl Gateways

___________________

___________________

Platform for 5G

3

___________________

Service Based APls

User Plane

Control Plane App Services Common Services
Services

Protocol Load
Balancing

TDF and AP| Gateway
Traffic

Qntimzier Telemetry agents
Security

Logging Service

ATEQO] 7|4t
HESS 7t

MH|A B4

A AEE0]H

Heoj

as a Service

Source: https://techblog.comsoc.org/2021/03/22/787465/

®Oo 090

Life Cycle Mgmt.
A&Al
Deploy
Validate
Scale

CLAMP

JS Lab
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< MH|A B (0f): Reference Architecture for telecom enterprise platform

___________________________

N i L !
o OSS/BSS :

___________________________

___________________________

___________________________

-
i

‘'MSA2} 5G HE3T’

# i

o

Identity and Access Management

-— ‘ API Management

&

Business support system (BSS) I Operation support system (OSS)

= 1 I

[

Enterprise Integration

S & = &

RDBMS File system Message Queues/Topcs  Messaging  norificatiol Network

! I !
®UE-

o

systems Managemenl Management ‘

System System

Source: https://medium.com/codex/reference-architecture-for-a-telecom-enterprise-application-platform-257769a4a8d0

] ==

Business Insights

=40

Operational Insights

___________________________

___________________________

®o 0
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< Microservices-based architecture (0i)

________________

‘'MSA2} 5G HE3T’

________________

API/Microservices based architecture External partners

API library/code
artifacts

Documentation

Community tools

Dev. programs

Real-time/batch/
On demand

API

APl gateway operations management

(1] APl gateway

o (APl consumption)
Q N User & rights
Monitorin
gEJD onitoring management API proxy
© . .
S SLAmanagement Monetization Authentication
2 e L - L
i API #|0] EgJ|0] :Policy enforcement
kAl il
Protocol transformation
@ Service mesh R e e S S
. 0 MHIAHAL
Orchestration and Composition ~------------------ ’
Translation Transformation Rules Log/Auditing Workflow
Connectors/Adapters
(3] Microservices l\_?!'?_l_%%_*:l_t{l_t_ i
Micro Micro Micro Micro ..Micro
service service 2 service 3 service 4 service N

Data stores

Source: https://www?2.deloitte.com/content/dam/Deloitte/us/Documents/financial-services/us-enabling-platform-banking-pov.pdf

®o 0

Digital channels
Core banking
Consumer lending

Commercial
lending

SMB loan

Domestic payments

3rd Party channels/
origination systems

Deloitte

JS Lab
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Source: https://www.sciencedirect.com/science/article/pii/S2352864822000815
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& 2| SATTHC| TARS Z2HE

TARS offers a Microservice Ecosystem

Build your microservices platform with TARS ;'_ TARSE OO|AZAH|A MEjAIS HZ

_______________________________________

{__DevOps =7 Applications on TARS B EEE N i-_:____t_gj_ (-_)1-_ -_-_-_:;
Integrated
DavOPS Tools Ml e e Language

O R AHEA T

Code Service Governance R GG EE i
Management Service Load Service
Register & Discovery Balance Configuration Custom Monitoring JAVA
Continuous Metric Monitor Overload Protection Set/ IDC
Integration m / | Nodejs |
Distributed Tracing Area perception Traffic Management lg m

Continuous p—— oo
Delivery Development Framework 7 LT PR

RPC

One-way Reauest
Continuous
Deployment Protocol m wp m- HTI'P 1/2 Protocol buffers

Grayscale Storage (L Z2EEX i
Release
Infrastructure ( Server / Virtual Machine / Container / Kubernetes / Accelerator ) _Y=ef

Source: https://www.linuxfoundation.org/blog/the-tars-foundation-the-formation-of-a-microservices-ecosystem/
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< 252X THLF): ONAP’s Cloud Native Journey (2|2 E2j|0] M)

LF Open Source Component Projects for 5G

User Edge Service Provider Edge Cloud/ Core

C #8 )
Wireless

5G Network Functions and Applications
Devices i

Management &

' Orchestration
ORAN : ( [0 )
. @ @ @ g Frm———

@ magma Orchestration ]
Smart 5G Access Cloud / Operator o '.‘ ONAPC A 2ER 0] d )
Edge Edge Gateway Core e :
Apps Apps ]
: 2 4 : :
i Constrained Smart Edge Edge Stack Cloud Infrastructure Infrastructure ]
! Device Edge =alL0 — Management :
: ve (Zarec =a) , =D
.. ) EDGEDCFOUNDRY = Open ) Anuket
Zephyr

& .KVM @ceph ©Y§ 5 9 oror

Cocke D O
AKRAIND

openstack kuberaetes

-

Ec::?aetesv:;\;zrs. lsr;(::::;y ;\:?C(:?er: Industry standard servers, switche SDN Controller SDN H|0{7]
( H/W ) Devices storage ( H/W ) storage . C >
— — —_ :

Source: https://www.Ifnetworking.org/5g-super-blueprint/
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<+ OpenTera microservice architecture

OpenTera: Microservice Architecture

Redis
e (In-Memory Rapid Storage + Publish/Subscribe)
) OpenTera Server Videoconference Robot b Actimetry Connected Devices
o) : Service ' Service i Service ! Service
(= RESTAPI : 14 P b
g Users / Participants / ! Audio/Video/Data | ! Robot Fleet P IMU Data i Connected devices
3] Sessions / Sites / Projects / | | WebRTC Session | |  Management |  Management | ! Management
© S;rvlces/Fllels H Management i | Audio/Video/Data ! i )
lanagemen i Signaling Server | ! WebRTC 14 | 0
@ | | Teleoperation Server ! | H H:Rabblt

I g

NGINX (Reverse Proxy)
Secure Transport (HTTPS/TLS + Certificates)

OpenTera Qt Client

o
Dedicated client (desktop) —

i | Users/ Participants

; Dashboards

Wearable i | Connected Actuators /
devices 4 Sensors

n {
© OpenIMU App Networks
% |\\Z\Alebcams + p (BLE, WiFi, LTE)
= Users !
(e} C :
= {
L WebRTC ' g i
Management i Videoconference Robot . Actimetry Smart
Application : Application i Application : Application ! Application :

Source: https://link.springer.com/article/10.1007/s12553-021-00636-5
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< A Proof-of-Concept 5G Mobile Gateway with eBPF (2020)

[ ctrl/Mgmt Plane
[ Data Plane

<+<— Control traffic
<«— Data traffic

User space
o
a
; Polycube VM Container
o
Mobile
Gateway
Radio g . External
Access | _ _ | _ GTP Traffic - Traffic Router L | __ PacketData
Network Handler Policer Classifier Network
'E.__, - i L ‘.E
Kernel space

Source: https://sebymiano.github.io/publication/2020-5g-ebpf-mgw/2020-5g-ebpf-mgw.pdf?fbclid=IwAR3OsfplZGQeBOUFGhH-47XzZTwSjgV7PIEOUQOA-XrGidxJmYj0OXRoUYUs
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< Cloud Native 5G O|X| LB L E4 2 (0f]): LoxiLB
* 5G Uplink Classifier Using Loxilb

24 eBPF Project Landscape X + \
> C @ ebpfio/projects/ 3 A N2

: ‘ = < : UE and gNB
X/ . . PN Simulator €------mcmm e e e e -->
(o) eBPF summit 2022 (28-29 September) EEEEESTE
= AUSF
HeBPF - | Gz»
/

This page lists a number of open source projects that use eBPF as the underlying core technology. These projects are not = ’004:?0’

necessarily under the but are listed here as a survey of the eBPF project landscape today. The ordering devices % NSSF A 192.168.70.2

of applications is based on the number of Github stars (high to low), updated on a quaterly basis.

. /

UERANSIM

VM IP: 192.168.1.125

Applications (Emerging)

. 192.168.1.2 Remaining GPT-U traffic
LOX|LB 192.168.70.1
LB VIP: 88.88.88.88
eBPF based cloud-native load-balancer for 5G Edge
UL-CL matched traffic

LoxiLB is an open-source cloud-native "external" service load-balancer for cloud-native
5G/edge workloads written from scratch using eBPF as its core-engine and based on Go
Language. LoxiLB turns Kubernetes network load balancing for SG/Edge services into high
speed, flexible and programmable LB services. Web-server must use the Loxilb as ) . Web-Server
the gateway for the UE IP subnet a®% Backend
77 192.168.70.5

N4
-

4
N

Source: https://futuredon.medium.com/5g-uplink-classifier-using-loxilb-7593a4d66f4c
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< CSPe| 2EAA XM (0l): Free5GC
+ deploy the free5gc core

Kubernetes cluster created by Platform9
Managed Kubernetes. You can create your
account here.

KubeVirt should be enabled to create
Virtual Machines on Ubuntu 18.04 with
Linux kernel version 5.0.0-23-generic.

Gtp5g Kernel module on Ubuntu Virtual
Machine.

SCTP support in Kubernetes Services.
(Refer to the Appendix section)

Kubernetes Cluster backed by Calico CNI
or any CNI with the capability to provide
static IPs to pods.

<> PLATFORM9

Source: https://platform9.com/blog/running-free5gc-on-platform9-managed-kubernetes/

BareMetal-5g-core
BareOS -1.18.10

o]

Upgrade Available

Overview

Cluster Created: Apr 13th 2021, 10:05 A

Cluster Updated: Ap:

Cloud Provider Type:
Kubernetes Version:
Containers CIDR

Services CIDR:

API Endpoint

Run workloads on masters:

Docker Root Directory:
ETCD Backup:

ETCD Backup Storage Path:
ETCD Backup Interval
ETCD Data Directory:

ETCD version:

K8S API Server port

MTU size: 1440

CSI Driver Details

Driver Name: pure-csi
Capabilities: Persistent

2f8-867d-4f06a09ca75b

Compute Memory

3% 4%

0.1GHz used 8.8GiB ]

2.7GHz avai 235.9GiB available

Networking
Network Backend: calico
Application load-balancer: Not Enabled (2)

Storage

17%

43.2GiB used
252.3GiB avallable

®o 0
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<+ Reactive Microservices

* Reactive Java Microservices

breaker service
dashboard registry

microservices

o0

message brokers

microservices

o9
e

API

mobile Satenay

databases

microservices
browser

config distributed
dashboard tracing

Java Microservices &

Source: https://medium.com/@sureshbabug/microservices-part1-introduction-to-springboot-spring-webflux-and-spoc-test-frameworks-with-18e8c9bcbb73

®o 0 JS Lab




129X, ‘MSA2} 5G HIEL3T’

>

=Y,
60
DEV

2
5
N
e

(o]

OPS g
a @
PACKAGE

\@ {0 Container Registry

VERIFY [} NPM Registry
-] Maven Repository

e — \
A o0 a 0909 Y
W — ! | 3 \\7
@ CONTINUOUS INTEGRATION @

Automatically Build and Test

E  Code Quality Deploy

E) Performance Testing isgiew

E  JUnit Tests

E) Container Scanning ]
E  Dependency Scanning

Source: GitLab
Source: https://www.5gtechnologyworld.com/network-automation-takes-the-work-out-of-upgrades/

%

@

v

% In a DevOps model uses a process of continuous development, test, and deployment.

RELEASE
GitLab Pages
Canary

2 Feature Flags

CONTINUOUS DELIVERY
Click to Deploy to Production

v
000»0 =y
A
CONTINUOUS
DEPLOYMENT

Automatically Deploy
to Production

(7 GitLab Releases

0~ Deploy Boards

Auto Deploy

XX
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% Redis Cache In Spring Boot Application

« Redis is an open source (BSD licensed) in-memory

remote data structure store (database) that offers
high performance, replication, and a unique data
model.

&1 Slide 361

mmmmmmmm

FRONTEND

Caching with Redis Cache

Fage Joar =™ get()

| Redis ¢
Cache o
Service | = )ie,‘ <
Layer < Pdf Y )
| <
-
< < <
delete() (@)

Application

@javatechonline.com

Source: https://javatechonline.com/how-to-implement-redis-cache-in-spring-boot-application/?fbclid=IwARQutgT8 uRbZAmMHgS6pn3MnO9PxyXTV{5feNKJArOEe9j4i0JWIX-QyGew

®o 0
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% Spring Cloud Gateway In Microservices

» Spring Cloud Gateway is a starter project provided
by Spring Cloud. It provides an APl Gateway built
on top of the Spring Ecosystem, including: Spring
5.x, Spring Boot 2.x, Spring WebFlux and Project
Reactor. Spring Cloud Gateway targets to offer a
simple, yet effective way to route to APIs and
provide cross cutting concerns to them such as:
security, monitoring/metrics, and resiliency..

Spring Cloud API Gateway
|

Filters

Eureka Github/GitLab

Routing Service -
Registry onfig
API & Server

.| Gateway Discovery

7N

il
Spring
Cloud
Gateway

$SO

(Jwr, s
oAuth-2.x
efc.)

FRONTEND

BACKEND

@ javatechonline.com

Source: https://javatechonline.com/how-to-implement-redis-cache-in-spring-boot-application/?fbclid=IwARQutgT8 uRbZAmMHgS6pn3MnO9PxyXTV{5feNKJArOEe9j4i0JWIX-QyGew
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< PNF(Physical Network Function) *5}=9J|0] 0{Z20| A A 7|8t
< VNF(Virtualized Network Function) *7} M4l VM(Virtual Machine) 7|8t
<% CNF(Cloud-Native Network Function) *&2t$E Y|O|E|E = HH 0|/ VM+E

Classical Network Appliance NFV Cloud Native

Oy Y - (_ souess )
Monolithic /s ) A\ Microservices
Nouier N e raor™" Acceleration EEE (SumEm ) ( Opo| A2 MH[A )
= ; A ; Intelligent
- n !!H ""l" VNF Orchestration » ) Orchestration
. A 2Eg 0] M

DPI Firewall Carrier Grade Tester/QoE \
NA Monitor NFVI Efficient NFVI
= |
ﬂ ) m NFvV olZg}

(1 oso)
SGSN/GGSN PE BRAS Radio/Fixed A Soo
4 Router R ednorcNoges COTS server iiiese) COTS server
PNF HE MY
VM VM VM Container = Container = Container Container = Container
Network functions on dedicated H/W VNF VNE % %
Container =~ Container = Container = Container = Container
Guest 0S Guest 0S Guest 0S m m %
Hypervisor Container Engine
Host OS Host OS
Infrastructure Infrastructure
PNF: Physical Network Function VNF: Virtualized Network Function CNF: Cloud Native Network Function

VM: Virtual Machine
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% The Status of Open Source for 5G

5G Network Area “ Brief Description Open Source Effort References

Infrastructure

Infrastructure

Infrastructure

Access Network

Core Network

Management & Control

Management & Control

Management & Control

Source: 5G Americas

Hardware

Networking

Operating
System

Radio

Wireless Core
Network

Networking

Virtualization

Orchestration

High performance at lower cost by
programmability and specialization of tasks

Fast rate packet processing by acceleration
techniques

Enabling white box use in carrier grade networks

Implementing 4G LTE and 5G Radio Access
Network for NodeB and/or User Equipment

Implementing 4G LTE EPC and 5G NGC

Carrier grade packet processing and flow control

Abstraction of general compute resources to be
shared across multiple applications and logical
networks

Frameworks for describing dynamic function and
network deployment policies with specific
performance characteristics

Open Compute Project: https://www.opencompute.org

P4: https://p4.org

DPDK: http://dpdk.org
VPP: https://fd.io

Linux: https://www.linuxfoundation.org/projects/linux/
Berkle Software Distribution: http://www.bsd.org
Disaggregated Network Operating System: https://www.danosproject.org

openair5G: https://gitlab.eurecom.fr/oai/openairinterface5g/wikis/home
O-RAN: https://www.o-ran.org/

openairCN: https://gitlab.eurecom.fr/oai/openairinterface5g/wikis/home
M-CORD NGIC: https://software.intel.com/en-us/articles/an-interactive-demo-of-
the-next-generation-infrastructure-core-reference-implementation

OpenDaylight: https://www.opendaylight.org ONOS: https://onosproject.org
Open vSwitch: https://www.openvswitch.org

M-CORD NGIC: https://software.intel.com/en-us/articles/an-interactive-demo-of-
the-next-generation-infrastructure-core-reference-implementation

FD.io: https://fd.io

OpenStack: https://www.openstack.org
Kubernetes: https://kubernetes.io

Docker: https://www.docker.com

Open Source MANO (OSM): https://osm.etsi.org
MEF Lifecycle Service Orchestration (LSO):
XOS: https://www.opennetworking.org/xos/

®o 0
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% The Status of Open Source for 5G

5G Network Area m Brief Description Open Source Effort References

Frameworks and middleware for enabling XxRAN: http://www.xran.org
Orchestration and Management tools to configure | ONAP: https://www.onap.org
general compute and networking components via | Ansible: https://www.ansible.com
virtualization layers Terraform: https://www.terraform.io/

Management & Control Automation

TOSCA: https://www.0asis-open.org/committees/tc home.php?wg abbrev=tosca
Julu: http://jujucharms.com

YAML: http://yaml.org
YANG: https://tools.ietf.org/html/rfc6020

Modeling tools and languages for defining
Management & Control Modeling function and network services for deployment
used by Orchestration Frameworks

Elasticsearch, Logstash, Kibana (ELK): https://www.elastic.co/elk-stack

Software development methods to automate Consul: https://www.consul.io

process of building, validating and deploying Etcd: https://coreos.com/etcd/
Management & Control DevOps workloads into NFV environments for service Jenkins: https://jenkins.io/

agility Puppet: https://puppet.com

Chef: https://www.chef.io/chef/

Management & Control | Testing Tools

. Data streaming protocols for continuous analysis Apache Kafka: https://kafka.apache.org/
Management & Control Analytics of the service monitoring Apache Spark: https://spark.apache.org/
Management & Control Al Framework for use of Al in Network Automation https://www.acumos.org/
Management & Control | Edge Compute | Open source software for Edge Computing https://www.akraino.org/

Security framework for Virtual network

infrastructures SHIELD: https://torsec.github.io/shield-h2020/about/summary.html

Management & Control | Cybersecurity

Source: 5G Americas

L 2K K 2 JS Lab




T

\N\ N
N\

_—
ke
RN .
\)

r

=,
N Wy,
)/ //,"’//////

%

: s

= —
—



£ 1. OPENSTACK (1 OF 3)

o . OpenStack components use Default ports

.0’ LOO Se Iy CO U pl Ed a rC h Itectu I"e Application Catalog (murano) 8082
Backup Service (Freezer) 9090
o DEfaUIt po rts Big Data Processing Framework (sahara) 8386
Block Storage (cinder) 8776
Clustering (senlin) 8777
Compute (nova) endpoints 8774

Compute ports for access to virtual machine consoles 5900-5999
Compute VNC proxy for browsers (openstack-nova-novncproxy) 6080
A‘I Hl ﬁ HH EE APl% Al‘-g -(.)-l-E ?;l E‘" Ol L'l EEE Compute VNC proxy for traditional VNC clients (openstack-nova-xvpvncproxy) 6081
A s = Container Infrastructure Management (Magnum) 9511
$- H-l L1| El _9_' PODE :rl o'j 7|- = :rL';E Container Service (Zun) 9517
Data processing service (sahara) endpoint 8386
Default ports that secondary services related to OpenStack components use Database service (Trove) 8779
DNS service (Designate) 9001

High Availability Service (Masakari) 15868

Identity service (keystone) endpoint 5000
port Key Manager service (Barbican) 9311
OpenStack dashboard (Horizon) when it is not configured to use secure Loadbalancer service (Octavia) 9876
HTTP 80 access. Networking (neutron) 9696
NFV Orchestration service (tacker) 9890

HTTP alternate 8080 OpenStack Object Storage (swift) service. Object Storage (swift) gggg 6001,
. . . Orchestration (heat) endpoint 8004
HTTPS 443 Qgghcb)gae:is.tack service that is enabled for SSL, especially secure-access Orchestration AWS CloudFormation-compatible APl (openstack-heat-api-cfn) 8000
Orchestration AWS CloudWatch-compatible APl (openstack-heat-api-cloudwatch) 8778
) . Placement API (placement) 8003
rsync IS GG Gl S, LGl Proxy port for HTML5 console used by Compute service 6082
Rating service (Cloudkitty) 8889
iSCSI target 3260 OpenStack Block Storage. Required. Registration service (Adjutant) 5050
Resource Reservation service (Blazar) 1234
Root Cause Analysis service (Vitrage) 8999
MySQL database service 3306 Most OpenStack components. Shared File Systems service (Manila) 8786
Telemetry alarming service (Aodh) 8042
Message Broker (AMQP traffic) 5672 OpenStack Block Storage, Networking, Orchestration, and Compute. Telemetry event service (Panko) 8977
Workflow service (Mistral) 8989

XX JS Lab




% OpenStack Design

Return: 12X} ‘MSAR} 5G Y EQF’

HE1. OPENSTACK (2 OF 3)

- Command-line interfaces (nova, neutron, swift, etc)

I - Cloud Management Tools (Rightscale, Enstratius, etc)

- GUI tools (Dashboard, Cyberduck, iPhone client, etc)

OpenStack T
Object API ?#]:";etchkl HITPE) NCVMRC OpenStack
OpenStack API / Block Storage
v Dashboard ! API
.{ . }. OpenStack
U Horizon [~~~ | " T e Networking
HTTP(S) il A e = V| | API
.- |; \ ~{-.__ OpenStack Block 0 S;t\ki'\\‘
y > . APl penStack -
2 / OpenStack \ OpenStack \§t\orage d Networking API _
/ Image i Y\ ComputeAPl/ [ [/ oemvices ) __________T = SN S SR
APl : \ Admin API )
! . 4. Openstack b
v lv T Nt F i SRR
o — e ‘Jlan(@q\-\\ ImageEAPf_ ________ Y 3
| IS s | |
E glance-registry | | i i ‘
| 1 ol | b
i glance E ‘{ E -------- h E ; |
H database ' v R ' ! !
;e ] Openstack | i ! i o
; Image Service ! b i ;
; : P OpenStack Block Storage ! OpenStack Networking |
: OpenStack 1 5 b
! y f)deenm:; : ,;’E OpenStack Compute ! i '
! AP o : : 3
: /o ] Py ! 1 |
E Fa S v vy OpenStack Identity API H i i
' ’ OpenStack Identity API )

OpenStack
Identity
Service

token catalog policy
backend backend backend

identity
backend

OpenStack Identity API
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H £1. OPENSTACK (3 OF 3)

% OpenStack Horizon (Web Frontend)

i openstack. = amin -
Project v
Project / Compute / Overview
compute API Access
NOVA Compute Service Compute > Overview
Volumes >
Networking ‘ Network > Limit Summary
NEUTRON Networking c ;
OCTAVIA Load balancer Orchestration LS
Object Store > 1
Storage Share N
SWIFT Object store Instances
CINDER Block Storage Admin > Used 11 (No Limit)
Identity > Volume
Orchestration irstarsaths N
HEAT Orchestration 8
Volumes
Used 8 (No Limit)
Network
1
Floating IPs

Allocated 1 (No Limit)

26

VCPUs
Used 26 (No Limit)

Volume Snapshots

Used 1 (No Limit)

Security Groups

Used 1 (No Limit)

Return: 12X} ‘MSA2} 5G HEQIA', 2K} '7HA S| (Virtualization) Q1= 2}

Djopenstack. =

> Overview

Limit Summary

38912

RAM

Used 38GB (No Limit)

480

Volume Storage

Used 480GB (No Limit)

7 3 25
Security Group Rules Networks Ports
Used 7 (No Limit) Used 3 (No Limit) Used 25 (No Limit)

& admin ¥

Routers

Used 1 (No Limit)

®o 0
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£52.5G S&AMH|A HAEH|E (1 OF 2)

\/
0‘0

5G 88 A{H|A HAEHE (@KOREN)
« O-RAN X|& (2023)

[ 3%as 78 B 5G HAEHE SH +4

_ Core 718i%t 215 % HY B2PIs
[ DQE

_UDR |[ UDM | AUSF |[ PCF | [NRF |[ NEF |[NSSF

_ Core HEHA|S

5G
Orchestration

5G TB Core 24| [ SMF+MME | [UPF | [MEC AMF AHE
[®aa] HI1|s Access 3| ®3j% E.4 KOREN
IMS ,Fr};o‘mﬂaﬁ:‘asp [N3IWF | cu/puo-pu] pu/rRu] | O-RU

KOREN = A 947

HPC
0| - t| o] 44

3|u

UPF +MEC iHz UPF + MEC by
puo-ou | [ mu || | [oumsig | |[ R/ |
U Open RU U 4,7GHz |
b
KOREN A9(%| il TRES pati=t
Z ETRI
iNE AHE
DU/RU [ RU

EfY 915
NPN_| [PS-LTE|[WiFi 6]

BN T

UPF + MEC XHE Outdoor Indoor
| DU/SSE | | Ru/ 4.7GHz 4.7GHz
o 4.7GH2 ORU IRU

NSSFNetvork Siong Selecion Funcion) SOOI UEZE 381 240 G0 |8 L8nsi0f 22|
IVSIP MUtrmecs Submyston) Sesson ntation Protoocd? 1M SIEIDICI0) AR T8
AUSHPutherston Senver Funcion) 255 A8 2 BS0.8 7 IIK) 255 3PY &1
PORFtkey Contrad Function) 7RI SEIURY O KIR| Cregrg-Fuke Ul Tellc-Hu 58 28213734
UDALinfiec Dista Pleposion) 5G NFOIP] CIDTES X651 W 817 s M8 / 7720 S 8 G0 78
LOMIUnied D Menegement) 7 IR02] Sub Ditas 82851 152, 289

Source: https://ettrends.etri.re.kr/ettrends/197/0905197007/060-069 %EC%98%88%EC%B6%AI%EC%ID%BC 197 %ED%98%B8.pdf

UPF, SMF, AMF &
5G Core 2 Q1Za} 1=

@ NSA->SA Migration, NSSF, IMS &

2 75 % Upgrade &

O-RAN, N3WF, URSP, MECEX| §
CHUSH 66 AlEE & .
S¥ S8u2HA =4 A
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£52.5G S&AMH|A HAEH|E (2 OF 2)

<+ 5G 8AH|A HAEHE (@QKOREN)
- o™ AHH (ETRI)

Y/ sc eznrEy NBAS 2Y 7 |

ETRI |
. Rty 54 /00 AlE A M
Return: Slide 21 : / ICT A B TAIE

’ o
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H 23 SPRING CLOUD (1 OF 2)

% Spring cloud vs Kubernetes

Microservices Concern Spring Cloud & Netflix 0SS Kubernetes
Configuration Management Config Server, Consul, Netflix Archaius Kubernetes ConfigMap & Secrets
Service Discovery Netflix Eureka, Hashicorp Consul Kubernetes Service & Ingress Resources
Load Balancing Netflix Ribbon Kubernetes Service
AP| Gateway Netflix Zuul Kubernetes Service & Ingress Resources
Service Security Spring Cloud Security
Centralized Logging ELK Stack (LogStash) EFK Stack (Fluentd)
Centralized Metrics Netflix Spectator & Atlas Heapster, Prometheus, Grafana
Distributed Tracing Spring Coud Sleuth, Zipkin OpenTracing, Zipkin
Resilience & Fault Tolerance Netflix Hystrix, Turbine & Ribbon Kubernetes Health Check & resource isolation
Auto Scaling & Self Healing - Kubernetes Health Check, Self Healing, Autoscaling
Packaging, Deployment & Scheduling Spring Boot Docker/Rkt, Kubernetes Scheduler & Deployment
Job Management Spring Batch Kubernetes Jobs & Scheduled Jobs
Singleton Application Spring Cloud Cluster Kubernetes Pods

Share: https://velog.io/@formin/Spring-Cloud%EB%A5%BC-%ED%99%9CHEC%IA%AIBED%95%9IC-MSA-%EC%84%A4%ECIBI%I8-%EB%B0%SF-%EA%BS5%ACKHEC%E4%B1
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H 23, SPRING CLOUD (2 OF 2)

% Spring cloud vs Kubernetes

Return: 12X}, 'MSAQ} 5G HIEQ A 39p, 124X}, 'MSAR} 5G HEQA’' 87p

DevOps Experience

Auto Scaling & Self Healing

Resilience & Fault Tolerance

Distributed Tracing

Centralized Metrics

Centralized Logging

API Gateway

Job Management

Singleton Application

Load Balancing

Service Discovery

Configuration Management

Application Packaging

Deployment & Scheduling

Process Isolation

Environment Management

Resource Management

Operating System

Virtualization

Hardware, Storage, Networking

Share: https://www.steemcoinpan.com/hive-101145/@wonsama/msa
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HE=4. Al CHIP LANDSCAPE

Al Chip Landscape

4

% Al Chip Landscape

» Tech Giants/System
 IC Vendor/Fabless
« Startup
 IP/Design Service
« Compilers

« Benchmarks

Return: 22 &} '74Abst (Virtualization) QI 2}

Source: https://github.com/basicmi/Al-Chip

= MLPerf results available

—  Tech Giants/System —

Google =™

- Edge TPU

B Microsoft sBrainwave

aws = Inferentia

’

' - A3

= Hanguang800
Alibaba Group

DD = TG6100N
) « Ascend
HEA\ITEI = Kirin

@msn.lcmv = Hi35xx

X = Kunl
Bai®ER H;n"g::/

T = FSD

Tencent iR

—
Hewlett Pack
Enterprise

FUjiTSu -bL

inspur gH
Western Digital.

NOKIA

(]

= Al-Benchmark results available

V0.7 Dec., 2019

S.T.

IC Vendor/Fabless Startup in China Startup Worldwide IP/Design Sevice
= NNP-1
intel = NNP-T/Myriad X/ Cambricon = MLU100/270/22 FPGA/eFPGA arm
EyeQ/Arria FPGA . : @ d
it T8 - “Wok
SAMSUNG  -Bgynos982s | | S LILZ oumey SYNOPSYS
— NN DEFINIX.
- BITMAIN L
NVIDIA. Xf".a” uring
avier/NVDLA Graphcore
intellusion « DeepEyel000 -DGCZ Processing in Memory Imagination
Quaw = Snapdragon 855 =X
= Cloud Al 100
= QuestCore ( CEVA
AMDQ « EPYC |ARE = NNA %;, yersicon
+ habana technology
. AMBTF % o~ X o = GAINBOARD/ 3
£ XILINX. « VERSAL [ by NI71 Gaudi » Goya o Uightepeeur cadence
 MEDIAT . = K210 AILO =
Y Dimensity = Hailo-8 Optical Computing @5"“/0
[ UNISOC = Tiger T710 artosyn . h . . .
. AR000 b blcx)%oeo 7 - ARTERISIE
v plorer
¥] = Voitist611 €y kALRAY « Moortec
2 = RK3399Pro oz '« MPPA2-256 Qortec
Pl
o Cv225/255 « TX101/210/510 groq Neuromorphic Design service with
Ambarella 2 In-house IP
brainchip §aicT
. GX8010 R = TAIB010 Tachyum”
Nationalcrip A /R @sulmn
= HuaShan
Automated Driving & Esperanto 5 f " @ BROADCOM'
. {Entiame -1y ARseeed  (OINNOGRIT
X = MN-Core = Shasta/Rainier/Tacoma cue
) PEZY Computing !
B \ = MemCore001  PEZY-SC2 Beron o-)
INSTRUMENTS . = KL520 AISTORM alchip
Renesas Smart Voice & £1o Compute ) 5
. = ECM3531 @ NeuroBlade i)
& FARADAY
TOSHIBA = CIOOX/110X
GREEN & Tens Q Amonve
V<72 ), GRS SPE3CH = GAP8 . . .
4 oo im—— tEAsEn S More at https://basicmi.github.io/Al-Chip/
Compilers Benchmarks
T TensorFlow, @ OctoML ~ NVIDIA. ! AI - Benchmark Al Matrix.
| X | MLIR O GLOW . | MLPerf
Vara) -
The Tensor Algebra ] ¥ DAWNBench MLMark

Bploid\AL + - nGraph

Compiler (taco)

Junzumrunus P

An EEVEC Benchrrark

All information contained within this infographic is gathered from the internet and periodically updated, no guarantee is given that the information provided is correct, complete, and up-to-date.
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B E5. §=AF NRF (1 OF 2)

< Ol A|3 Z: NRF implementation using Consul

< 22}I3: Communications Network Repository Function (NRF) Cloud Native

, Tenom Service Registry:
o*® NF-service-type
ore C0n5u| [ 10.0.0.1:5000 J
rp—— 10.0.0.1:5001
NRF
A A |
: ; (5) RPC Response NF state
(2) RPC (4) RPC NF-service-type:10.0.0.1:5000 repository
Forward to Server Forward to Server NF-service-type:10.0.0.1:5001 (MysQL
: : : Cluster)
Nasl;I(otu . HashiCorp
‘( «: Consul = Consul
Client Client Replica Set
A A ;
NF-service-type:IP:port Discovery Request NF-service-type:10.0.0.1:5000
- i i NF-service-type:10.0.0.1:5001 Monitoring Service Image Repo Dist. Tracin,
NF Service Producer-1 NF-service-type sy =
10.0.0.1:5000 4 14 | | (Prometheus) (Docker Registry) (Jaeger)
NF Service Producer-2| NF Service Consumer
10.0.0.1:5001 S A~ ., 10.0.0.2:5000
Node 1 7) Communicate Noda 2 Kubernetes

Source: https://pdfs.semanticscholar.org/52f6/001a27f827d3c724a8718e6768cd35ceb178.pdf
Source: https://docs.oracle.com/communications/F21353 01/docs.10/NRF%20User%27s%20Guide/GUID-72930D10-8817-4F82-83C2-695FC4B5589B.htm
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5. | =A} NRF (2 OF 2)

R 2}E: Communications Network Repository Function (NRF) Cloud Native

[
- N
Rest bazed Interface

Secure Path \
* OCNRF K& Namespace
External Signaiing
s
pod
| Extomaioame

NRF
APl GW 1 pod
\ NRF API Gateway Replica Set
Service IP Service IP_| J C . =
= 1 l NRF Configuration Microservice
NF state Y Replica Set
NF Registration NF Subscription repository pod o pod (" pod P9 pod
Replica Set Replica Set (MysaL |
Cluster) NF Registration Microservice NF Discovery Microservice NF Access Token Microservice R
eplica Set Replica Set Replica Set Replica Set
[_pod_jyened — |
Replica Set
pod
Logging Service Service Discovery Metric Collection
NRF Auditor M
(EFK) (Kube DNS) (metric-server) URL;{\:;CSI.;S”VICE
Monitoring Service Image Repo Dist. Tracing L %
(Prometheus) (Docker Registry) (Jaeger) I
» ]
— Service Monitori — Service
e Lo Discovery

Logging Distributed | [, D — — :

- bernetes

[ Service Tracing o NRF State Repository et (Promethus) (helmtiller)
(EFK) (Jaeger) E— (MYSQL NDB Cluster) ss) Acker 3}

CNE Infra

Common

-"""‘“ Kubernetes m Services

Return: Slide 199, Slide 228
Source: https://docs.oracle.com/communications/F25434 01/docs.10/NRF%20User%27s%20Guide/GUID-72930D10-8817-4F82-83C2-695FC4B5589B.htm
JS Lab
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£ £6. SYSTEM MONITORING SOFTWARE S

% System Monitoring Software

1.NinjaOne (Formerly NinjaRMM) 1. Sematext Monitoring

2.SolarWinds Server and Application Monitor 2. SolarWinds Server & Application Monitor
3.Atera 3. Atera

4.eG Innovations 4. Datadog Infrastructure Monitoring
5.Datadog 5. Site24x7 Server Monitoring
6.Site24x7 6. Paessler PRTG Network Monitor
/.Sematext 7. ManageEngine Applications Manager
8.PRTG Network Monitor 8. Nagios

9.Zabbix 9. Zabbix

10.Spiceworks Network Monitor 10. NinjaOne

11.Nagios 11. Spiceworks

12.0pManager by ManageEngine
13.WhatsUp Gold

14.Cacti

15.Icinga

16.0penNMS

Return: Slide 240
Source: https://www.softwaretestinghelp.com/system-monitoring-software/ , https://sematext.com/blog/system-monitoring-tools/
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