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< Multi-Cloud= Hybrid-Cloud?} Traditional ITS HZAs=

i

3

Multi Cloud: Public 22} £t HZE

Hybrid Cloud: Public 22} =2} Private 22t 22| AZ
Hybrid IT: 2Z 3|0/ 2 (On-premise)2} Public 22t =] HZA
Telco Cloud: HE| 2212 E 7| 7|8t EAIAL ol g}

Multi Cloud
Gy —Cran)

Hybrid Hybrid
Cloud IT

Ed- HE

Traditional IT

Telco Cloud
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= Multi Cloud Managed Service Platform (MCMSP)
= Slo|HE|=/HE| 22t E &2 (Hybrid/Multi Cloud Management)
= Telco Cloud
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< Multi-Cloud &4 0| = 0| &

] 2ol 92
D &2 MY

“Most organizations adopt a multicloud
strategy out of a desire to avoid vendor
lock-in or to take advantage of best-of-
breed solutions” - Gartner analyst

A gsl

[ ===

Risk Mitigation
Deploying critical systems across multiple

Cloud services provides additional fault
tolerance

{913t HAE{Oj0| H

Flexible Customization

Each Cloud Service Provider has special
Features

Minimize the threat of extensive data loss

or downtime due to component failure in
cloud.

JS Lab
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AWS RAM Azure RAM Google RAM

General purpose mb.xlarge B4MS n1-standard- 4
Compute optimized c5.xlarge 8 Fds v2 8 n1-highcpu-4 3.6
Memory optimized r5.xlarge 32 E4 v3 32 n1-highmem-4 26
GPU instances g3s.4xlarge 30.5 NC 6 56 NV'D'A;gTes'a@ 64
e | || e e e
General purpose m5.xlarge B4MS n1i-standard- 4 $0.192 $0.166 SO 214

Compute optimized c5.xlarge F4s v2 n1-highcpu-4 $0.169~$0.17 $0.1626
Memory optimized r5.xlarge E4 v3 n1-highmem-4 $0.252 $0.252
NVIDIA@Tesl

GPU instances g3s.4xlarge NC 6 Ig Saia@ $0.75 $0.899 “

JS Lab

https://www.simform.com/compute-pricing-comparison-aws-azure-googlecloud/
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< SR E MH|A 71HL| 5441} 0| F 12{Tt OF7| &l A
< YU (Billing) Ol
= Customer

= Managed Service
= Public Cloud

Discounted Pricing for 1-year
Commitment with on upfront cost

AWS Pricing Azure Pricing Google Pricing

General purpose mb.xlarge B4MS n1-standard- 4 $0.123 $0.097

Compute optimized c5.xlarge F4s v2 n1-highcpu-4 $0.107 $0.099 $0.095
Memory optimized r5.xlarge E4 v3 n1-highmem-4 $0.159 $0.156 $0.159

GPU instances g3s.4xlarge NC 6 NV'D'AiTeS'a@ $0.551 $0.572 $0.864

JS Lab

https://www.simform.com/compute-pricing-comparison-aws-azure-googlecloud/




. e

< SD-WANQ| & H
< Multi-Cloud & ¢lgt JIE{Z=2}0| = QIE{
Service)

E

M= (or Cloud Security as-a-

@ AWS

Public cloud

Cloud Security as a Service

UT™ '
AN " Y | ]
DLP '-. -
URL Filtering %
IPS/IDS

Branch 100
JS Lab

Versa Networks, SDxCentral.
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MH|A M|A] (Service Mesh)
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kubernetes

kubernetes kubernetes

o B

JS Lab




V.

VI.

e
JEIETES

7

im o2 mp
Ha
i

1
ol

I & Ho

L

JS Lab



II. Of7|&lX

james@jslab.kr

+ Key Takeaways (£24~)

= H|8 112: More financial institutions are turning to hybrid and multicloud

setups

= 7 Multi-cloud offers a myriad of benefits in today’s financial landscape

2 £2]: Multi-cloud requires a centralized, unified approach

. %§c>
= HOHX|0]: Multi-cloud can be secure, compliant, and allow for more fine-

tuned control

JS Lab
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*%

AWS

» =2 AH|A 112{8}= Multi-Cloud Architecture

Azure

Amazon API
Gateway

@

VMs

ge <

Elastic Load
Balancing

d &

Auto Scaling
-

Lambda
-

Autoscale
N\
>
<
Azure
Functions 8
’
Azure Load
Balancer
> .
DB

.

o

Autoscale
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< 2og0]A HAF 12 Hybrid/Multi-Cloud Architecture (0)

[
— ] < Cloud A
e g m— API A

On-premise Gateway
U ateway

Micro Services
[ ]
dib

Admin

Message Queue

User .......

Monitoring ‘

Container
Private
Repository

JS Lab
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«»» Basic Cloud Architecture

DNS
/\
/ S

Ln@dﬁalmmri l.mdhhxmrz }

Server Array

N
m Appllcatlon 2 Appllcatlon n ]

Snapshot
\ Backups

JS Lab

Image: Rightscale
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* Basic Cloud Architecture (2 Datacenters)

DNS

Cloud

Datacenter 1

/ '

| Losdsaancert |

/

—

Datacenter 2

e

Application 2

Volume
>

Snapshot
. Backups
Y

Cloud Storage

Image: Rightscale
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<+ 7| Y-8 Multi-Cloud Backbone (Aviatrix 0|)

aws AWS cloud

Region: US West

VPC

AVX Controller

aws AWS cloud

Region: US East

VPC

Internet
Resources

Data center

VNet @\

VNet

VNet

/A Azure cloud

Region: EU

VPC

VPC

13+

=
Sew

 —

High-performance encryption

Y

o|loo pooo —
O|loo pooo

VPC

\ AWS TGW
oo DHX
—

Data center Partner Branch
/ vendor office

VNet

Gateways (HA)

VPC

©)

10T

oo
E o ‘) GCP cloud

oo
oo
E Bg @ B Region: APAC
Data center Remote users Data center

https://www.simform.com/compute-pricing-comparison-aws-azure-googlecloud/
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< O =2|A|0|ME 2|8t Multi-Cloud Architecture

. OjZaH oMol S2atec

Before Migration

D Application
C nrnpun ent

LI

-'__..-_.. On-premise
== Platform

Cloudification

Dﬂ% ' AWS 53

%gmm

$:<< {1 Cloud Platform AWS

b—t.Jr Azure VM

<

Cloud Platform Azure

After Migration

2} (Cloudification)

4} -
D{@. P e

~4 ]

Application
C nmpon ent

On-premise
Platform

#: -5 Cloud Platform AWS

Jignesh Solanki, leads Simform's Product Engineering team
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& O Z2|AH 0| ME 2|8t Multi-Cloud Architecture

= 2L O|F (Multi-Cloud Relocation)

Multi-Cloud Relocation

Before Migration

m—% * AWS 53

%umm

D Application
Cnrnp-unl!nt ¢ Cloud Platform AWS

C'n -premise
== Platform El Azure VM

After Migration

%*mg

Application
Component
“E AWS EC2

“ Cloud Platform AWS

On-premise i
=+ Platform L1 IEI Azure VM
i

Jignesh Solanki, leads Simform's Product Engineering team
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< OjZ2|7|0| M2 2|St Multi-Cloud Architecture
X

= 2l E 0| HE (Multi-Cloud Refactor)

Multi-Cloud Refactor

Before Migration After Migration

Pﬂ% * AWS 53 YD—+ * AWS 53

%ﬁmm -5 [ e

>0 ACt O—<[>-01 AC2 U ; .
>_-(._.}< .- Cloud Platform AWS "% - Cloud Platform AWS
On-premise = .
=) On-premise
== Platfo
iy D—+ lE__I Azure VM (== Platform D—J‘J IEI Azure VM
Cloud Platform Azure Cloud Platform Azure

JS Lab
Jignesh Solanki, leads Simform's Product Engineering team
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< O Z2|A|0| M2 2|et Multi-Cloud Architecture
= Zg (Multi-Cloud Rebinding)

Multi-Cloud Rebinding

Before Migration After Migration

%QMH %*MH

D’—‘% m AWS EC2 "‘ m l>+ “E AWS EC2

/"% Cloud Platform AWS (1% Cloud Platform AWS

g gnt?arernlse —— ant?;emusﬁ |- M;z p—
(= Fatiorm a Storage E arorm Storage

Cloud Platform Azure Cloud Platform Azure

Jignesh Solanki, leads Simform's Product Engineering team

JS Lab
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< O Z2|#|0]4E ¢/8 Multi-Cloud Architecture

» Multi-Cloud Rebinding with Cloud Brokerage

Multi-Cloud Rebinding with Cloud Brokerage

Before Migration

t»% * AWS 53

D—‘% w AWS EC2

L2 " 2 " ¢\ Cloud Platform AWS
)

-=-’ On-premise

=)

Platfo Azure
= e Storage

After Migration

H H Storage

= Cloud
—_— Broker
On-premise
Platform

qt>+ ! AWS 53
D+ lﬁ AWS EC2

Cloud Platform AWS

Jignesh Solanki, leads Simform's Product Engineering team
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% Multi-Cloud Architecture
= B3} (Multi-Application Modernization)

Multi-application Modernization

Before Migration

After Migration

%QMH %QMH

D-Jf “ AWS EC2 D-Jr ‘ﬂ AWS EC2
%y Cloud Platform AWS - .n. i 4% Cloud Platform AWS
AV -

On-premise
lE__l Azure VM =4 Platform
3:;?‘;?:"5& ﬁ Cloud Platform Azure

Jignesh Solanki, leads Simform's Product Engineering team

1
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% Telcol| Multi-Cloud Architecture

= Telco Cloud AX|

AWS services (initially just Amazon
EC2, Amazon ECS, and Amazon

UE location, Subscriber 1D, EKS, with more to follow)

T 7 T —AWS Wavelength
HEe g2lfEAe
MHE 3 2FA0|M

“

5G Th

Telco Cloud

((fg)

O|EA} 5G Edge
O|SAF 56

AWS compute and storage services

2IEL

Patch Panels
1/10/40/100G Network
Fiber Uplink Options

adWS Outpost

AWS S2I2E MH AS
Hosts o Z AL 5G Of|X|o]| Li2{=2Y

£
j i \
¢ 3 ¢ A >
Ims T ms Network Switches
562l O|SALY OfX|o oot R
ix_lxl(?j )g : %g_ *.lu.l : Power Converslon Unit
HE FHRZE B2 {4 72

AWS Region

Patch Panels

1/10/40/100G Network
Fiber Uplink Options

Hosts

Network Switches

Power Shelf
Redundant Centrolized
Power Conversion Unit

SojL o=
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= Connect: 18 I[P T4 > AH|A 7|HL

{%H > |dentity 7| &t

X
o

)

= Provisioning: ©& Al > 27F 7|dt &

od

n'qejsi@sawel

Public 2
laaS/PaaS

Pubilic 1
laaS/PaaS

cIms
CIms
——

=)

N

Private
laaS/PaaS

Traditional IT

JS Lab
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% Public Cloud /4

» |nfrastructure Provisioning
= Security

= Service Networking

= Application Delivery

< Telco Cloud 1+ F7I & Atgt

= SIESIO AS 18
= 7142} AE 12{(SDDC)

, u
R= B
HYBRID b PR Vel Bl

2 g =

Telco Cloud

JS Lab

https://blogs.vmware.com/telco/delivering-applications-and-services-for-a-multi-cloud-and-5g-network-with-vmware-vcloud-nfv-3-0/
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% Transitioning to a Multi-Cloud Environment — Challenges

= Networking: HER3 AZ2| M- 2| 9Kt 95X 2= Halot= A

10O T1
H| A QF O Z 2| A 0| M Q] IP =4 (Dynamic registry of services for discovery,
segmentation, and composition)

james@jslab.kr

Network Services / Function AWS Azure Google
Network Administration Account Subscription Project
Virtual Network VPC & Subnets VNET & Subnet VPC and Sub-Network
DNS Route 53 Traffic Manager Cloud DNS
VPN VGW VPN Gateway VPN Gateway
Peering AWS Peering or DirectConnect Azure Peering or ExpressRoute Google Cloud Interconnect
Load Balancer ELB NLB Cloud Load Balancer
Security Sec Groups Network Security Groups Network ACLs
Storage S3 Blob Storage Cloud Storage
Notifications SNS Notification hubs Cloud Messaging
Messaging SQS Batch Pub/Stub
Logging CloudTrail Operational Insights Cloud Logging
Monitoring CloudWatch

Application Insights

Cloud Monitoring

https://aviatrix.com/learn-center/answered-multi-cloud/how-to-do-multicloud-networking-abstraction-and-orchestration-across-aws-azure-and-google/

JS Lab
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o §%I+¢§

e

Ct==3} (Simplifying Complexity)

methods to simplify the complexity.

. Cix

Cha= 3} 2ot (Potential Methods)

v
v
v
v
v
v

SD-WAN or Software-defined networking
Cloud On Ramp Service Providers
Carrier-Neutral Colocation Services
AWS Direct Connect

Azure Express Route

Products and Services from Local Vendors

t=2} E R : While a multi-cloud strategy will help to avoid vendor lock-in,
increase reliability and protect mission-critical data, it has inherent
complexity. Before leaping into multi-cloud, consider these few potential

JS Lab
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< Multi-Cloud 2 0|

Security Governance

Cloud complexity
/A\ e

o
y.

Security,
Risk and

. Developmen
Compliance P

Compliance failure Unhappy users
4 . , =
Procurement kl Hlﬁ 7I'A|§I'

and Sourcing o} Xjojzta]

Consumers

N

Data
Finance Management
Analytics

Line of
Business

Data Loss

Loss of control

JS Lab
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< M Z=AL (O]) - Aviatrix

Aviatrix
Controller . .
Egress FQDN Filtering Internet
Centralized
Management -
‘ .................................... L\ &
EgressFiltering . e e
Polices % e, e
g - o .
FQDN Filter Y “.._FQDN Filter “.._  FQDN Filter 5

* github.com ‘ * github.com & * github.com o
updates.ubuntu.com y updates.ubuntu.com updates.ubuntu.com Tl

api.twillio.com " 4 I > api.saas.com | api.google.com \
deny all V 4 - deny all y 4 deny all i

= Aviatrix o Aviatrix = Aviatrix
| " Gatewa
VPC - Gateway VPC = ¥ VNet Sy
Distributed Distributed  _. Distributed  _.
Filtered l Filtered Filtered
Control Control Control

JS Lab
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<« ZE| ETIRE

AHE 7= =l (Of)

= Enterprise IT 1121
» 3 7=E T
= TelcoCloud M8 =1 EQ

Run
Development

Connect
Networking

Provision
Operations

STATIC DYNAMIC
DEDICATED PRIVATE CLOUD AZURE GCP
EKS / ECS AKS / ACS GKE
wephere =¥ vEphes Lambda Azure Functions Cloud Functions
Various CloudMap . Google
Hardware —> Hardware AppMesh Proprietary sk
IP: — Identity: Identity: Identity: Identity:
Hardware AD / LDAP AWS IAM Azure AD GCP IAM
vCenter —> Terraform CloudFormation Resource Cloud Deploy-
Manager ment Manager

https://www.hashicorp.com/cloud-operating-model

JS Lab
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Iv. 2g n &

)

X2
n
L
n
L]
>
-

ulti-cloud 7|= E§&

o - m
= HE|ZZRE 2t F A 7| B
=

.
1

4t 2+ DevSecOps S continuously deliverE $¢t O X} (Agile) =+

« S 25t MH|A HES 21Tt Central IT 7| 0 S2[AH[0]F M| S
- 22RE ZAST U Mu|2 X3
= Y 2E XH
« N 2E0M 58 7I=0 2 ESHX| pE = AE
« I MH|A SHAQ| HHE FE = (compliance) 2 ¥ S #2|6ls B A

JS Lab
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* Infrastructure

(Terraform, Cloudfy,

* Security

=92

\-\x@\

(Vault, oAuth,

N\\:\\\ Quoud
."—'-

oot X

* Networking (Istio,
Consul, NREF, .....)

Nomad, ..... )

JS Lab



Iv. 24 28

s Multi-Cloud Service Networking

Model Driven Service Orchestration

Orchestration Engine

OASIS @ 10504 |
----------- Confgure (=resscnna~
- Any Cloud Config MGT Networking ' Containers |
. Microsoft Azure : .
DOopenstack | Reome & . . = "
vmware f cuer : NSX © | —
: - il - - .
amazon ' . ' o . ractas ol : M &
- ey - T ’. a ‘, - Mebersetes

Cloudify
Secret Sauce

Service
Description

| OASIS 3 TOSCA |

Service

Instantiation

https://cloudify.co/blog/edge-cloud-service-orchestration-with-azure-and-azure-stack-hybrid-multi-cloud-cloudify/

JS Lab



+ BULCASE HENI 24
» S2|™ HZA: MPLS, DSL, Cable, 4G/5G
« S2t2E AO|EH0]: EE| S22 E A O|EH| O
» 2 C1Z5 42 X &3 22 E VPN, 2H|0| H|0f, 2Ot M5 BLIH S

e MH[A: H LA M8 AH[A 27 7FA|SH

S ¢ @

Business Policy Services Insertion Visualization
Orchestrator
_ —b <& O
b — =l 1 (= e
Dynamic Multi- Cloud VPN  Overlay Control  Security App Performance More..,
Monitoring @m?

Path Optimization
‘amazon WeDEX
@ e _servicenow
box

Cloud Services

e ® &
l ! @ Cloud Gateways @ —!
Branch Sites ‘ | E g— Enterprise Datacentre
ﬁh
1

MPLS  DSL  Cable  LTE
JS Lab

Contributor: Aravindhan



V.

VI.

e
Of 7| &l A

7

Im o092 m
Ha
|1

H L Ho

L

JS Lab



james@ijslab.kr

1| =9

» HE| S39E Y EYYL HS T=

« 2SC HEYY: JINT S| YEHAY BB 43

o T — R |

» 7t Y EQ3 EA (Overlay SDN): OpenStack Neutron, VMware NSX
» 22| Y ESL 3 2d (Underlay SDN): OCP Network, Cisco2| ACI £

. 2RRT TR AT N

: o BO\RR\T AT AT N\
NW /R XD S=n=S
garec

e Bl

A AR 2EIQE MHA

74 I E| o
WHEOS AT 2RG T RNAS [ wes AT\ 1230 (B3, 2E2%, HESLYS)

A#2 2E2X, HESA
=

AERNNANTS

JS Lab



V. HEHZ

< User Plane — Control Plane =2| : SDN Architecture
< Z4E| 0| L Z|¥t O} 7| &l X

» SOA (Service Oriented Architecture): Smart pipes, dump endpoints
 MSA (Micro Service Architecture): Smart endpoints, dump pipes

* CNA (Cloud Native Architecture): Infrastructure focused smart platform,

3 business logic focused smart services
.@
2 SOA (Service Oriented Architecture) MSA (Micro Service Architecture) CNA (Cloud Native Architecture)
(0} [ ] ]
) Micro Micro Micro < 3 .
Service : : r : ) g 3
Service Service : Service | % & .
. Micro Micro : Micro % g ]
Service . . ; - ] H
Service Service i Service ) 2 i
h T [}
h - | i
E | ] |
: Micro Micro \ < S Micro [
Service Service Service E 3 2 Service 1}
h 1
b S - |
] I
] I
h I
: |
Ly Kubernetes/Service mesh .
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% Multi-Cloud Service Networking

= |stio (Service Mesh)

O kiali A ®. 2admin~

Graph ®

- Overview
=
0 Namespace | default v Display v Edge Labels v | Graph Type | Versioned app v Fetching | Last min v | Every15sec v | | T
©
w
o
g) Namespace: default
qé B 6apps
© ‘ & 4 senices
- Applications ® 11 links
HTTP Traffic (requests per second):
Workloads
Total %Success %Error
vi |2 ratings 317 100.00 0.00
eviews .. > H ratings vl
Services 2 =;1'_7 e vz 14— _;, o—— 27—
> b “Seas.  PPLET sy
044 s S v3 A
tio-ingressaatews woductpage P
istio-system roductpag vl _~ %
Istio Config At o 5="8 ) 25 50 75 100
\"‘w M Sxx B 4xx M 3xx M OK
&5 details
\ud\eka:ls vl
A - 3. 44— >

Distributed Tracing

HTTP - Total Request Traffic min | max:
RPS: 0.00/4.40 , %Error 0.00/ 0.00

+ = 2 | € H1|X2 | Legend TCP - Total Traffic - min | max: :

JS Lab
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V. HEHZ

% Multi-Cloud Service Networking

Multi-Cluster & Multi-Cloud Service Mesh with Kuma and Envoy

Global Kuma CP
l.

Service Discovery

Remote Kuma CP Remote Kuma CP

Remote Kuma CP

! | |

SERVICE L&—ﬁ) p— (@ SERVICE SERVICE @,@ p—t (@ SERVICE SERVICE Lﬁ-ﬁ) — (@ SERVICE

| ] | | | |
SERVICE (L@ T &@ SERVICE

SERVICE (L@ T LL@ SERVICE SERVICE LL@ T [_Q_@ SERVICE

\'.L@ Kuma Ingress (L!S) Kuma Ingress

(LE\) Kuma Ingress

Platform, Cloud or Cluster Platform, Cloud or Cluster Platform, Cloud or Cluster

S & O ™ A & ®ig O O s

; OS
OPENSHIFT Gaogle Cloud e Azure

JS Lab
https://kuma.io/docs/0.6.0/overview/what-is-kuma/#flat-and-distributed-deployments



. HEYZ

% 7|98 Telco Cloud | X| LEALA T2 M E‘Aether’: APIs for
third-party edge applications and platforms

Enterprise Apps and Platforms

AWS APIs Azure APIs GCP APIs |§ Aether APIs ‘ 3rd Party APIs ‘

Aether API Gateway

5G/LTE Connectivity

SDN Infrastructure Cloud Infrastructure

JS Lab
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V. HESIZ

< SD-WAN 2%} SD-WAN is sometimes viewed as a catch-all marketing term

for next-gen enterprise edge solutions ( www.sdxcentral.com SDxCentral, 2019 )

o E

=9

HEY3
7hatst

SD-WAN

SD-WAN

SD-WAN

®
@

U —
SD-WAN
AAEDY0|E

MPLS

ISP

LTE/5G

MPLS

[9]] E:I Ll

LTE/5G

MPLS

PTE{ Sl

LTE/SG

JS Lab



V. HEHZ

¢ Clustering for Multi-Cloud

Node 1 (10.245.2.2) Node 2 (10.245.2.3)

L OVS

Cpen vSwitch

Linux L
Bridge >— Oy,

-,
.,
josd
.
ot
.

o
.
g .
.......
.......
-------------

network X

“. GRE/VXLAN:
~. Tunnel °

10.244.1.1 10.244.1.2 10.244.1.3 10.244.2.4 10.244.2.5 10.244.2.6

Node 3 (10.245.2.4)

‘e,
.
o,
.
g
0
g
‘e
. s
. .
. 3
‘e
.
.
.
0
g
0
0

VXLAN Tunnel Issues

10.244.3.1 10.244.3.2 10.244.3.3

JS Lab
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“* Routing with cloud stickiness

= DNS - weight-based with health checks
= WAF/CDN + Rules Engine (on CDN Edges)
» Location stickiness

CDN/Edges

r Rerpan o
Ay ot
1 11T
=i

WAF / CON

Woeight-based DNS

Haalth Haalth
Daind — r— Dasad
[ Adu e Outage OAE

JS Lab

By Konstantin Tjuterev & Oleg Andreyev, Intechsystems SIA



V. HEHZ

+»* Direct Connect Architecture (AWS)
¢ Outpost for Hybrid Cloud

» Carve up 1Gb connections for each VIF.

» With BGP, only the CIDR of the VPC will be advertised; individual
subnets cannot be advertised.

» Include three subnets per availability zone for Web, App, and
Database hosts.

____________________________

------------------------

Customer Premise AWS Premise

{ ' l’
. | L
N L |
Network Q-2 g -l -
| !

“Customer Customer/Partner
Router/Firewall \ Router

------------------------

~ Customer’s Q |

et et

—————————————————————————————

Each VIF can be Private VIF 1
associated with a ~ Private VIF 2
different AWS account Private VIF 3




V. HEHZ

+* ExpressRoute Architecture (Azure)
+* Azure Stack (Edge) for Hybrid Cloud

» Same connectivity methods for connection to Azure Cloud.

» Deploy redundant routers on-prem for active-active
connections.

» Connect VNet to multiple ExpressRoute circuits by different
service providers

ExpressRoute Circuit

— Primary Connection _—
— S—

e

—_— Secondary Connection —
— —

Microsoft
Edge

Customer's

ju}
Network -

Partner

- Traffic to Office 365 and CRM Services
- Traffic to public IP addresses in Azure
- Traffic to Virtual Networks
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+* Security Capability Software Stack

< | Z=A}L(0]]): SD-Brance, SD-WAN, SD-Security (VERSA Networks) VERSA

NETWORKS

Market Leading Security Functions

* Visibility & access control
* Application, domain & URL
* User, device & location

* Layerd4
* Reconnaissance
* DoS protection (ICMP, UDP, TCP flood)
* Rate limiting

* Layer 7 & content security
SSL decryption

i o * Layer3
* App/URL/IP Feeds and filtering . yARP IP ICMP protocol defence
* File filtering IP s;‘)oofing
: ﬁ)r;tl-VIfUS » Strict source routing checks
* Fragment overlaps
* DNS Security (*) = ’

JS Lab

Versa Networks, SDxCentral.
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s Cisco Multi-Cloud — A Cloud Architect Perspective

CloudCenter

Benchmark ‘ﬁ‘ ,

s

{ Application Services ‘}

___________________

B> SharePoint splunk > ¢ IEM WebSphere

2.0 @ Jenkins

! vSphegre Kubernetes

docker

Cisco SD-WAN
Overlay Fabric

o ele
11

o]
4,
Data Center ( & w Private Cloud

___________________

Y=
@osspndro
A> SharePoint

e,
1[0 Q’lig
: ( Sﬂ‘\ Kubernetes

& Google Cloud -‘:_;{'aﬁglam

AppDynamics Transport Encryption

’ n . n =N A Y
{ Endto end network and applications security and Visibility ’,l

'~

n CJAlibabaCloud  sarrayse
- |

[+ _=as] =

Microsoft Azure vmware

Cisco, https://www.netdesignarena.com/index.php/2018/05/30/why-cisco-multi-cloud-a-cloud-architect-perspective/
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+ Arista

B CloudEOS Router provides multi-cloud networking and security using
proven EOS Software

Locations

Services

\

s

B N /7 ~
E=3 @& A
Data Center Campus Edge J L Public Clouds )
| ] |
( I CIoudNelworkanaI te Segment ! I |
Bare Metal 1 VPCs/VNETs 1( Containers , Serverless i (Cloud Services\
= . o =
[ Ss—
| e— . & +

J

s\

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/arista-networks.cloudeos-router-payg?tab=0Overview

JS Lab
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Aol B3y

2} & : Routing traffic rapidly and securely between disparate cloud
platforms is complex; avoid complex Managed VPN solutions

XI-&2}: Automation needed for disparate CLI's, BGP ASN’s, and routing
tables

£t2|: Managing multiple cloud, SaaS, network, and colocation providers is a
juggling act!

=Y £t2|: Every provider will have their own proprietary method for
management, monitoring, storage, and network solutions.

HZE KO M. Establishing standard security capabilities and policies

H ot Z3}: Ability to enforce security for users, data, and applications

everywhere is essential

JS Lab




V.

VI.

e
JEIETES

7

Im o2 m}
Ha
N

2 = [Ho
= M

L

JS Lab



VI. &g

*» Datadog

7 AWS Overview 1 | editsoars 4 [E3 Enable dashboard time controls...
$zone * ~ Srole * v Svar * v & o
a TargetTracking-EC2C t2017d Asg-10)S3ZLO6I77A-AlarmHigh-50de458b-66c2-4f94-9269-490015b1ce48 is OK |
\—’1 hu Mar 28 2019 17:50:37 GMT-04 me)
Latest
a Target EC2C vice-r t2017d g-10J53ZLO6I77A-AlarmHigh-50ded58b-66c2-4f94-9269-490015b1ce48 is CRITICAL
Status - Thu Mar 28 2019 17:47:37 GMT-0400 (Eastern Ds ht L
updates ﬂ a trace-edge-cpu_underloaded is CRITI
DATADOG 5 Thu Mar 28 2019 17:42:20 GMT-0400 (Eastern Daylight Time)
a TargetTracking-EC2ContainerService-reinvent2017demo-EcsInstanceAsg-10)S3ZLO6I77A-AlarmHigh-50de458b-66¢2-4f94-9269-490015b1ce48 is OK
Thu Mar 28 2019 17:39:37 GMT-0400 (Eastern Daylight Time)
Requests id Healthy ho... 1d

14 ELB 5xx 1d
300

ELBs 8469. 30K..

Unhealthy 1d

) I| I
| P— = — lllll.llll.l_. . il - l
03:00 06:00 15100

= T
18:00 2100 Thu 28

310

Agent Up Max utiliza... 19 Overall EC2 Memory usage v
2

ECZ

1 3* - "\’_\k_’f‘
In Sta nces Average Utilization ¢ Min Utilizat... 1d !

= 5
05
13. 1. -
% % Frizz 1200 Sat23 12:00 Mar 24 12:00 Mon 25 12:00 Tue 26 12:00 Wea 27 12:00 Thu 28 12:00
Most utilized microservices ih CPU Utilization by AZ (outliers) 1h
8

100.00 | usi-staging-dog-Ibernail-controller
99.82 zookeeper-metrics-novi7

99.42 sketch-aggr_kafka_partition-8_to_15 kafka_topic . 6
99.35 ecs_instance - ec2 vice-remi-

99.32 ecs jnstance - ec2containerservice-reinvent201
99.17 | us!-staging-dog-Ibernail-apiserver

99.17 | ust-staging-dog-Ibernail-scheduler

94.81 datadog-system/system

percent

87.40 | nicky

Reserved vs Used CPU utilization 4h  Reserved vs Used memory id  Services desired, running, pending 1d
30

EGS -, ’
Clusters ° . :
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<« 2oL i

< =ILH2| Public Cloud 7|2} 22| MH|A XS Hom{EHA
= OpsNow (H|AE =2 H)
= Hyper Solutions (H|7I&)

HYPER SOLUTIONS

11710 22 29 Lot S Hot A s g &S

Hyper Billing Hyper Watch
stojee|s ArH o2 e e
i ans E=n (e

" oHE
HIS A= 8} I

is #e

==y S
74
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* OpsNow

1750ea 300ea

CLOUD VENDOR

W Aws v @ g e

TOTAL SUMBLARY B RUNING - STOPPED
Tolsd Serves Total Datatase

[ Mibsba

o Totsl Used Cloud products

Toisl

2309ea

=onc

= .
. e
= ===
===
3

- WCR 4 M R A

Sorver | SEOUL-A-FRD-BESPIRAM PEF OAMANC [-BATCHOL

e 854 1] 120 @ 546 O p— —
1500ea 300ea —— . S
oo & o & e 00 25 @ % W
sevrpian ——{  coirvi R s p—r nd - o

i e GRS T o S -
L A e - P - - = A
o s ¥
-y ?
e s SERVICE GROUP
5 P —
— - -8 L= . m oy Aws - @ Arure -
-, B = - _ o - ome -
2 Wi - 1) MR = . =
-] e ; : : . .
e DEV Staging Production
e wa
S — L T o3 e et
. _— - — - 40(03694)  $1,002,600.64 20 {16 94) $1,600.64 2(02) $100.64
—— S = 5 -
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* Multi-Cloud Application Services Challenges (VMware/AVI)
B Multi-Cloud Architecture (Virtual Cloud Networking with NSX)

SEPARATE CONTROL
& DATA PLANE

MULTI-CLOUD

INTELLIGENCE

CONTROLLER

R R PR P P PP SERVICE "ttt meesenaees

AUTOMATION

ELASTICITY

% =

ON PREMISES BARE METAI

VIRTUALIZED

CONTAINERS VIRTUALIZED

Jimm C

CONTAINERS PUBLIC CLOUD

LOAD BALANCING SECURITY ANALYTICS

« L7 (HTTP)LB

+ L4 (TCP/UDP) LB

« Global Load Balancing
« Content Switching

+ Caching/Compression

* Autoscaling

* Web App Firewall
+ SSL Termination

« DDoS Protection
+ L3-4ACLs

* L7 Rules/Policies
+ Rate Limiting

* Application Map

» Service Health Score
» Network Performance
« App Performance

* Request Logging

+ Security Insights

PLATFORM

+ Central Management
+ 100% REST API / SDK
+ Self-Service

+ Multi-Tenancy

+ Service Discovery

+ IPAM/DNS

JS Lab
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*» Infrastructure-centric Silos to Application-centric Multi-cloud
Strategy (VMware/AVI)

Manual, Complex and Fragmented : Single, Universal and Automated

aws A\ Azure : C@"
EEEE 6662 | %

1. Multi-cloud : | CONSISTENCY \
world today i

2. Siloed point @ python”  15Grafana  NETSCOUT

products & services ) i
e ANSIBLE Eagios‘ Infoblox b4 !

3. Automate &
orchestrate, visualize

[ SIMPLICITY |

and monitor E | VISIBILITY ‘

i

- e NGINX ; S
el 1 R : A :
: i
) 1
BARE METAL VIRTUALIZED CONTAINERS :
]
1
1
i

i f——

§ ON-PREMISES
mware Confidential | ©2019 VMware, Inc
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< 22| 7L (0]) - Management View Design S %Hd
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Cloud

Host

L LIES)

Network
Device
N g
(Asset)

W

- EUEANM

T

Korea South W

All v

P : :
7 Server (Cloud A) l\ﬁl‘ " “Host (2=g|0|2) 27 Infra (Cloud B)
-
Host Rack #1 (Host) Rack #9 (L3)
[11] TR0 00D HRD R e e e |

Rack #2 (Host) Rack #10 (L2)

TRD ERD RO RRE RRn NN nn vy pne TEE IR0 RO INE I e 11
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Rack #3 (Host) Rack #11 (Firewall)
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