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< VMware: 4 EQ|3 7}4tsi2k?
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Network
Virtualization

durmmies

Source: https://www.vmware.com/kr/topics/glossary/content/network-virtualization.html
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* Virtualization of a core network
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Source: Software Networks (Virtualization, SDN, 5G and Security), by ISTE Press Ltd and John Wiley & Sons, Inc. 2020

I X X JS Lab




DAY 4: 5G U ES|3 el=g2} 7t4e} 7|=

< HZAL (0): QCT

‘0OmniPOD Solutions for Private Network Ironinfi lutions for Public
End-to-End Integration and Validation IronBox IronEdge IronCloud
W ilexiwan Syt ORAN  riscommens dRedHat  TROBIN WNDRVR

OmniView (OAM)

(% ( 3 (o) T izati HOE w—
- (&, A (v il 2 # .go_ End-to-End Virtualization ROBIN fRedhat WNDRVR vmware 3 openstack Okuh-m-m]
erformaace —lt
"

Topology License Fault Security
Management  Management  Mansgement  Management

uCPE

Quantafdge  Quantatdge u 2u
; o _ EGO2ILWT EGX66Y-2U
=1 e EEEEEE R EEEE,
il o . QuantaEdge EGT230-0T = =
~ Quantafdge  QuantaGrid d 05281 a
Quencalioh Vo400 Module Wifi 465G EGHE3S-1U 0s2v2U

© ——1
EE - BBl e

iy = =

mart pucy g
Smart City Manufacture (tg) =ED
= ke - -
@& | 2
Mol T Access Network Core Network Data Center

Source: https://go.qct.io/telco/
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& 7}ak3} 7|4 SDNO| £

* The five domains necessary for the life of a company
* Virtualization of the five domains

AEQ|X| Storage

. Management
o} )
Hot Security el 22|

Source: Software Networks (Virtualization, SDN, 5G and Security), by ISTE Press Ltd and John Wiley & Sons, Inc. 2020
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% Gartner’s Magic Quadrant for 5G Network Infrastructure (2022'd 1¥)

< Communications Service Providers

» Radio access network equipment, including radio units
(RUs), baseband units (BBUs) for 5G new radio and 4G
LTE. Examples include the following:
o Passive antennas, RU, AAU, virtualized BBU (vBBU), BBU, DU, wng
CU, vDU, vCU and small cell
» Core network equipment, including 5G next-generation Mo
core and evolved packet core (EPC):
o UPF, AMF, SMF, PCF, AUSF, UDM, NSSF, NRF, NEF, NWDAF .
for 5G
o MME, S-GW, P-GW, IMS, HSS, PCRF, EPC/virtualized EPC
(VEPC) for 4G LTE - i _ e
« Transport network equipment: Fronthaul, midhaul, g ou
backhaul and wireless backhaul g
* Network infrastructure services: Design, build, run and g
support : COMPLETENESS OF VISION As of January 2022 © Gariner, Inc
Gartner
Source: https://www.gartner.com/resources/746400/746462/Figure 1 Magic Quadrant for 5G Network Infrastructure for Communications Service Providers.png?reprintKey=1-299M6Q7A
® e JS Lab
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< PNF(Physical Network Function) *st=9J|0{ O{Z2}0|AA 7|4t
< VNF(Virtualized Network Function) *7}4 M4 VM(Virtual Machine) 7|%t

o3 olZg}l 7} st 7|=

*22tRE Ho[E|2 [o]L4/vM =
% CNF(Cloud-Native Network Function) *£2t2E Y|O|E|E= HHO|L{/VM+E
Classical Network Appliance NFV Cloud Native
Monolithi M i < )
- - lonolithic :: -: icroservices EI}OIE[EA‘]HIA
Orchestration g
* Orchestrat < >
DPI Firewall Carrier Grade Tester/Qo€ e bl — QﬂlﬁEaﬂolﬁ
NAT Monitor NFVI Efficient NFVI
™ o
' = o} ‘E' = NFv olzZat
SGSN/GGSN ol BRAS Radio/Fixed Access COTS server “s] COTS server
outer ‘Network Node
He
VM VM VM =
Network functions on dedicated H/W
Guest 05 Guest0S Guest 05 Eﬂ E’E‘! E E
Hypervisor Container Engine
Host 0S Host 0S
Infrastructure Infrastructure

PNF: Physical Network Function VNF: Virtualized Network Function

VM: Virtual Machine

CNF: Cloud Native Network Function

o0

JS Lab
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% 5G Q1= 2} 7|=9| WXH: Revised evolution of PNFs to CNFs and cVNFs

|_Binary ’
CNF

Binary ]

Softwarised Physical Cloudified Virtua .
Virtualised Network Function Cloud-native
Network Function Network Function i

Physical Network Function

Source: ‘Cloud Native Enabling Future Telco Platforms’ by NGMN Alliance, Version 5.2, 17-May-2021
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+* Needs of the New Datacenter

- Lines between servers and networking are blurring
- Developer optimized

- Needs to be cloud managed Closed Loop Control

- Need to consider traffic end-to-end Measurement

- Need to orchestrate all these components

SDN Control

—

itch

Switch Switch

E;—'@ NIC

Soft Switch
Container

NIC

Soft Switchj

om

OMF Container

XX |  JslLab
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< Aether: E{Z 20| =2| DTS {|¢t 5G HUYUE|E Of|X| ESHE EAA

Auts tcal
Operator Portal @ % Enterprise Portal w,.:'.':“gn
Enterprise
Runtime Operational Control - Application

Enterprise On-Prem Edge Cloud
* v v
b
AAS AR
loT
. e
[-X-X-J

Sensors

- N - N

()
H soran | I 1 soran eagerabric | | 1 tdgerabric
ey contig/Controiupdste | || Telemetry Config/ControlUpdie | —~

.
H i ( ) O-RAN compliant, SDN -
Employees programmable small cells  from Edge Cloud Services from Hyperscalers
- ® )
. fi =
Aether o=

Enterprise
Application

'y T

Source: https://opennetworking.org/wp-content/uploads/2020/12/Spotlight-OPs-1.pdf
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+ SD-Core and SD-Fabric are an Integral Part of Aether

mETH:R

2Y=T

(Operational Tools)

Setting Up Aether-in-a-Box sjo|22|E g2t g
(Hybrid Cloud Management)
* Ubuntu 18.04 clean install

* Kernel 4.15 or later

VM or a CloudLab machine. —

£mEg 0} Mo Hae

+ Haswell CPU or newer O|X| EHEap A % T SYEHELA T
« At least 4 CPUs and 12GB RAM (Edge Platform & Apps) ;._ s (Central Platform & Apps) ;.‘J_J 2
I~ . - & Ea

* Ability to run “sudo” without a password. Virtualized 2mEgof £ZEL 0] s T3
Due to this requirement, AiaB is most Components of Mol mojupr  [NNS HEL 2 Hlo| ®E

. . X h Ho| 3 8 0 ; 8
suited to disposable environments like a O-RAN Small (SD-RAN) (SD-Core UPF) ;é 3 (Runtime Operational Control) g -
[} T2

e, A8

TS 5z

5= 33

2Dz Ego] gl A0i Mo
(SD-Core Control) D-co=

0j|x] 22t = Z=Hlo|r QI Zat Sto|m A7 e Ql=2at

(SD-Fabric)

()

Source: https://docs.aetherproject.org/master/developer/aiab.html

®o oo JS Lab

(Edge Cloud Provider Infrastructure) (Hyperscaler Infrastructure)
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0.

% 5G Service-Based Architecture

i AMF (Access and Mobility Management Function) Service Based o .65 -
i Avrchitectur. o, - _ Nsii | o
: rchitecture N =] o
: . X L ——
: [ wou NGC wou %
: -
HEr) oNB
H x<| [cuce cuup N13 |
: ED = Central
: Poce LT = S le‘w NI1O N7
: RLC e e el Wigher Layer
: i Fiy Spiit H U L s
: e
i e N2 i | €
: Lsuf L : — - — J
H 3 e-u:'-"o"lnw H
i . i : AMF SMF
H Lower Layer
H Spit H N1 N2 F|N/l
I G NR gNB Interface Types it SMF|(Session Function),
H H 56 7|
H . HlolEf
H i EE:)
. https://www.rfwireless-world.com/Terminology/5G-Interfaces.html / __
L U Pl bbb
@l ] : Sl JEEET
-
s S —— . —— UPF Data Metwork
= (ON)
Source: https://www.metaswitch.com/knowledge-center/reference/what-is-the-5g-session-management-function-smf
XX | JsLab
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% 2|SAXHTHLF): ONAP's Cloud Native Journey (27| A E2f|0]/4)

LF Open Source Component Projects for 5G

User Edge Service Provider Edge Cloud/ Core
o A i
Wireless 56 and Applicati Management &
Devices h o
P~ . JRAN EXY
@ @ [E]- Q oot e Commry —
=2 ~ fﬂ@magma rchestration
B | - WONAP( A== )
ge ge way r
Apps Apps
+ * T .
S . +
Constrained Smart Edge Edge Stack Cloud Infrastructure >.n_frastruclure
Device Ed —
evice Edge Satec o=z} C ol=ar |
. 8 EDGEXCFOUNDRY | Open  Anuket
Tuctwy & .KVM @ceph OYS g 2 orox
AKRAIND o .| openitack kabersetes
Edge Servers, Industry standard . SDN C
Gateways, Bervera. awlicha Industry stand:::r:;ravers. switche; p : SDN H[0{7] :
Devices storage H/W . < _

Source: https://www.Ifnetworking.org/5g-super-blueprint/

XX l
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¢ 5G LEAA AR H|Z=A}L (0f): FreedomFl At2| 5G Core 2 =42 magma ALE

» Access Gateway - AGW: |t is a distributed data plane component of the mobile network directly
connected to an LTE or to a 5G radio. The Access Gateways are connected to a centralized orchestrator.

ACCESS NETWORK

My Wallet

l||||||||||”

12,075

MAGMA CONVERGED CORE MNO CORE

g REST API

|

19
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DAY 4: 5G U ES|3A 22} 7t4t=} 7
. —_ —— o =
— . .
% 2|SAXHTHLF): LFN 5G Super Blueprints
CONFIGURATION & SECURITY MANAGEMENT ONBOARDING & DESIGN
= Enable uniform and platform-level Service-Mesh + Support VNF/CNF/PNF onboarding
Pattern Security @ e + Conform to industry standard modeling
= Leverage open source projects including Istio, Envoy,
K8S Ingress and Egress, Keycloak
* Allow security extensibilities with configurations/policies 2544
» Support integration/deployment flexibilities with external IdAM and IdP ORCHESTRATION
. hyt
CONTAINERIZATION
+ Container-based ONAP H
‘components support private, &
public and hybrid cloud H
infrastructures : glojd
« Manage complete lifecycle of H
ONAP components with OOM 1 OBSERVABILITY & ANALYSIS
leveraging K8 ecosystem . 2
EE TN i ot ® Wiertst > Wieris b clastic + [ Kibana
= Support open Source & Standard-based Logging
CROSS-COMMUNITY & Architecture
SDO COLLABORATION * Decouple log generation from collection / aggregation
/ analysis processes
O‘RAN tmfonm ) 3’:‘-1‘9 m + Enable pick-and-choose solutions for monitoring,
S = aggregating, storing and visualization
’)Amnlmt @ Xcvela [JQiosonanvs - L . « Provide logging reference implementation
Coin e o - i3
Source: https://www.onap.org/software
XX |  JslLab
20
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« SDN/NFV

SDN: 2T EQ|0 MO| | EY A (Software

Defined Networking)O|2t 1= S0, L= AP|
£ 8ol HEXIo| Eefj M SE2 &
EQIof 7|8t AEER A MO X &H2lst=

XA HEAl
HLT o™=

NFV: Network Functions Virtualization, 4 E
37|15 7tadst

XX | JsLab
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DAY 4: 5G HIEf|3 Ql=2} 7t&det 7=
% News: Google, Linux Foundation Launch Nephio to Automate 5G
+ Yo Z2 M E.: The Nephio project is designed to provide Kubernetes-based cloud-native intent automation
and automation templates to make it easier for telecom operators to deploy and manage multi-vendor cloud
infrastructure and network functions across large-scale edge deployments. It sits on top of a Kubernetes
substrate either directly controlled from an operator or a hyperscaler-based platform like Google Config
Connector, Amazon Web Services (AWS) Controllers for Kubernetes, and Azure Service Operator
l Dan Meyer | Executive EditorApril 13, 2022 4:00 AM
Source: https://www.sdxcentral.com/articles/news/google-linux-foundation-launch-nephio-to-automate-5g/2022/04,
® e JS Lab
22
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< 20123 118 ETSI= ISG ‘NFV’ A&
< NFV(Network Functions Virtualization): SI=9J|0] 2= & x4 3} gl= Y EHA 7122
EYMo| SHElD Thadt Y EQIE PIEE £ HT

= -—=
3

Traditional Network Model:
APPLIANCE APPROACH

Virtualised Network Model:
VIRTUAL APPLIANCE APPROACH

gy . O o
: DPI @ CG-NAT GGSN/
DPI X BRAS O SGSN
BRAS : Firewall PE Router
GGSN/SGSN ] | B g S
! ORCHESTRATION, AUTOMATION
& REMOTE INSTALL
PE Router
Session Border STANDARD HIGH
Firewall CG-NAT Controller

® Network Functions are based on specific HW&SW ® Network Functions are SW-based over well-known HW

® One physical node per role ® Multiple roles over same HW

_ N /
European Telecommunications Standards Institute (ETSI) Industry specification group (ISG)

®e O

JS Lab
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< ETSI: NFV - Network Functions Virtualisation (ETSI — Standards), 20124

IFACOS | | IFAO13 | | IFACOT7 1FA027 1FA030 || 1Fao10 | | SOLOLO
50002 | | s0L00S| | SOLOO3

N

0Os-Ma

« 2019-2020: NFV Release 4
e 2017-2018: NFV Release 3

+ 2015-2016: NFV Release 2 B ossiss ,
+ 2013-2014 o
[me [ w \ [

IFAD17 ‘we Vinfm

e | o
. ‘ , oy L wNE1 wF2 s Mansger = - E; B
diional Network Applianc e i st § 50L012

1 vn-Nf (VNFM) 1FA033

(Per. 501011 || (MANO | | sripitat

metrics) FuncRamts| | pig)
.| 501004 | S0L007 | [1API

IFAOLL TsT010

¥
[ }o.-Or
NFV
(VNFD & | (NSO file conforma:

Orchestrator| A | i ot | btrocture) | jpestogs |
e ' BB
N ra01d soLoo1 g

o i=

soloos soL016

| (policy apy| (security
NFV infrastructure (NFVI) + | pchitec
Indapendent -Vnfi i
Q Software Applica Virtual Virtual (e¥nim | & & &
Computing | Network ®, <+ |Fa03z | SOLOI3
R \ Virtualised | | sowo17 | @7 -
q / E @ g NE-Vi 2o N orvi WideArea || | %% | | common ey
[c2d Virtualisation\ayer | sspects) | | 20tV
Infrastructure
- o f 4 Manager o |
/ i anager || - .
e om0 oo || - | B
Computing Storage Network T i | IFAO3L | ¢ni014 x
Hardware Hardware Hardware | | SOLO09 | | v mgmt
@ ﬁ i | NV Management and Orchestrai | ST bawoven | deseriptor)
o 8 Automation I !E—
w = ’ & &_ IFAQOS
IF
Standard Servers, Storage and Switeh FAG02 iragos 1FAD0S
1FA018
. N . . N (Acceleration Technologies)
Source: https://www.etsi.org/technologies/689-network-functions-virtualisation

I X X JS Lab
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| Z2t 7hyet 71

20214 Anuket HZ

OPNFV is Now Anuket!

Source: https://wiki.opnfv.org/

Compute

Storage

<+ OPNFV: Open Platform for NFV (20144 ~2021'3)

New Features

Integration

Natwark

OpensStack + Kubernetes

KvM

[

— = ™

Data Plane

NFV
OpenDaylight l I Installers System Features
m Composition Performance

Upstream

Tungsten Fabric
Project
I

_commonr
ey
B
)
—

ovs

XXX | JsLab
25
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s Anuket (=OPNFV+CNTT)
CILFNETWORKING
CNTT
(;TJ‘SH NFVI Telco Taskforce)

Anuket is Here

Anuket Launch: Industry Leadership Spotiight Videos.
m

Network Operators.

Source: https://wiki.onap.org/display/DW/OVP+Introduction

(MANagement and Orchestration)

S |2
tack. Kubernetes

ONAP

=
=
E
-]
B
z
£

L\
.

= Egyptian Goddess of the Nile

= Responsible for Annual Flooding of the Nile
= Associated with gazelles, arrows, and other

swift-moving entities

CNTT certified NFV m
Initially organized early in 2019, the
Common Network Function

n ‘ Virtualization Infrastructure Telecom
DPERATOR Taskforce (CNTT)

VENDORS

®o oo

JS Lab
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7

Reference Model
RM

+  Requirements.
+ Cloud infrastructure

Reference
[ RAI = R |

Profiles
Exceptions and Transition
plans

+  Guidelines

*  Networking Requirement.
Networking fabric and
aesigns.

Edge Types & Requirements
+  Edge Specific Profiles.

% CNTT Reference framework, Workstreams and Focus Groups

Reference Architecture Reference Conformance

Implementation

":l_.

RC I

+  OpenStack Based +  Install & Lab Requirements *  Framework &Testcases
*  Specification +  Playbook (Cookbook) Requirements

+  Guidelines »  Gap analysis. *  Playbook (Cookbook)

«  Gap analysis. + Development Planning +  Gap analysis.

*  Innovation + Development Planning
Reference Architecture Reference Conformance

Reference Implementation
RI2 i

Framework & Testcases

+  Cloud Native * Install & Lab Requirements ]

+  Specification *  Playbook (Cookbook) Requirements

+  Guidelines +  Gap analysis +  Playbook (Cookbook)
«  Gap analysis. Development Planning +  Gap analysis.

*  Innovation + Development Planning.

RC2 @

Networking

Edge

®o oo

| JsLab
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+ 5G Edge using vCloud NFV(Network functions virtualization)

Source:

Muware-vCloud-NFV-OpenStack-Edition;

Worker - 2 ([NUMA aligned)

Masler - 3 Worker - 1 (NUMA aligned)
Master -2 [ Other | CPU Pinned
Master - 1 SRIOV
G | | ey poees
NVDS (E)

ont
Forwarder

VLAN X

VLAN Y

VM MGMT Network

Kubernetes AP| Network

Egress

cloud-nfv-cloud: UID-6B8C1471-41 BIC2-6A9CDT74989D9 html?

Kubernetes POD Network SBA
(System POD networks
Not Drawn)

ﬂjﬂ o
= | Swiches

DbH20WQLingsh4LImzG1H3cCSOPNGBJeqT-erTBIC)g

®o oo

| JsLab
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% Implementation of a Dedicated Network Slice (with the Norwegian Defense)

KEY FEATURES

- Core (ims/oTT) |l Talk ( P‘m a-Service e OIS
¢ L Private Clouds
(€)) TR = =
0 R g EEEEEEN
ol = & = & = 7H43t
71& 7|

Devices 5G/4G Transport Edge Cloud Transport Central Cloud
Radio network network

Source: https://datarespons.com/5g-is-a-game-changer-for-the-military/

I X X JS Lab
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% 5G Enabling Technologies:

« CUPS (MIOj/ALE X} E2Q 22])

+ Cloud Scale (22I2E AF|Y)

+ MEC (2HIY ofX] HFH)

+ Network Slicing (HIE${3 &&lo| 4

HEEEEEE S
HEEEEEE G

Control plane

T VPLIIN ko e o e o
RAN(Radio Access Network) 5G 30{9|
. . . SDN T+X
MEC(Mobile | Multi-access Edge Computing)
AF(Application Function) ) dnazec
O OrEe [ ]
UPF(User Plane Function) CIND OINB CINN - Data plane
CINS CINS O —t 111
TN CIINN €0 UPF | UPF | cu | pu
Qe 4 5 (Backhaul) o £ E & (Fronthaul) GNB
56 F0{(Core) NG-RAN
JS Lab

o0
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% Embedded 5G UPF
m Free up CPU resources, run UPF at hardware speeds
o Meet 5G requirements for ultra-low latency/jitter and high-throughput
m Tailored for enterprise and loT use cases

o GTP-U termination . = (B
o Slicing & QoS “’ Qr—
o Usage reporting uts

o Idle-mode buffering (cloud-native service)
m Distributed implementation

o Any leaf can terminate any GTP-U session

o Allows fabric-wide slicing and QoS
m INT visibility for SLA validation

o Monitor flows inside GTP-U tunnels

&
OMr
XX | JsLab
31
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DAY 4: 5G Y E{|3 Ql=2} 743t 7|&
% PNFs / VNFs / CNFs
* PNF = PNF+VNF = PNF+VNF+CNF
Physical Network Functions Virtual Network Functions Containerized Network Functions
SAE OS
COTS 3tE%Io] COTs st=410]
Physical Network Function (PNF), Virtual Network Function (VNF), Container Network Function (CNF)
XX |  JslLab
32
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> BEIQE AE 23 =2t »ot

<+ 2L E AF 7|8 HoF H A
- 22I2E/SDDC/SIES O A Z 7t A
« 9|8 MH|AQ| & HM X (Ingress, LB, DMZ)
< AU Mz B L3t

Distributed Services (Containers)

Compute (H|O{ &, v

M)

Network (Underlay/Overlay)

| S AE

o0

JS Lab
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< CNA 2| AMH|A HA] 22|

+ Sidecar Design Pattern: 2t E{ LiZ& CB, LB, SD LH%&
+ CNCF2| ‘Istio's B Z2} Telemetry XS

DAY 4: 5G Y E¢|3 o=z}

| CNA (Cloud Native Architecture)

Mico .

- - Service !
|

i

i

|

i
Micro b
. - Service 0B
; i
i i
i

i

| i
i i

| frord H o H o

[ || s || oo

-_-_4.{

S22 E HIO|E|E A

CB (Circuit Breaker),
LB (Load Balancer),
SD (Service Discovery)

laaS(Iinfra as a Service) A=

SHERIO] AIS

o0

JS Lab
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Al
o

>~

L

b

F 71

=

% Containerized core network approach

Kuberneles cluster of the project

L

Central database Control plane server

4 PCF | l AUSF l | NSSF I

User plane server (edge)

O lWebUI | |

'\R|

i

L

o

g\(cAo/

Source: 5GPPP Architecture Working Group, 5G Architecture White Paper

o0
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*,
*

NFV (Network Functions Virtualization) and beyond

VM-based services X
BN
I

Step 1

Over the Top Deployment

Container

Container
Kubernetes
VM
HyperVisor
Whitebox Server

Enabling Ture Cloud-Native

Deploy k8s on Openstack Architecture

Container-based
services

How to achieve integrated management?

Step 2

Cloud Native Architecture

VMs

Container = = -

KubeVirt/Virtlet/
O

Kubernetes

Whitebox Server

VM/Container Management with k8s

o0

JS Lab
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“« 56 ZREE1 7|5H £2| (TR 38.801)
+ X|' EH|, next generation Node B, gNodeB, gNB

Option1  Option 2 Option 3 Option 4 Option 5 Option 6 Option 7 Option 8

- CPRI
L J Interface

CU/DU (Option 6)

Cu/ou (Option 7)

DU (Option &)
DU (Option 7) } 56G (c)

H
F1Interface

F, Interface

BackHaul Fronthaul

Source: https://jb-story.tistory.com/346?msclkid=dbed5618b28311ec95bd530caefdabas

®e 0 JS Lab
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< ML ZI&(0ll): ML-based solution for 5G network.

Network
Author i 3 . 56 Network Application
References ¥ Contribution ML Applied  Participants it
Component

RAN Core LB SDN RAN RA SEC

Aaveetal  Network iraffic —
E gjf = =
™) aradction o v (E2HT OF) « x

B8 18l Network slice Machine
S snionconol earngws o+ SEO[A FO) «
algorithm Deep Learing

Suomalainen Machine ot

etal. (69) 0 Sbourty Learring * ’ = !
Bashiretal.  Resource Machine , ol atc .
R G 1 LD

N
=

tal i
Balevietal.  LowLatency Unsupervised X ( x|«
1 communication  clustering

Tayyabaetal. Resource LSTM, CAN, | |
2 Management and DNN b DNN k 7.

5G mmWave FML (Fast
Smetal (3] Venicuar macine x .4 . ox
communication Learning)

Connected Things Fulure Wirsless Networks Machine Learning Artificial Intelligance
Intrusion Detection  Machine
Lietal. [74) x
System Learning
Kafeetal. 56 Network Machine . .
s Scing Learring
Physical-La
Chenetal VSRV pachine
e Ghannel ik x v
Authentication v
Intetigent N
Sevgicanet o oot MOy rine
Data Analytics v
a7

Source: https://www.mdpi.com/1424-8220/22/1/26/htm

o0
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% Implementation of a Dedicated Network Slice (with the Norwegian Defense)

N
% I Defence Slice
A \

: Wobile
. Core
_‘_‘ Mobile Voice | Push-to- L Mobi Voice Push-to- Security-as- JES
o s A (m] o = e — = —
A . EEEEEEEEE
-5 71& AL = - - B b=
S

5G/4G Transport Edge Cloud Transport
Radio network network

Central Cloud

Source: https://datarespons.com/5g-is-a-game-changer-for-the-military/

o0

I
ubl

A
7143t

71& 7|8
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< 714 RAN (VRAN): 2122| FlexRAN (0f|: St=E¢|0{2} S 2= 2l VNF b =)

Deployment Architecture Examples

YNF

MEC Services

o0
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¢ m

< YIEL3I £20]4 (0fl): ENISA(European Union Agency for Cybersecurity)

Virtualized Infrastructure

Source: ENISA 5G Security Architecture

5G Security Architecture
Network Slice —>
Tenant ” Tenant ]] Tenant ﬁ
Network Functions (NF)
o
0SS /B SDN NFV E

"%
T enisa
v

®o oo

JS Lab
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DAY 4: 5G U ES|3A el=2} 7i4&e} 7|= i

< HONOS Deployment Architecture

« gNOI (gRPC Network Operations Interface)
« gNMI (gRPC Network Management Interface)

~ adapter

discovery

Source: https://docs.onosproject.org/

g

®o oo

| JsLab
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< 7habst Belo| Al H-8: Management analytics function
- Management Data Analytics Service (MDAS)

The MDAS main functions

Management & Orchestration domain
. NFV-O A 2E0|E
Analytics Intelligent
Al L ;
A lbrhme [ Orchestration
Reports g Decisions
MDAS 5G-CORE 56 30|
Raw Al Intelligent
Aldoeth Network
Data HERII Operation
Source: Al and ML — Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11
o0 JS Lab
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™3 =Lt 7Het 7=
DAY 4: 5G U E{3 Q1= 7Hys} 7=
% Data movement in Data Lake
Semantix
Datasources Data Platform
295 Data Sharing
=1
| . - =
Data Add-ons
Data Loaders Visuallzation
7 ® . - Ved (2 [} @
@ : 8 L J . < % e r? a * .
= Data i "Bats” patst aht
Lake i :
- . 0,
> Catalog Discovery Lineage .
3 ® | 5 Al
Source: https://forum.huawei.com/enterprise/en/data-movement-in-data-lake-architecture/thread/763915-891
XX Jstab | |
44
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et 7tdst 71

% Acumos: LE

Al DEVELOPMENT SERVICE
AND TOOLS

CREATE & ON-BOARD MODELS

CONTINUQUS LEARNING

&2 Al/ML Platform (By AT&T and The Linux Foundation)

EXECUTIVE IN TARGET ENVIRONMENT

RUNTIME
SYSTEMS

DOCKER c
IMAGES Q

(SCIKIT-LEARN, TENSOR
FLOW,H20, RCLOUD) LOCAL
LEARNING

ONBOARD DEPLOY

Al PLATFORM &
MARKETPLACE

PUBLISH

f’) PREDICTOR EEEN
Clinux = = "
_ ST, Tems  ween R | p
" AT&T LIFECYCLE +

n ENHANCING MODEL WITH APPLICATION DATA SETS SHARING MODELS IN MARKETPLACE

Source: https://www.acumos.org/platform,

XX l
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< VNF (Virtual Network Function)2| OH0| 3 2 A{H| A3}
% VNFO| MSASIE E3 Zt R £0| 7tA %} U Zt I E 7t0| SBAO]| 7|4tst EA
< VNF2| ZE| 0|43}/ OtO| A2 AMH| A3}

. Kubernetes = 0] [I}IE 2 2 H3}

- Kubernetes Networking: E2| &H|9} & 5°'°* I-‘||E 3 dsS B% dliok stn, 0| & {IsHA SR-

IOV, OVS-DPDK®} Z271% 7|= Arﬂol

et #ole]

™ ™
‘ a3 <sron

VM M
P | | R

M M
e | | EEEED

Aysiaolel | | 2198 2golol 21923 2gojol
| 21y ol o] — " S S— -
B2 E2jols ; TAE B}
¢ . d ioyAEDN
’ H . — H s e
TAE A TAE uw g ZE L ED ove
| EEEEE] [TCEY gx] SRIOV HlE§I3 Bx] HEQ3 Bx|
Qv ESIa JMy8l  PCI-Passthrough 4] SRIOV 84 QVS NIC Offloading
Source: SDN/NFV 7|8t 56 S8 QlZate| Tzt YETSH, KT A4z ojL A
®e 0 JS Lab
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+ 7152 9% REZE SEY 0 X
Appiication =
User Sockets AP

IPva/ifve |

Network Device

InfiniBand g Ny Ethernet
Switch Switch
XX o | JsLab
47
. EQ (o] AlS =
DAY 4: 5G U E{3 Q1= 7Hys} 7=
+ End-to-End Programmable Data PlaneControl APIs
AN AN A\
fabric.p4 vswitch.p4 a kernel_hooks.c
eBPF
L2/13 forwarding Host netstack offload K8s networking (CNI)
5G UPF 5G UPF Inband Network Telemetry
Inband Network Telemetry Inband Network Telemetry Slicing & QoS (classification)
Slicing & QoS Slicing & QoS
Anomaly detection Anomaly detection
Fine-grained Fine-grained measurements
measurements P
Kernel
*  *Roadmap item L
Switch
& (Intel Tofino) SmartNIC Host netstack
QM
® e JS Lab
48
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% OpenUPF Architecture
three units: LBU (load balance unit), SMU (slow match unit) and FPU (fast pass unit)

Container 3 Server 2

Container 1 Container 2
FPU 2 | DPDK DPDK
‘/

I‘ME SR-I& S
n Kernel
R K8S
(StarlingX)

Container 1 Container 2 Container 3 Server 1
FPU 1 y
il //’ STARLINGX
vf FxFCSR—I(‘Se/r vf/ Kernel
Internal traffic Floating IP s -
Source: https://bestofcpp.com/repo/5GOpenUPF-openupf External traffic signaling service
®e 0 » JS Lab
49
3 =2} 7t 7=
DAY 4: 5G Y E%|3 Ql=2} 713} 7=
& Q0| YEYI olmat Mot
« 7H47|7| ALE E2k: vFw, vIDS, viPS (VM H|3)
+ SDN 7|8 24F 2Ok dyFw, dvLB (w / dvRouter, dvSwitch)
A 0] (Underlay) 12 0] (Overlay) 124
ojE2|A 014 ojE2|Al014 p—r
u_ Plane
0S 0S
Control
o HFo| X o HIo| X
=
Compute Infrastructure Compute Infrastructure
HES3 Ql=at ] HES3 Ql=gt
221¥ Qlza} 221% Qlza}
Rack, Cable, Power, Cooling Rack, Cable, Power, Cooling
®e O JS Lab
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LL

ot 7t 7=

< Acceleration technologies and use cases

- THISHE S8 Tt T1
* DPDK

* SR-IOV

* SmartNIC
* FPGA

» ASIC

* QAT

* GPU

- DPU

* IPU

* NVMe

Source: 5GPPP Architecture Working Group, 5G Architecture White Paper

Accelerator Use cases and scenarios

Storage applications

High N/S throughput; overlay networking
Router wRAN
Broad set of packet processing, traffic
management, crypto, OAM

e || werw (

Storage appications

Crypto and compression

o0
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<+ Security requirements for cloud-based defense C4l system. (7|42} 2k

7|-*°|‘xl-ﬂ :'l;l'al C4l HIA(HEX| S LM Al l Security Requirement for Cloud Based Defense C41 System I
|
7"%’“‘%" L LI E1 T \-lﬂ:.\lll-la!-mn ----- : I)A‘la N.-ml-‘.rk n::lm Ril\k
[ Security Security | ’ Security ‘ Control | | Management

SHO| m{ HFO| & HQt
Anti-malware
718 ot B
VM EL|E

VM ME X

VM EZT BL|E
7t XHE AR 22|

.

WeNOWNAEWNS=

.

Source: https://www.mdpi.com/2071-1050/13/24/13827/htm

* Validation of data coming
hrow connection

point

licy

o0
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*,

» 5G H 2 2| (Security threats in 5G)

Central Data Centre

slicel

slice2

UEEE] K 560 o[H SGi/N6

l Device threats ‘ RAN threg\ MEC threats ‘ 5G Packet Core threats ‘ SGi/ N6 threats

Malware $1/ X2 /Xn not secure CP/UP Sniffing Network slice security Application server vulnerabilities
Device Tampering Jamming ( air interface) NFVi vulnerabilities DDoS attacks APl vulnerabilities

Firmware hacks Rogue Nodes DDoS attacks Access control risks VAS integration

DDoS (Bots) MEC backhaul Sniffing LI vulnerabilities

Sensor Susceptibility Sx threats Virtualization vulnerabilities

NG security risks

Source: 5G Mobile Core Network, Rajaneesh Sudhakar Shetty, apres

I X X JS Lab
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% Security Framework High-Level Architecture

E2E Service Management Domain

s

(Geoewooman ) P
Services

. 1 utbe
Y Cross/inter Domain Integration Fabric %Z/:;‘;]

| Management Domain}
(e.9.. RAN, CORE, Edge)

O Domain Integration Fabric oAz A
N g 2 : A

I —
Do

s
oot

e | e
Sarve Sarwes

Data Engne - : v

ey

Domain Infrastructure Resources (Physical, Virtual) n-l

Source: 5GPPP Architecture Working Group 5G Architecture - White Paper

I X X JS Lab
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% Security (22h

+ MTD for network slice protection

MTD(Moving Target Defense)

Get slices and components MTD controller MOTDEC
Monitor
Reconfigure

NFV Management and orchestration

Security events 1
CTl data a

_.---"5] MOTDEC ST 4 L
o N Slice Manager NFV MANO
e . -
Opl:lii-':;l OptSFC INS-5G+ Fabric | v | ‘.I W receiving data
daclsior{s A Al ‘\ Vlrluah:hon Layer Infrastructure Lalyfr ==+ abstract link
o s _‘ = ice 1 |'—'* VNF 1 VN 1 —  architectural
p <

data

H{VNE N-1 VNN

[ \&l{wm @z FA
1 N | E ~
Relevant SSLA | SSLAs I [ Security agents ] ’ Threat Intelligence ‘ | ‘ NEVIN

A Ac

3 Slice N }—m ﬁ?gg o

Source: Al and ML — Enablers for Beyond 5G Networks’ (URL http://doi.org/10.5281/zenodo.4299895) , 5G PPP Technology Board, 2021-05-11

o0
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<+ NSX Dashboard

* Home

* Networking
* Security
* Inventory

* Plan & Troubleshoot
+ System

Security Overview

Security Overview

Threat Detectio

Security

o0

JS Lab
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% ETSIS| MEC B2k MEC applications, interaction and service exposure

UE level Edge level Remote level
g
2
o — <
MEC app Cloud Back end L
.... Service for service
S+ ResTh
.................... = e % APIs
Mot 4+ @Ry exposure
E — e )
/ . MEC
= platform service @
0 [ Service registry é
[l =)
i Remote =
A =
D pook \ MECHost ) s | R corvare g
! =
ETSI White Paper No. 46 i MEC platform
MEC security:
Status of standards support
and future evolutions | MEC Host -Data plane
1st edition - May 2021 -
ISBN No. 979109262040
o0 JS Lab
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— e AL
DAY 4: 5G H E%{3 QI=c} 71y} 7|=
. — L — o
% ETSIS| MEC B2k MEC applications, interaction and service exposure
UE level Edge level Remote level
g
2
o — <
MEC app Cloud Back end L
.... Service for service
B rest
------------------- - l &'8} APIs
Mot 4+ @Ry exposure
E = | Q-7 )
/ . MEC
= platform service @
0 [ Service registry é
[l =)
i Remote =
A =
| naon | MECHost ) U || el servers g
! =
ETSI White Paper No. 46 i MEC platform
MEC security:
Status of standards support
and future evolutions | MEC Host -Da(a plane
1st edition - May 2021 -
ISBN No. 979109262040
o0 JS Lab
58
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< 5G HERI 7Hdzt d5 (BE 1)

o0

JS Lab
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» F5. OpenStack

n 7H_9_

" JlE

0 . L 3 james@jslab.kr

JS Lab
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5. OPENSTACK

< HCIQ| Y™} OpenStack

]

M
oz
ot
et
m

: il

o
]
om
e
o

T

HCI 2|

0 (0 (0

HEQ3 #a
>
1 —
stz -
HCI
OpenStack
® e
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HE OPENSTACK

% Ceph Storage Architecture for OpenStack

QE A EH
" i Compute
Object Storage  #|¥ Aot 2| Block Storage Images A{H|A i o
i I 1 i &}0| I H}O| X agnostic
i i i i i
1 1 1 1 1
v v | | v v v |
Ceph Storage 2 R g _
\‘_// ] .E
NG ¥
. .
*e 0 JS Lab
63
[— =]
+=. OPENSTACK
% OpenStack Architecture Overview
OpenStack is fundamentally agnostic to the underlying infrastructure and integrates well
with various compute, virtualization, network and storage technologies.
ul CLI / Tools Scripts Heat oo | 2u/pe £7 ]
(orchestration)
Keystone Nova Sompute o
AR A B instances g -
Compute Scheduler E g <
% e Sl = c|©00 APl H|Z 22t E 2=z} 7|5
& &b - - v 9 O
% Basic Basic || 2
a s
L] Storage Network o

Network Controller*~ ™ Block Storage

OpenStack architecture is loosely coupled, and extensible to support any hypervisor /
container, storage, and network system

o0

JS Lab
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5 5. OPENSTACK

% QEAEH: Cloud Infrastructure for Virtual Machines, Bare Metal, a

nd Containers

Deploy third party services such as Or use built In tools
MEGHE| BjZE MH|A | [E2 ) (5 () 5o ) TE =1
- Kubernetes CloudFound Terraform OpenStack SDK Horizon Web Ul
(FH{UEI2, 2Bt ETHR E2), E2LE) J i i (SDK, Horizon)

101

2159l 740/0] SLE90f ofFafo| oA 00
B Crzzz) [z
Bare Metal Virtual Machines Containers

H| O M| B, ZH T A, HE|| 0| L

)

~
u openstack‘ ared ne rking ani orage resources [

o

S HUEHZY 2AESX| X3

)

= Open Infrastructure
Al rounoamion £ openstack.

Source: https://www.openstack.org/

o0
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5. OPENSTACK

< %4l 32| =: OpenStack Wallaby

[ ) Xena Development 06 estimated (schedule) Development estimated 2021-04-14
Wallaby Maintained 2021-04-14 Extended Maintenance estimated 2022-10-14
Victoria Maintained 2020-10-14 Extended Mai e estimated 2022-04-18
Ussuri 2020-05-13 Extended Maintenance estimated 2027-11-12
Train 2019-10-16
Steln e (see note below) 2019-04-10
Roacky (see note below) 2018-08-30
ueens (see note below) 2018-02-28
Pike e \ce (see note below) 2017-08-30 Unmaintained TBD
Qcata Extended Main (see note below) 2017-02-22 Unmaintained estimated 2020-06-04
En: Life 2016-10-06 2017-10-25
End Of Life 2016-04-07 2017-04-10
Liberty End Of Life 2015-10-15 2016-11-17
Kilo End Of Life 2015-04-30 2016-05-02
Juno End Of Life 2014-10-16 2015-12-07
Icehouse End Of Life 2014-04-17 2015-07-02
Havana End Of Life 2013-10-17 2014-09-30
o PE NSTAC K Grizzly End Of Life 2013-04-04 (+ horizon, keystone, cinder, quanturm) | 2014-03-29
Folsom End Of Life 2012-09-27 (+ horizon, keystone, cinder, quantum) 2013-11-19
wA L L A BY Essex End Of Life 2012-04-05 (+ horizon, keystone) 2013-05-06
Diablo End Of Life 2011-09-22 nc 3 2013-05-06
Cactus End Of Life 201-04-15 (nc
L ) Bexar End Of Life 2011-02-03
Austin End Of Life 2010-10-21 (nova, swift)
Source: https://www.openstack.or
®e 0 JS Lab
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5. OPENSTACK

% Loosely coupled architecture
» Default ports

MH|A H{Z = APIE AHRSHE HH|O|H &
FHUYE|A9| PODE 7§ 7l5 7+

Default ports that secondary services related to OpenStack components use

Default
port Used by

OpenStack dashboard (Horizon) when it is not configured to use secure

HTTP 80

access.
HTTP alternate 8080  OpenStack Object Storage (swift) service.
HTTPS a3 ::zhgg::is_xack service that is enabled for SSL, especially secure-access
rsync 873  OpenStack Object Storage. Required.
iSCSI target 3260 OpenStack Block Storage. Required.
MysQL database service 3306 Most OpenStack components.

Message Broker (AMQP traffic) 5672 OpenStack Block Storage, Networking, Orchestration, and Compute.

OpenStack components use Default ports

\Application Catalog (murano) 8082
Backup Service (Freezer) 9090
Big Data Processing Framework (sahara) 8386
Block Storage 8776
Clustering (senlin) 8777
Compute (nova) endpoints 8774
Compute ports for access to virtual machine consoles 5900-5999
Compute VNC proxy for browsers (openstack-nova-novncproxy) 6080
Compute VNC proxy for traditional VNC clients pvncproxy) 6081
Container 9511
Container Service (Zun) 9517
Data processing service (sahara) endpoint 8386
Database service (Trove) 8779
DNS service (Designate) 9001
High Availability Service (Masakari) 15868
Identity service (keystone) endpoint 5000
Image service (glance) APl 9292
Key Manager service (Barbican) 9311
Loadbalancer service (Octavia) 9876
Networking (neutron) 9696
NFV Orchestration service (tacker) 9890

Object Storage (swift)

Orchestration (heat) endpoint 8004
ol ion AWS C i ible API heat-api-cfn) 8000
ol ion AWS C ible API -heat-api 8778
Placement API (placement) 8003
Proxy port for HTMLS console used by Compute service 6082
Rating service (Cloudkitty) 8889
Registration service (Adjutant) 5050
Resource Reservation service (Blazar) 1234
Root Cause Analysis service (Vitrage) 8999
Shared File Systems service (Manila) 8786
Telemetry alarming service (Aodh) 8042
Telemetry event service (Panko) 8977

service (Mistral) 8989

o0
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HE OPENSTACK

% OpenStack Design

OpenStack H "
Object m-\/ i OpenStack
i Image APl

HITPIS)

OpenStack
Image Service

OpenStack Object Store

Command-line interfaces (nova, neutron, switt, etc)
- Coud Management Tools (Rightscale, Enstratius, etc)
- GUI tools (Dashboard, Cyberdudk, iPhone dlient, etc)

Internet

HITPS) Openstack

ety

Openstack
Identity
Service

OpenStack —

Compute |

OpenStack
Networking
Lt

S penstack
VNCMRC \4 lock Starage
|

o0
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OPENSTACK

o QEAEH J1/4 (OPENSTACK COMPONENTS)

« 2Y LT (Operations tooling: Those services deliver APIs primarily targeted to cloud admins and
deployers, to help with cloud operations.)

Compute

NOVA Compute Service
ZUN Containers Service
Hardware Lifecycle

IRONIC Bare Metal Provisioning Service
CYBORG Lifecycle management of accelerators

Storage

SWIFT Object store
CINDER Block Storage
MANILA Shared filesystems

Networking

NEUTRON Networking
OCTAVIA Load balancer
DESIGNATE DNS service

Source: https://www.openstack.org/

Shared Services

KEYSTONE Identity service
PLACEMENT Placement service
GLANCE Image service
BARBICAN Key management

Orchestration

HEAT Orchestration

SENLIN Clustering service

MISTRAL Workflow service

ZAQAR Messaging Service

BLAZAR Resource reservation service
AODH Alarming Service

Workload Provisioning

MAGNUM Container Orchestration Engine
Provisioning

SAHARA Big Data Processing Framework
Provisioning

TROVE Database as a Service

Application Lifecycle

MASAKARI Instances High Availability Service
MURANO Application Catalog

SOLUM Software Development Lifecycle Automation
FREEZER Backup, Restore, and Disaster Recovery

API Proxies
EC2API EC2 API proxy

Web Frontend
HORIZON Dashboard

o0
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OPENSTACK

o QEAEH J1/4 (OPENSTACK COMPONENTS)

« QEAE MH|A (OpenStack Services: An OpenStack deployment contains a number of components
providing APIs to access infrastructure resources. This page lists the various services that can be
deployed to provide such resources to cloud end users.)

Monitoring services

CEILOMETER Metering & Data Collection
Service

PANKO Event, Metadata Indexing Service
MONASCA Monitoring

Billing / Business Logic

ADJUTANT Operations processes automation
CLOUDKITTY Billing and chargebacks

Resource optimization

WATCHER Optimization Service
VITRAGE Root Cause Analysis service

Testing / Benchmark

RALLY Benchmarking tool

TEMPEST The OpenStack Integration Test Suite
PATROLE The OpenStack RBAC Integration Test
Suite

Application Lifecycle

MASAKARI Instances High Availability Service
MURANO Application Catalog

SOLUM Software Development Lifecycle Automation
FREEZER Backup, Restore, and Disaster Recovery

- kl Hl at— 2 °| ot OH (Add-Ons to Services: This software runs as an add-on or plug-in into other OpenStack services.)

Swift add-ons
STORLETS Computable object storage

.
" %%F (Integration enablers: Software in this section facilitates integration of OpenStack components in adjacent open infrastructure stacks.)

NFV Containers
TACKER NFV Orchestration KURYR OpenStack Networking integration for
containers
®e O
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< 22}0|HUE = (CLIENT TOOLS)
« S2t0|UE T (Client tools: Client-side tools and libraries for interacting with OpenStack APIs.)

SDKs CLls
OPENSTACKSDK Official Python SDK for OpenStack APIs OPENSTACKCLIENT Command-line interface for all OpenStack services

< H{Z T3 (DEPLOYMENT TOOLS)

« 2}O|ZA}O|Z 2| (Lifecycle management: Tools and packaging recipes to help install and
maintain the lifecycle of OpenStack deployments.)

Packaging recipes for popular frameworks Frameworks for lifecycle management

LOCI Lightweight OCI containers TRIPLEO Deploys OpenStack using OpenStack itself
PUPPET-OPENSTACK Puppet modules to deploy OpenStack ~ OPENSTACK-HELM Deploys OpenStack in containers using Helm
RPM-PACKAGING RPM package specs to deploy OpenStack ~ KOLLA-ANSIBLE Deploys OpenStack in containers using Ansible
KAYOBE Deployment of containerised OpenStack to bare metal
OPENSTACK-ANSIBLE Ansible playbooks to deploy OpenStack
OPENSTACK-CHARMS Deploys OpenStack in containers using Charms and
Juju
BIFROST Ansible playbooks using ironic
OPENSTACK-CHEF Chef cookbooks to build, operate and consume OpenStack

Source: https://www.openstack.org/
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+ Undercloud / Overcloud

o Undercloud E Overcloud
« 23Xt 28 Undercloud: an operator- — ! = —
facing deployment cloud dairbeach | Controller Node Storage swrage
: -
. Horizon Cinder API Swift
« HHE 2F Overcloud: tenant-facing | Storage
kl d | d Ceilometer Glance : = Cinder Cakoriatic Ceilometer
workioaa clou | Clance Volune Agent Agent
MariaDB RabbitMQ E iadlrs Swift P Neutron
it H H aria wift Prox: . Open
« HYEQ} 2+2|: Undercloud will contain | —— I J opas Spen
the necessary OpenStack components H i) Clients ! i Sf;;;;o Heat API Agent
to deploy and manage Overcloud i = o |OM_ = e oh
| il e Engine Node Storage
1 ! Node
| W Keystone J| Neut il
| = e
5 Ironic E : = ) Nova KVM
:L j : Neutron
L] wevaar || S50
1 gent
' Neutron N
] Server
|
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Release Summal
Deliverable Most Recent Version Stable Status Notes

utan

% Service Projects

Alarm (2L|E{2 Backend)

1200 1200
* A|7':(D|-9| -9—:|'L A'g' ) 700 700
o M2 Jut TWo Block Strage
. ock Storage
TLoT = 1400 1400 Maintained
600 600 Maintained
1200 1200 Meaintaine
1200 1200 Mair
1000 1000 Maintai
Images A{H|A
N . . ges A _I - ot
ho wwe““ 1900 1920
1610 1703
Ay A B
1200 1200 Ma ’
1200 1200 Maintained
1100 100 Maintaine
1200 1200
600 600
300 300
100 100 release
Network
Provision compute instances (GPU A{H|2)
Load balancer 743} octavia
Event (2L|E{% Backend) panko release notes
placemen 500 501 release notes
1400 1400 2
1100 100
1000 1000 Mainta
Object Storage 700 7.00 Maintained
500 500 Mair
7|5 HIAE tool Tempest 1500 1500 Maintainec
527 HIAE tool Rally 740 7.40 Maintained
600 60.0 Maintaine
Source: https://releases.openstack.org/wallaby/index.html 1720000 1720000 vaniaineg release notes
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% OpenStack Horizon (Web Frontend)

o
s openstack. e

X Project / Compute
Compute ’ .
NOVA Compute Service pute > Qverview

>
Networking > Limit Summary
NEUTRON Networking e -
OCTAVIA Load balancer hestra > e

>

1" 26 38912

Storage a 5
SWIFT Object store stances
CINDER Block Storage Admin > Used 11 (Mo L e .

> Volume
Orchestration - 5
HEAT Orchestration 8 1 480

a8 (oL use "
Network
1 1 7 3 25 1
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«» Octavia OVN

Octavia OVN - East-West L4 Load Balancer g

Kuryr?} Octavia Amphora

E2l0|HE AE3tE B2 .
Egjme :mphora VM(-7'-|' Adds Amphora VM for every tenant OV: E:St"we;: 'gsg balantcmc:on
4 Hi)S Sl 2t Extra hop adds latency and delay NOGE ek W onnerac

N2

Compute Node(CN)

+ it supports only an L4 (TCP/UDP) load balancing (no L7 HTTP load balancing capabilities)
- no support for health-monitoring. It relies on Kubernetes health checks for members

Source: https://superuser.openstack.org/articles/run-your-kubernetes-cluster-on-openstack-in-production,

XX l
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< Heat

« Orchestration

+ Heat/Blueprints/Multi Region viorion
Support for Heat Dashboard
S
+ A Heat template describes the / Region West \ / Region East \ @ )
infrastructure for a cloud
application in text files which = ot
are readable and writable by Orchestration Orchestration
humans, and can be managed et
by version control tools Identity Service
- J
[ OpenStack Native Control by Heat
Source: https://wiki.openstack.org/wiki/Heat/Blueprints/Multi Region Support for Heat
*e 0 JS Lab
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¥ =. OPENSTACK
% Autoscaling
host App host -
Agent
o
T et lem SR T
3 2 2 3 [
HEEEE ¥ i
g |z
g |E
vvvw h 4 A
Monitoring Service e
©
Alarming Service - E
> > = > 3
g ) g ] =
3 3 3 3 2
@ 7z \i)/" |2 =
| O
S )
- Optimization Service V4 sl
h 4
< ._\ - Clustering Service ~[ Commands > Orchestration Engine
' Root Cause
Analysis Service
*e 0 JS Lab
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% Heat for autoscaling

I @ 1) Create health manitor, pool and LB
= 2) Create&Attach viral IP,

Load Balancer o p—

4) Create auto-scalling group

*
5) Create CPU alarms for the auto-scaling group
3) Create scaling policies

1) Alarm/jumps
‘ 2) Scale up policy

Ceilometer a

®o oo JS Lab
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< Distributed Routing

LEGEND vmlisin RED Net
Tenantl hastwo Networks- RED & GREEN vm2 is in GREEN Net
DVR (Distributed Virtual Router) r1 represents a router owned by Tenant 1 CN1and CN2 are two compute nodes

PING REQUEST from vm1 to vm?2

N R

[ #EE LCoj L3 OO|HE M2

/ br-int-cnl br-int-cn2 |-

 Trpmee [ e L 12 ]) \
In order to accomplish distributed routing, both the L3 and L2 Agent

work will need to work hand-in-hand inside the Compute Node. | s | anon || geemmc |f | e | It \H

Today the L3 Agent runs in Network Node, but with this DVR proposal, brtun-cnl br-tun-cn2
the L3 Agent will run in Compute Nodes as well.

The L2 Agent on compute nodes will continue as is today but will work in ‘I oz |l encnmc |l £ [ e |f |
an enhanced mode called the ‘DVR Mode’ where the L2 Agents will be CN1 CN2
additionally responsible for managing (adding/removing) OVS rules in

order to accomplish distributed routing. Compute Node(CN)

Source: https://wiki.openstack.org/wiki/Neutron/DVR L2 Agent
®o oo JS Lab
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5. OPENSTACK

% OpenStack* EPA (Enhanced

First OpenStack*

(VCPU)s executing processes node and thus do not

Platform Awareness) FeatureName " Rejease cription
Host CPU feature (s Expose host CPU features to
. I‘l Q_ 7| L I:ﬂ A‘l '— 7H M E A_‘|| (Featu re request OpenStack managed guests
Breakd own and AnaIySIS) PCI passthrough EVETER Provide direct access toa
physical or virtual PCI device
* EPA Features Covered HugePages* wior Use memorypages larger
support o than the standard size
v Host CPU feature request (20~40%) )
Ensures virtual CPUs
~ 80,
v PCI paSSthrough ( 8 A)) NUMA awareness Juno* and the memory used by
v HugePages* support (10~20%) hese processes are on the
~ O,
‘/ N UMA awareness ( 1 0 A)) Creates an affinity thatf ir
H ~DLO iates a VM with t
v 10 based NUMA scheduling (~25%) |os|1ahs::uﬂ:;vm Kilo* associatesa Vil wih e
H H PClI devi d into th
v CPU pinning (10~20%) fol devios passed i he
v CPU threading policies (~50%)
v OVS-DPDK, neutron (~900%) CPU pinning o\ sueporsthe pring o vis
Provides control over how
cPU (t’ll}:zglng Mitaka* guests can use the host
m P hyper thread siblings
OVS-DPDK, Liberty* An industry standard virtual
neutron lberty switch accelerated by DPDK

Benefit Performance Data

Guest can directly use CPU 1
features instead of emulated |
CPU features lm guest computation
Avoid the latencies

introduced by hypervisor and l
virtual switching layers

Fewer memory translations r10% to ~20% improvement
requiring fewer cycles lin memory access speed
Ensures all memory '
accesses are local to the

8 % improvement in network
throughput

lr~10% improvementin guest

consume the limited cross- .
Iprocessing
'

node memory bandwidth,
adding latency to memory
3.9t cPU

7§ 7|y
vers optimal performance ~25% improvementin
when assigning PCI device tolnetwork throughput for
a guest :smaller packets

'

Avoids scheduling |
mechanism moving the guesl'
virtual CPUs to other host r~10 % to ~20% improvement
physical CPU cores, :in guest processing
improving performanceand 1
determinism :
More fine-grained
deployment of guests on HT- 1
enabled systems

Up to ~50% improvementin
uest processing

Accelerated virtual switching '

Source: https://software.intel.com/content/www/us/en/develop/articles/openstack-epa-feature-breakdown-and-analysis.html

900% throughput
pro

o0
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~20% to ~40% improvement |
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% OpenStack* EPA

* Huge Pages
« NUMA awareness

CPU pinning e e

Huge Pages

o ruaapages,

ST T -
» Data Plane ) ) L ) L o e D
) ) )L o o ) e
A w_‘u I-“I‘
 ————
) ) )
L) L L )

UH i Ziz

NUMA Topology Awareness

|77z}

<PU <Py
1 2
a| s

CPU Plnnlng

Local memory

Virtual Switch

SR-IOV

Source: https://superuser.openstack.org/articles/etsi-nfv-plugtests-vim/

o0
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HE OPENSTACK

% OVS w/DPDK vs SR-IOV

« OVS w/DPDK= East-West EZ|ZI0f| ZutH
« SR-IOVE North-South EzfZiof ZatH

DPDK in OVS*VNF

JS Lab
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% OVS w/DPDK vs SR-IOV

+ Telco use cases — in particular 5G

OpenStack compute node

Virtual Machine

kubernetes worker

Virtual Machine
pod pod

oPOK DPOK

OVS-DPDK

Source: https://superuser.openstack.org/articles/run-your-kubernetes-cluster-on-openstack-in-production/ (March 16, 2021)

¥ sriov
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5 5. OPENSTACK

% Hadoop OpenStack Support: Swift Object Store
» Apache Hadoop Release 3.3.1

» OpenStack offers infrastructure services such as VM hosting (Nova), authentication (Keystone)
and storage of binary objects (Swift)

+ This module enables Apache Hadoop applications -including MapReduce jobs, read and write
data to and from instances of the OpenStack Swift object store

@Bﬂp

Source: https://hadoop.apache.org/docs/stable/hadoop-openstack/index.html
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