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% Hybrid vs. Multi-cloud
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«» Basic Cloud Architecture
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% Basic Cloud Architecture (2 Datacenters, 2 AZs, 2 Regions)
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% O E2|#|0| M2 2|8t Multi-Cloud Architecture

= OfZ2|#H|0]/42] E2I2E2} (Cloudification)
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Source: Jignesh Solanki, leads Simform's Product Engineering team
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< O Z2|#H| 0] M2 £|St Multi-Cloud Architecture
= Z2}2E 0|H (Multi-Cloud Relocation)
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% O E2|#|0| M2 2|8t Multi-Cloud Architecture

= S22 E 0|™ HEt (Multi-Cloud Refactor)

After Migration
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< O Z2|#H|0] M2 £|$t Multi-Cloud Architecture

» Multi-Cloud Rebinding with Cloud Brokerage

Before Migration After Migration
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% O E2|#|0| M2 2|8t Multi-Cloud Architecture

= SiC2} (Multi-Application Modernization)

Before Migration After Migration
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%+ Ways of connecting to a VPC

VPC VPC VPC
IVPN ®
Internet WAN

(a) VPN-based (b) Colocation-based direct (c) WAN-based direct
connectivity connectivity connectivity

Source: Cloud Native Data Center Networking (Architecture, Protocols, and Tools), Dinesh G. Dutt, O'REILLY
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“+» The basic architecture of VPN connectivity
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Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 90). Packt Publishing. Kindle Edition.
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% VPNQ| HE|SZI2E M= 78

Point-to-site and site-to-site VPN setup in Azure Design of a single site-to-site in AWS

VPN Tunnel
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Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 90). Packt Publishing. Kindle Edition.
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< Site-to-site VPN (04): VyOS - IKEv1

« WAN interface on eth1

« left subnet: 192.168.0.0/24 site1, server side (i.e. locality, actually there is no client or server roles)
« left local_ip: 198.51.100.3 # server side WAN IP

* right subnet: 10.0.0.0/24 site2,remote office side

+ right local_ip: 203.0.113.2 # remote office side WAN IP

left subnet: 192.168.0.0/24 site1, server side right subnet: 10.0.0.0/24 site2,remote office side
left local_ip: 198.51.100.3 # server side WAN |P right local_ip: 203.0.113.2 # remote office side WAN IP

# server config

set vpn ipsec esp—group office-srv-esp compression 'disable’

set vpn ipsec esp—group office-srv-esp lifetime 1800

set vpn ipsec esp—group office-srv-esp mode ' tunnel’

set vpn ipsec esp—group office-srv-esp pfs 'enable’

set vpn ipsec esp—group office—srv-esp proposal 1 encryption

set vpn ipsec esp—group office-srv-esp proposal 1 hash 'shatl’

set vpn ipsec ike—group office-srv-ike ikev2-reauth ’no’

set vpn ipsec ike—group office-srv-ike key-exchange ’ ikevl’

set vpn ipsec ike—group office-srv-ike lifetime " 3600

set vpn ipsec ike—group office-srv-ike proposal 1 encryption ’aes256’

set vpn ipsec ike-group office-srv-ike proposal 1 hash 'shatl’

set vpn ipsec ipsec—interfaces interface ’eth!’

set vpn ipsec site—to-site peer 203.0.113.2 authentication mode ' pre-shared-secret’
set vpn ipsec site—to-site peer 203.0.113.2 authentication pre-shared-secret ' SomePreSharedKey’
set vpn ipsec site—to-site peer 203.0.113.2 ike—group 'office—srv-ike’

set vpn ipsec site-to-site peer 203.0.113.2 local-address ' 198.51.100.3’

set vpn ipsec site-to-site peer 203.0.113.2 tunnel 0 allow-nat-networks ’disable’
set vpn ipsec site—to-site peer 203.0.113.2 tunnel 0 allow—public-networks 'disable’
set vpn ipsec site—to-site peer 203.0.113.2 tunnel 0 esp—group 'office-srv-esp’
set vpn ipsec site-to-site peer 203.0.113.2 tunnel 0 local prefix "192.168.0.0/24°
set vpn ipsec site-to-site peer 203.0.113.2 tunnel 0 remote prefix '10.0.0.0/21"

# remote office config

set vpn ipsec esp-group office-srv-esp compression 'disable’

set vpn ipsec esp—group office-srv-esp lifetime ' 1800’

set vpn ipsec esp—group office-srv-esp mode ' tunnel’

set vpn ipsec esp—group office-srv-esp pfs "enable’

set vpn ipsec esp—group office-srv-esp proposal 1 encryption

set vpn ipsec esp—group office-srv-esp proposal 1 hash ' shatl’

set vpn ipsec ike—group office-srv-ike ikev2-reauth 'no’

set vpn ipsec ike—group office-srv-ike key-exchange ' ikev1l’

set vpn ipsec ike—group office-srv-ike lifetime ' 3600’

set vpn ipsec ike—group office-srv-ike proposal 1 encryption 'aes256’

set vpn ipsec ike-group office-srv-ike proposal 1 hash ' shatl’

set vpn ipsec ipsec—interfaces interface 'etht’

set vpn ipsec site—to-site peer 198.51.100.3 authentication mode 'pre-shared-secret’
set vpn ipsec site—to-site peer 198.51.100.3 authentication pre-shared-secret ' SomePreSharedKey’
set vpn ipsec site-to-site peer 198.51.100.3 ike—group 'office-srv-ike’

set vpn ipsec site-to-site peer 198.51.100.3 local-address "203.0.113.2’

set vpn ipsec site—to-site peer 198.51.100.3 tunnel 0 allow-nat-networks 'disable’
set vpn ipsec site—to-site peer 198.51.100.3 tunnel 0 allow—public—networks 'disable’
set vpn ipsec site—to-site peer 198.51.100.3 tunnel 0 esp—group 'office-srv-esp’
set vpn ipsec site—to-site peer 198.51.100.3 tunnel 0 local prefix "10.0.0.0/21"
set vpn ipsec site-to-site peer 198.51.100.3 tunnel 0 remote prefix "192.168.0.0/24

Source: https://docs.vyos.io/en/equuleus/configuration/vpn/site2site ipsec.html
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< Site-to-site VPN (04): VyOS - IKEv1

« WAN interface on eth1

+ left subnet: 192.168.0.0/24 site1, server side (i.e. locality, actually there is no client or server roles)
* left local_ip: 198.51.100.3 # server side WAN IP

* right subnet: 10.0.0.0/24 site2,remote office side

* right local_ip: 203.0.113.2 # remote office side WAN IP

« Show status of new setup:

» If there is SNAT rules on eth1, need to add exclude rule

vyos@srv-gw0:~$ show vpn ike sa
Peer ID / IP Local ID / IP

# server side

set nat source rule 10 destination address ' 10.0.0.0/24’
set nat source rule 10 'exclude

set nat source rule 10 outbound-interface ' ethl’

set nat source rule 10 source address *192.168.0.0/24°

203.0.113.2 198. 51.100. 3
State Encrypt Hash D-H Grp NAT-T A-Time L-Time
up aes256  shal # remote office side

set nat source rule 10 destination address ' 192.168.0.0/24

set nat source rule 10 'exclude

set nat source rule 10 outbound-interface ' ethl’

set nat source rule 10 source address ’10.0.0.0/24

vyos@srv-gw0:~$ show vpn ipsec sa
Peer ID / IP Local ID / IP

203.0.113.2 198. 51.100. 3
Tunnel State Bytes Out/In  Encrypt Hash NAT-T A-Time L-Time Proto

0 up 7. 5M/230. 6K aes256  shal no

Source: https://docs.vyos.io/en/equuleus/configuration/vpn/site2site ipsec.html
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% Site-to-site VPN (04): VyOS - IKEv2

Source: https://docs.vyos.io/en/equuleus/configuration/vpn/site2site ipsec.html
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% Site-to-site VPN (04): VyOS - IKEv2 (==

set interfaces vti vti10 address '10.0.0.2/31°

set vpn ipsec esp-group ESP_DEFAULT compression ’disable’

set vpn ipsec esp-group ESP_DEFAULT |ifetime ' 3600

set vpn ipsec esp-group ESP_DEFAULT mode ’ tunnel’

set vpn ipsec esp-group ESP_DEFAULT pfs ’ dh-group19’

set vpn ipsec esp-group ESP_DEFAULT proposal 10 encryption 'aes256gcmi28’

set vpn ipsec esp-group ESP_DEFAULT proposal 10 hash ’ sha256

set vpn ipsec ike-group 1KEv2_DEFAULT dead-peer-detection action "hold’

set vpn ipsec ike-group IKEv2_DEFAULT dead-peer-detection interval ' 30’

set vpn ipsec ike-group IKEv2_DEFAULT dead-peer-detection timeout ' 120’

set vpn ipsec ike-group IKEv2_DEFAULT ikev2-reauth 'no’

set vpn ipsec ike-group IKEv2_DEFAULT key-exchange ' ikev2’

set vpn ipsec ike-group IKEv2_DEFAULT lifetime ' 10800’

set vpn ipsec ike-group IKEv2_DEFAULT mobike ’disable’

set vpn ipsec ike-group IKEv2_DEFAULT proposal 10 dh-group ' 19’

set vpn ipsec ike-group IKEv2_DEFAULT proposal 10 encryption ' aes256gcm128’

set vpn ipsec ike-group IKEv2_DEFAULT proposal 10 hash 'sha256’

set vpn ipsec ipsec-interfaces interface *eth0.201’

set vpn ipsec site-to-site peer 172.18.202. 10 authentication id *172.18.201. 10

set vpn ipsec site-to-site peer 172.18.202. 10 authentication mode ' pre-shared-secret’
set vpn ipsec site-to-site peer 172.18.202. 10 authentication pre-shared-secret 'secretkey’
set vpn ipsec site-to-site peer 172.18.202. 10 authentication remote-id ' 172.18.202. 10
set vpn ipsec site-to-site peer 172.18.202. 10 connection-type ' initiate’

set vpn ipsec site-to-site peer 172.18.202.10 ike-group ' IKEv2_DEFAULT'

set vpn ipsec site-to-site peer 172.18.202.10 ikev2-reauth ' inherit’

set vpn ipsec site-to-site peer 172.18.202.10 local-address *172. 18.201. 10’

set vpn ipsec site-to-site peer 172.18.202.10 vti bind ’vti10’

set vpn ipsec site-to-site peer 172.18.202.10 vti esp-group *ESP_DEFAULT

Source: https://docs.vyos.io/en/equuleus/configuration/vpn/site2site ipsec.html

set interfaces vti vti10 address '10.0.0.3/31°

set vpn ipsec esp-group ESP_DEFAULT compression ’disable’

set vpn ipsec esp-group ESP_DEFAULT |ifetime ' 3600’

set vpn ipsec esp-group ESP_DEFAULT mode ’ tunnel’

set vpn ipsec esp-group ESP_DEFAULT pfs ’ dh-group19’

set vpn ipsec esp-group ESP_DEFAULT proposal 10 encryption ’aes256gcmi28’

set vpn ipsec esp-group ESP_DEFAULT proposal 10 hash ’ sha256

set vpn ipsec ike-group 1KEv2_DEFAULT dead-peer-detection action "hold’

set vpn ipsec ike-group IKEv2_DEFAULT dead-peer-detection interval ' 30’

set vpn ipsec ike-group IKEv2_DEFAULT dead-peer-detection timeout ' 120’

set vpn ipsec ike-group IKEv2_DEFAULT ikev2-reauth 'no’

set vpn ipsec ike-group IKEv2_DEFAULT key-exchange ' ikev2’

set vpn ipsec ike-group 1KEv2_DEFAULT |ifetime ' 10800’

set vpn ipsec ike-group IKEv2_DEFAULT mobike ’disable’

set vpn ipsec ike-group IKEv2_DEFAULT proposal 10 dh-group ' 19’

set vpn ipsec ike-group IKEv2_DEFAULT proposal 10 encryption ' aes256gcm128’

set vpn ipsec ike-group IKEv2_DEFAULT proposal 10 hash 'sha256’

set vpn ipsec ipsec-interfaces interface *eth0.202'

set vpn ipsec site-to-site peer 172.18.201.10 authentication id ' 172. 18.202. 10

set vpn ipsec site-to-site peer 172.18.201.10 authentication mode ' pre-shared-secret’
set vpn ipsec site-to-site peer 172.18.201.10 authentication pre-shared-secret 'secretkey’
set vpn ipsec site-to-site peer 172.18.201.10 authentication remote-id '172.18.201.10
set vpn ipsec site-to-site peer 172.18.201. 10 connection-type ' initiate’

set vpn ipsec site-to-site peer 172.18.201.10 ike-group ' IKEv2_DEFAULT'

set vpn ipsec site-to-site peer 172.18.201.10 ikev2-reauth ' inherit’

set vpn ipsec site-to-site peer 172.18.201.10 local-address ' 172. 18.202. 10’

set vpn ipsec site-to-site peer 172.18.201.10 vti bind ’vti10’

set vpn ipsec site-to-site peer 172.18.201.10 vti esp-group 'ESP_DEFAULT’
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Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 90). Packt Publishing. Kindle Edition.
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< Site-to-site VPN (0l): VyOS - DMVPN (VyOS as multiple spoke sites)
° DMVPN Hub and Cisco (7206VXR) and VyOS interfaces ethernet eth0 address 192.0.2.1/24

interfaces tunnel tun100 address ' 172.16. 253. 134/29’
interfaces tunnel tun100 encapsulation ’gre’
interfaces tunnel tun100 source-address '192.0.2.1°
interfaces tunnel tun100 multicast 'enable’
interfaces tunnel tun100 parameters ip key "1’

“.------------------..

*
.

172.16.253.134 172.16.253.133 protocols nhrp tunnel tun100 cisco-authentication ’secret’
protocols nhrp tunnel tun100 holding-time ’ 300"
protocols nhrp tunnel tun100 multicast *dynamic’
protocols nhrp tunnel tun100 redirect
protocols nhrp tunnel tun100 shortcut
> HuB P spoke0S vpn ipsec esp-group ESP-HUB compression 'disable’
vpn ipsec esp-group ESP-HUB |ifetime ' 1800
vpn ipsec esp-group ESP-HUB mode ’ transport’
vpn ipsec esp-group ESP-HUB pfs ' dh-group?’
vpn ipsec esp-group ESP-HUB proposal 1 encryption 'aes256’
vpn ipsec esp-group ESP-HUB proposal 1 hash ' shal’

CLLEEE L EEEETEEE LT PN
Ysssssmssssnsannnnnn®

.
.

* -
®essnsssnnnsanahannns®

(f2010)

vpn ipsec esp-group ESP-HUB proposal 2 encryption ’3des’
vpn ipsec esp-group ESP-HUB proposal 2 hash ’'md5’
vpn ipsec ike-group IKE-HUB ikev2-reauth 'no’

fa0/0 fa0/0

(

The Internet vpn ipsec ike-group IKE-HUB key-exchange ' ikevl’
P spoke01 P spoke04 von ipsec ike-group IKE-HUB |ifetime ' 3600°
172.16.253.129 172.16.253.132 vpn ipsec ike-group IKE-HUB proposal 1 dh-group '2’

vpn ipsec ike-group IKE-HUB proposal 1 encryption 'aes256
vpn ipsec ike-group IKE-HUB proposal 1 hash 'shatl’
vpn ipsec ike-group IKE-HUB proposal 2 dh-group '2’
vpn ipsec ike-group IKE-HUB proposal 2 encryption 'aesi28’

@l I @l | vpn ipsec ike-group IKE-HUB proposal 2 hash 'shatl’

vpn ipsec ipsec-interfaces interface 'eth0’

fa0/0

o

P spoke02 P spoke03
4 ipsec profile NHRPVPN authentication mode ' pre-shared-secret’
172.16.253.130 172.16.253.131 ipsec profile NHRPVPN authentication pre-shared-secret ' secret’
ipsec profile NHRPVPN bind tunnel ’tun100’
ipsec profile NHRPVPN esp-group ' ESP-HUB'

Source: https://docs.vyos.io/en/equuleus/configuration/vpn/dmvpn.html ipsec profile NHRPVPN ike-group * IKE-HUB
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< Site-to-site VPN (0il): VyOS - DMVPN (VyOS as multiple spoke sites)

crypto keyring DMVPN

b DMVPN HUb and CiSCO (7206VXR) and VyOS pre-shared-key address 192.0.2.1 key secret

!

crypto isakmp policy 10
encr aes 256
authentication pre-share

group 2
crypto isakmp invalid-spi-recovery
172.16.253.134 172.16.253.133 crypto isakmp keepalive 30 30 periodic

crypto isakmp profile DMVPN
keyring DMVPN
match identity address 192.0.2.1 255. 255. 255. 255
|
> HUB I spoke05 crypto ipsec transform-set DMVPN-AES256 esp-aes 256 esp-sha—-hmac
mode transport
|
crypto ipsec profile DMVPN
set security-association idle-time 720
set transform-set DMVPN-AES256
e, set isakmp-profile DMVPN
’, |
interface Tunnel10
| individual spoke tunnel IP must change
ip address 172.16.253. 129 255. 255. 255. 248
no ip redirects
ip nhrp authentication secret
ip nhrp map 172.16.253. 134 192.0.2.1
ip nhrp map multicast 192.0.2.1
ip nhrp network-id 1
ip nhrp holdtime 600
ip nhrp nhs 172, 16. 253. 134
ip nhrp registration timeout 75
tunnel source FastEthernet0/0
tunnel mode gre multipoint
tunnel protection ipsec profile DMVPN
tunnel key 1
|
interface FastEthernet0/0

Source: https://docs.vyos.io/en/equuleus/configuration/vpn/dmvpn.html éﬁp?ggrz:dehcp

gSUEEEEEEEEEEEEEEEEEEEEEAEEEEEEEEEEEEEEEEE A NN AR,

(f2010)

fa0/0 fa0/0

The Internet » spoke04
172.16.253.132

P spoke02 P spoke03
172.16.253.130 172.16.253.131

.
- *
S NN EEEEEEE NN NSNS NSNS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEmEmmns®

» spoke01
172.16.253.129

fa0/0

suSEEEEEEsEEEEEEEEEEEEEEEEEEEg,

.

v .
s EEEEEEEEEEEEEEEEEEEEEEEE’

o*
.

*
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< Site-to-site VPN (0il): VyOS - DMVPN (VyOS as multiple spoke sites)

 DMVPN Hub and Cisco (7206VXR) and VyOS

RLLLEERCCELELEELEETN

172.16.253.134 172.16.253.133

> HUB

(¢tn0)
(f2010)

P spoke05s

Yasnsnnnnnnnnnnnns®

D
"
"
"
"
"
"
"
"
"
.
"
"
"
.
"
"
=
.

-

*
Yennnnnfunnnnnnnnnnt

fa0/0 fa0/0

The Internet » spoke04
172.16.253.132

P spoke02 P spoke03
172.16.253.130 172.16.253.131

» spoke01
172.16.253.129

fa0/0

Source: https://docs.vyos.io/en/equuleus/configuration/vpn/dmvpn.html

®o 0

interfaces ethernet eth0 address ' dhcp

interfaces tunnel tun100 address ' 172.16.253. 133/29
interfaces tunnel tun100 source-address 0.0.0.0
interfaces tunnel tun100 encapsulation ’gre
interfaces tunnel tun100 multicast ’enable
interfaces tunnel tun100 parameters ip key ’1

protocols
protocols
protocols
protocols
protocols
protocols
protocols

vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn

vpn

vpn
vpn
vpn
vpn

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec

ipsec
ipsec
ipsec
ipsec
ipsec

nhrp tunnel tun100 cisco-authentication ’secret

nhrp tunnel tun100 holding-time 300

nhrp tunnel tun100 map 172. 16.253. 134/29 nbma-address ' 192.0.2. 1
nhrp tunnel tun100 map 172. 16.253. 134/29 register

nhrp tunnel tun100 multicast ’nhs

nhrp tunnel tun100 redirect

nhrp tunnel tun100 shortcut

esp—group ESP-HUB compression 'disable
esp—group ESP-HUB |ifetime ' 1800

esp—group ESP-HUB mode ' transport

esp—group ESP-HUB pfs ' dh—group?2

esp—group ESP-HUB proposal 1 encryption ' aes256
esp—group ESP-HUB proposal 1 hash 'shatl’
esp—group ESP-HUB proposal 2 encryption ’3des
esp—group ESP-HUB proposal 2 hash 'md5
ike-group IKE-HUB close-action ' none

ike—group IKE-HUB ikev2-reauth 'no

ike-group IKE-HUB key-exchange ' ikevl’
ike-group IKE-HUB |ifetime ' 3600

ike-group IKE-HUB proposal 1 dh-group '2’
ike—group IKE-HUB proposal 1 encryption ’aes256
ike—group IKE-HUB proposal 1 hash ’shal’
ike—group IKE-HUB proposal 2 dh-group '2’
ike—group IKE-HUB proposal 2 encryption ’"aes128
ike-group IKE-HUB proposal 2 hash ' shal’

ipsec—interfaces interface 'eth0

profile NHRPVPN authentication mode ’'pre-shared-secret
profile NHRPVPN authentication pre-shared-secret ' secret
profile NHRPVPN bind tunnel ’tun100

profile NHRPVPN esp-group ' ESP-HUB'

profile NHRPVPN ike-group ' IKE-HUB’
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+» NSX Data Center Architecture for Private Cloud, Public Cloud

b 4
i
MANAGEMENT o
CONTROL L
PLANE NSX Central Controller Cluster
(VPN Gateway, DirectConnect, ExpressRoute)
N-YDS N-VDS % N 5 [ = -
DATA ESXi HV KVM HV Toy (8, o | I I
PLANE Multi-Hypervisor NSX Edge Layer 2 NSX Cloud Linux VM  Windows VM
VM or Bare Metal Bridge Gateway
Private Cloud Public Cloud
Any Infrastructure 0 1] vmware
Private or Public cloud (\) =‘ vavrp%geg HEE
infrastructure |II=II| |II=II| |II=II| v
VMware Cloud on AWS S Azure ([ Cloydprouaer

Source: https://nsx.techzone.vmware.com/resource/deploying-nsx-data-center-cisco-aci-underlay-design-guide-20#section3
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< H|Z=ALO]l): Cross-vCenter design spanning multiple sites

Configuration of Universal Objects
(vSphere Web Client & API) Synchronization of Universal Objects

.
Universal [ i : ! Site H

vCenter with NSX
Manager (Secondary)

Controller vCenter with NSX  f  vCenter with NSX
Cluster Manager (Primary) Manager (Secondary)

Local vCenter Inventory ; . Local vCenter Inventory

; : Universal Logical Switches

Universal
™ Wﬂ VM pistributed [ M 7VM‘ VM]
/| Firewall ' "\
'E:l'E = 1 ! _-E -E =

Universal Transport Zone :

ff=mp=wpl=sp—w=

Source: Mastering VMware NSX® for vSphere®, Elver Sena Sosa, John Wiley & Sons, Inc., Indianapolis, Indiana (2020)
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s NSX Data Center Deployed on an ACI Underlay

NSX Overlay

VMKernel -[

---------------- =T

» Peering
| ' i [T VLANs
ACI Contracts = /

H
] (=5
1 | D o L
ACI EPGs @ i m upsms' TraEn;gm’ ; .
. 4
-----------
ACI| Fabric
Endpoint Security Groups (ESGs)

Source: https://nsx.techzone.vmware.com/resource/deploying-nsx-data-center-cisco-aci-underlay-design-guide-20#sec4-sub1

b

o

’ o
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% VMware Virtual Cloud Network (VCN)

Virtual Cloud | |
vRealize Network Insight

e [ oo |

INIS)

DEEP INSIGHT

vSphere

Source: https://www.nextplatform.com/2020/04/08/following-the-network-to-the-cloud-and-edge/
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+» Cisco Container Platform Architecture

« 4. ACI, UCS, HCI
. 7HAN3} 7|8 2L E HOJE|E AMH|A

Control Plane Data Plane

Cluster/
Machine
Controllers i Cluster 1 Kubernetes

-~

@
Q
(o]

Cluster 2
Workloads
Cluster 2
Ops

Automation
Orchestration
Operations

Control Plane Kubernetes VM
N N

Storage (HyperFlex / VMware ) Hypervisor Layer (HyperFlex / VMware )

Compute Hardware (UCS)

Networking (Nexus 9K)

Kubernetes ¥ Fluentd gpromeiheus E Kibana “E Hyperflex (::;'r Contiv Istio
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< Multi-Cloud (0l]) - A|23 Cloud Architect Perspective
Hud(}enter a

Benchmark

{ Application Services }
SARACLE ¢ Public Cloud
Cassandra

&
A SharePoint splunk > l IEM WebSphere = =
@ Jenkins o i w
¢ B> SharePoint
ﬁ"\ © xubernetes

ORACLE
CJAlbabaCloud  sorraven

* .Vsphm Kubernetes
Senees B Microsoft Azure vmware

% docker
Data Center

Cisco SD-WAN
Overlay Fabric

e /
ke .
AppDynamics Transport Encryption Tetration
I End to end network and applications security and Visibility

JS Lab

Source: Cisco, https://www.netdesignarena.com/index.php/2018/05/30/why-cisco-multi-cloud-a-cloud-architect-perspective/
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% Security Capability Software Stack
< H|ZAL(Ol): SD-Branch, SD-WAN, SD-Security (VERSA Networks)

Market Leading Security Functions

* Visibility & access control
* Application, domain & URL
+ User, device & location

¢ layer4
* Reconnaissance
» DoS protection (ICMP, UDP, TCP flood)

* Layer 7 & content security * Rate limiting

* SSL decryption

o * layer3
* (iop DL TP ERsSand JRTing . yARP IP ICMP protocol defence
* File filtering . I s,gaoofing
: ﬁ\)r;n-wrus *+  Strict source routing checks
: * Fragment overlaps
*  DNS Security (*) g verap

VERSA

NETWORKS

Source: Versa Networks, SDxCentral
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“»Azure Stack HCI hybrid capabilities with Azure services

=E| Sct$

Storage Spaces Software-Defined

H -V g
yper Direct Networking

+«——— Azure Stack HCIOS —»

Validated partner hardware

Source: https://learn.microsoft.com/en-us/azure-stack/hci/hybrid-capabilities-with-azure-services

HciSvc

- Jof:Qch J:

Registration, Monitoring, Support,
Billing, Licensing, Diagnostics

Azure Stack HCI cloud service

Azure Stack HCl solution Azure cloud
____________________________________________________________ P — I
i ' i
i
A Connect remotely to Azure services i
e IETERCRL IR T
- i
=Y Windows Admin Center Ul ' Arc-enabled and other hybrid services
e !
Arc i
1 | ]
= = ] & : g S =
= . L i - Tools
L i L] other H Arc-enabled Arc-enabled VMs  Arc-enabled ARM & UX
Windows Lirc server Vs Azure Azure H servers  on Azure Stack HCl ~ Kubernetes
Server . Kubernetes service M Azure
VMs On-premises Hyper-V Service Agents Azure Arc Manager Portal
Azure
PowerShell
Azure CLS

XX
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“»Azure Stack Edge pricing

Azure Stack Edge Pro 2 Azure Stack Edge Pro

Service

Monthly subscription fee

Maonthly subscription fee

Maonthly subscription fee

Shipping

ProR

Source: https://azure.microsoft.com/en-us/pricing/details/azure-stack/edge/#pricing

Azure Stack Edge Pro R Azure Stack Edge Mini R

Unit

Model: 64G2T
32 vCPUs, 51 GB RAM, 720 GB

Model: 128GAT1GPU
32 vCPUs, 102 GB RAM, 1.6 TB, 1 x NVIDIA A2 GPU

Model: 256G6T2GPU
32 vCPUs, 204 GB RAM, 2.5 TB, 2 x NVIDIA A2 GPUs

1 unit

®o 0

Price

W573,936

¥748,429

¥885,080

¥503,983

JS Lab
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“*Use Case: Azure Edge Zone
+VMware / Microsoft &=
* VMware SD-WAN VNF

» Azure Edge Zones

=-1"T

VMware SD-WAN
Orchestrator Azure Edge Zones with
Carriers

= K VMware SD-WAN -o.:
P Ll ~~. Gateway
- ~

.. Jl  SD-WAN Fabric
 Zero Touch Provisioning (ZTP) Jg
iMveresowan M \MwIeSOWAN
. . ’ l - ’ 5ateway :
« single SD-WAN Orchestrator. BB Microsoft g Edge NF ,
Azure S8 . @'.
|
-
1 -t VMware SD-WAN
L B S |  Edge VNF
= Lo T~ Azure Edge Zones
N \\\\ /! Azure Private
‘\ S, N ,! Edge Zones
b, Fi ~a "\ - .
g . ' Lt — 5G
i s "7 VMware SD-WAN
Edge VNF
Source: https://blogs.vmware.com/velocloud/2020/03/31/vmware-to-deliver-networking-solutions-with-azure-edge-zones/
o0 JS Lab




DAY 3. 5lo|EHE| =2} HE| 22}

< Outposts A 715 AWS AH|A (AWS Native == VMware 2 E X|5)
- A& E: Amazon EC2, Amazon ECS, Amazon EKS
« 2E2|X]: Amazon EBS
- H|O|E{H|O] A: Amazon RDS (Preview)

o 2 M. Amazon EMR

42U Rack

Patch Panels
1/10/40/100G Network
Fiber Uplink Options

SkVA-15kVA
Power Supply
Redundant feeds supported

Hosts

80in

Network Switches
Bus Bar '

Power Shelf
Redundant Centralized
Power Conversion Unit

24 in

Source: https://aws.amazon.com/ko/outposts/specs/
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“*AWS Outposts rack pricing

Development & testing units

General purpose unit for

OR-L8IFAWF  development and testing with = 4 m5.12xlarge  $5,407.78 monthly 22012972 upfront, ¢y 00 43 g
. . $2,503.60 monthly
the smallest capacity footprint
General purpose unit for
i development and testing with $90,129.72 upfront,
OR-100GL02 the smallest capacity footprint 4 m5.12xlarge  $5,407.78 monthly $2,503.60 monthly $169,443.88
and 1G network uplink
Graphics small unit for
OR-LMF5Ly1  development and testing of ML 4 15 1000 6513492 monthly 3828195 upfront ¢, 604 07

inference, virtual desktops and

$2,377.28 monthly
artist workstations

Upfront (M)

Source: https://aws.amazon.com/outposts/rack/pricing/
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“*Use Case: Amazon AWS Wavelength

*+ 5G HIER 3 Ox|0flM AWS HRT S 2EZ|X| S AHE510], 5G 7|8 =2HIY 7[7] 3 AL X0 A

M| MH|AE HB3Hs ojZ2H 014 HS 75 (AWS Ourposts 7|t
- AWS 2|Fa} S4A 56 S X EEE

o - AWS services (initially just Amazon
- 24 ARG, 2EQ X, HIO|E{H[O]A B J|E} MH|AHE e
o |
[ ) 5G 7I?_} *HET_I- EH}OEI ou" x1|-l°_ Network 1 | | :_fiwgl\;gglceff;lh
4 Functon I :iﬂ“iaiéilﬂ_lt‘
B 00
o /’:x (r[u?m 1_

O] S A} 5G Edge

O|EA} 56

AWS compute and storage services

AWS Outpost

AWS B2IRE MY HF
Hosts O|EAL 56 Offxofl Lij2{ 2

sGae|  OEARY ofEof |
ENRQY: B8 M:

wE AP B2 RU 2 8

XX
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S AT EQ O 7|8 Anthos &= F=0|A Dell EMCLF HPES 2| SlE9|0] TIEL|Q} &=
HE|E2E SRS MoR 2| &5

— @ GKE On-Prem |

D_ Marketplace
[—J On Premises ﬁ Service Management Public Cloud
ntho
Q @ Containerized  Microservices Managed Operations
AR

Infrastructure  Management S ‘
Google Cloud
A S
%Other Clouds
o . Data MOblllty' . i HPE Cloud Volumes
HPE On-Premise Consistent Data Services =N

Infrastructure

Multi-Cloud Flexibility

2 Google Cloud

Available Pay-as-you-Go HPE Greenlake Consumption
Vxﬂef.l i"‘e‘gfﬂﬂd rack V‘Flef‘,_if“?,g',a‘wf' rack MOdeF

Source: https://cloud.google.com/anthos/docs/concepts/overview
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L] L]
Bu I I.t for M u l.tl -Cl.ou d Avoid vendor lock-in & get started on your cloud journey today

Customize & Extend with add-on microservices

PICK YOUR ADD-ON m

Containerized Services l 1 l l l

Unified platform of foundational Data &

DATA & AI PLATFORM B 1BM Cloud Pak Al cloud services

#1 Ranked by Forrester

for Data le|m||m||lnﬁln|

KUBERNETES BASED RED HAT'
Containerized, easy to manage OPENSHIFT

Container Platform

PICK YOUR CLOUD ‘s
Private or Public . ) IBM Cloud & c aus

On-Premise

Source: https://www.ibmbigdatahub.com/blog/ibm-cloud-pak-data-v2dot1
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#NetApp2 HCl 7|te| 10| HE|E 2R E MH|AR 213

NetApp HCI as an Extension of Public Cloud

Automate management complexity to eliminate constraints in hybrid clouds

B2 Microsoft Azure

Y Google Cloud

Kubernetes Cloud
Service Insights

q K
H £
9 K
O

i NetApp
NetApp HCI

Containers, VMware, private, local to you

9 © 2019 NetApp. Inc. All rights reserved NETAPP CONFIDENTIAL
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< Multi-Cloud Service Mesh Architecture (0i)

« Multi-Cloud(Cross Cluster)Zt Service Mesh

7d =~
AE/=2E
m On-Premise 0 Cloudz
«‘;.':»err%teu ‘ Kubernetes
Istio Control Plane Y Pilot Y Mix otde | VPN VPN stio Data Plane
i ntr n ggg " er “l‘g] N N t a r
ooo m

Y stio Data Plane
: productCatalog-v2
productcatalogservice default sve cluster local @

& TERTHETH @@
Load Balancer “ Ingress Gateway frontend . Internet e iy oxy
; o) —
Bl ® ._'(.@
Users Internet

Service Proxy

®o0
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% Nonoptimal routing scenario with direct-connect model

West Coast East Coast
101.3.0/28 1014.0/28
WAN
SF Office NY Office

Source: Cloud Native Data Center Networking (Architecture, Protocols, and Tools), Dinesh G. Dutt, O'REILLY
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% Cloud Gateway Environment

m,-— ) [ )

Instances T ‘

Intra Cloud Connection Internet

Connections
-
I

J v
<&
A | Corporate
Instances \ ) ) Data Center
Direct Peering

Source . https://vyos.io/use-cases/cloud-gateway
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% VyOS AWS Solution: Improve your AWS infrastructure with VyOS

AWS
VPC
> (o e
VPN Connection
Servers Vy0S
Corporate Data Center A
Internet I .
. Instances VPC Instances VPC
Subnet Subnet
. Virtual Private Cloud
AWS Cloud

Workers / Clients

Source: https://vyos.io/solutions/vyos-on-aws
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< VyOS HA in AWS (1 of 2)

VIPA (Secondary
-------- private IF):| -o---u-oouoo-co-uo-.....‘

Corp VPN

IPIP/IPsec w! NAT traversal
+eBGP @

On-premise VPC Endpoint

* .
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Source: https://blog.stratio.com/vyos-ha-in-aws/
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% VyOS HA in AWS (2 of 2)

B8lagiqy weereereeerereeneenn, __
L0 NAT ,

P : :

: VPN
% : Transit GW
. —4 2 B ey I
@
: : Reassigned VIPA
On-premise ; : VPC Endpoint
..................................... . Hegion A )

Source: https://blog.stratio.com/vyos-ha-in-aws/

’ o
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% VyOS Azure Solution: Out of the box networking

Data Factory VyOS Timel

Azure Resource
Group

User’s own infrastructure

a I *’ _ ¢
— .‘ o—> © >

]
Remote Worker Mobile Services Intemet Azure CDN Virtual Machine

Mobile Clients /A, Azure Cloud

Source: https://vyos.io/solutions/vyos-on-azure
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% VyOS Google Cloud Solution: Improve your GCP infrastructure with VyOS

Desktop & Mobile

Cloud DNS @
@O_f—thmpute Engine
Google Network ol e

Cloud Virtual

Cloud CDN

Gateway

External Network

Client Own Infrastructure \_} Google Cloud Platform

Source: https://vyos.io/solutions/vyos-on-gcp
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< Transit VPCS &¢ Cloud HUB LC|XtQI5t7| - AWS ME HHE| £ 7|4
» Cisco CSR1000VE 0| &%t Transitive Routing T4 ‘&4 ode O O e

Cisco CSR 1000V

Transit VPC

g

Gl0] Ef M
(IDC)

Source: https://aws.amazon.com/ko/blogs/korea/transit-vpc-cloud-hub-design-using-aws-marketplace-tools/
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% Transit VPCE ¢ Cloud HUB C|X}QI5}7| - AWS A E mitE| =4 7|4t

. Vyatta % VyOSE &2t Cloud HUB C| X2l
yatta & vyOsu - e de— .

- Vyatta 2 VyOSE 0| &%t Transitive Routing T8 &4
A B C

O\tcw a OVGW o OVGW ¢
) w
PhoE @

Vyatta/Vyos

SRAMHIA Transit VPC
s % <:=> N\

60| Ef ME]
(IDC)

Source: https://aws.amazon.com/ko/blogs/korea/transit-vpc-cloud-hub-design-using-aws-marketplace-tools/
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« Transit VPCE S8 Cloud HUB C|XtQI5}7| — AWS M E THE| =t 7|
- THY VPC(VGW)E & Cloud HUB E| X2l OF7| &K o5 . Do dd e

Vyatta Vyatta Vyatta

S A

‘ﬂ" ;

®
§°' ""?E

SHAMH| 2 Transit VPC

G

ol 0] Ef ME]
(IDC)

Source: https://aws.amazon.com/ko/blogs/korea/transit-vpc-cloud-hub-design-using-aws-marketplace-tools/
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<+ AWS
* Virtual Private Gateway (VGW)
* Direct Connect Gateway (DGW)
 Transit Gateway (TGW)

Private VIF associated with
Virtual Private Gateway

---------------------------------------------

DCIColo

i

1 Virtual Private Cloud
@ @ (\) @ Amazon EC2

: Customer Service L vewW | |:——|I

i Provider
Device VGW

AWS Direct
Connect

Instances

---------------------------------------------

Source: https://www.megaport.com/blog/aws-vgw-vs-dgw-vs-tgw/
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% AWS

* Virtual Private Gateway (VGW)
* Direct Connect Gateway (DGW) ustomers atach thei 3 o
 Transit Gateway (TGW) ’ ‘

\ ¥ Amazon EC2

i

Instances

Service Provider
DCIColo

e (>*<)

4 \+/
Customer Service
Device Provider

AWS Direct Connect
Gateway with Private VIF

____________________________________________________

Amazon EC2

i

Instances

Source: https://www.megaport.com/blog/aws-vgw-vs-dgw-vs-tgw/

’ o
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In

s AWS
* Virtual Private Gateway (VGW) mame———

. ‘Customers associate their VPCs
* Direct Connect Gateway (DGW) ito the TGW and create a Transit =]
o ! VIF to accommodate the TGW- t}
* TranSIt Gateway (TGW) DGW association L,
E Amazon EC2
"""""""" Seivice Provider | 0]
DCIColo : i Instances
.
U : |
L ) o) :
: ( : ) ( 3 ) = |
i Cust Service : :
: !I;: \:)izler sl vk AWS ?r): i?.‘f\”f.i’ With Agi::::;f“ Virtual Private Cloud

TGW

Amazon EC2

i

Instances

Source: https://www.megaport.com/blog/comparing-cloud-providers-private-connectivity/
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% E|O|E{ME| ¢

* VPN: Site-to-Site VPN
* Direct Connect

Virtual Private
Gateway

Customer
Gateway

Source: https://www.youtube.com/watch?v=vCNexbgYmQ8
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% E|O|E{ME| ¢

* VPN: Site-to-Site VPN
* Direct Connect: DX

Virtual Private
Gateway

DX
Transit VIF

Source: https://www.youtube.com/watch?v=vCNexbgYmQ8
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% AWS

« Virtual Private Gateway (VGW) us-east-] TS
* Direct Connect Gateway (DGW)
 Transit Gateway (TGW)

172.16.0.0/16

Private VIF associated with
Virtual Private Gateway

£ Service Provider T TE—

DCIColo

A
Custome Service GW
vic Provider AWS Direct
Connect VGW
Instances.

Source: https://www.megaport.com/blog/aws-vgw-vs-dgw-vs-tgw/
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<+ AWS
* Virtual Private Gateway (VGW)

* Direct Connect Gateway (DGW)
 Transit Gateway (TGW)

" Service Provider T

DCIColo

ol (+1e)—

+ \+J

Customer Service s
Device Provider

Source: https://www.megaport.com/blog/aws-vgw-vs-dgw-vs-tgw/

______________________________________________________________
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<+ AWS
* Virtual Private Gateway (VGW)

* Direct Connect Gateway (DGW)
 Transit Gateway (TGW)

{7 Service Provider

connection

DCIColo
T\
g Provider s o ey

Source: https://www.megaport.com/blog/comparing-cloud-providers-private-connectivity/

® o0 JS Lab




DAY 3. 3l0|E 2| =9} HE| Zal2E

“ AWS VGW vs DGW vs TGW

!

Multiple Multiple S2S VPN Direct Transitive Globally Route
Region Account Connect Routing Available Segmentation
vew |+ X X X X
Tew X
Source: https://www.megaport.com/blog/aws-vgw-vs-dgw-vs-tgw/
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s Azure

/A Azure Region US-West

* Private Peering TR—————

* Microsoft Peering e
f@ . .........

-0

Y3 Service Provider Network |

e
Microsoft Enterprise
Edge RouterEdge
Rm" ) z
4 ¢ "N Routes advertised from
VNet Gateways 10 L —
Customer Service Service ExpressRoute Peer

Depending on SKU selected with ExpressRoute a
single peer can support 10 or more VNets in
different geopolitical regions

Device Provider

BGP Prer
Customer Gateway and MSEE

Provider 0 -——
4 . NI R——
/A Azure Region EU-West

oL
m By nma i

\vl-} "4 N

Customer Service Service Microsoft Enterprise
Device Provider Provider E”NMNTM ....................
Enterprise Location Azure On-Ramp [ Edge Peer Location Wz
J/ . / Express e -
Vaakoeky ¥ -
v
Source: https://www.megaport.com/blog/comparing-cloud-providers- private-connectivity/ —
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s Azure

* Private Peering
« Microsoft Peering

Microsoft Peering
8 i
N Service Provider Network | rE N

. Micrasoft Emerprise
BGP Peer Edge RouterEdge
Customer Gatoway and MSEE Routes 1
. R | OO VI oo, RRECNENTMNPPAPRRIREE .~ A ]
4 N Public Resources
1 =5 ‘ﬁ' J
Customer :‘W'C“ Service - N _
Device Yovider m Provider XY
(A; """" ves Actre (.b;s-'zrrr Blab Storage Archive Storage
ExpressRoute
ROles
BGP Peer
Customer Gatevway and MSEE R | z
N o
w "4 N
Customer Service Service Microsoft Enterprise
Device Pravider Provider Ema':::r:d"
L Enterprise Location \ Azure On-Ramp | Edge Peer Location

Source: https://www.megaport.com/blog/comparing-cloud-providers-private-connectivity/
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% Google Cloud Interconnect

N\ Service Provider
Network
Google On-Ramp
Metro Edge Availability
Domain
................................. Frorerrepusgigarasaanressesffcstnnnnnniiiiintinaiisitinaie s

: Customer and Google
f ( f \ Cloud Router

.................

N

rvi
Daidos rovider Provider connec

Physical Connection Between
Service Provider and Customer

Enterprise Location

i >,

Source: https://www.megaport.com/blog/comparing-cloud-providers-private-connectivity/

Partner or Dedicated
Interconnect
Attachment
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N

<+ Amazon AWS - Direct Connect

Connections L e [T ————— R
Virtual interfaces Direct Connect X R -

LAG S Connections Aws D i rect co nn ect Get started

Virtual interfaces

¢ DirECt conneCt gateways LAGs I_ets yOU esta b |.|Sh a Connect directly to an AWS device
- Virtual private gateways —— dedicated network iorientaiati

Transit gateways e connection to AWS

How it works

Link aggregation (LAG)
Source: https://us-east-1.console.aws.amazon.com/directconnect/v2/home?region=ap-northeast-2#/
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+»+ Direct Connect Architecture (AWS)

N

Carve up 1Gb connections for each VIF.

With BGP, only the CIDR of the VPC will be advertised; individual
subnets cannot be advertised.

» Include three subnets per availability zone for Web, App, and I AWS Region
Database hosts.

|

. {
____________________________ [ {
VPC :

werme= @ 100016 § |

————————————————————————

( AWS Premise

N\

[
1
. ¢ s \
‘ o :
p \ | Customer Premise | ! ) AWS Region !
Customer's & [ ¥ : ) |
el " - - % » : veC |
b ! ' ! . 10.2.0.0/16
. Customer | | CustomerPartner 1+ |  Direct Connect™ ! " y |
Router/Firewall | 4 Router 3 Router : izt zocccceeel

r AWS Region !
|

'-----------------\ ------- i o VPC
EachVIFcanbe | — Private VIF 1 e 10.4.0.0/16
associated with a Private VIF 2 ' 4

Private VIF 3 N e e

. different AWS account |
Virtual Network Interface (VIF)

Source: Joseph Primicerio
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*» ExpressRoute (Azure)

N

» Same connectivity methods for connection to Azure Cloud.

» Deploy redundant routers on-prem for active-active
connections.

» Connect VNet to multiple ExpressRoute circuits by different
service providers

Customer’s Q
Network Q ; Q

- Traffic to Office 365 and CRM Services
- Traffic to public IP addresses in Azure
ﬁ Traffic to Virtual Networks

ExpressRoute Circuit

Microsoft
Edge

Partner
Edge

Source: Joseph Primicerio
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¢ Public interconnect and points of presence

« Microsoft is the second-largest network provider on the globe, and this is also reflected in
their PoPs.

* For public peering, Microsoft currently offers over 160 locations, and for private peering, they
are available in more than 50 locations. Public and private peering is all handled via ASN 8075.

Public Peering Exchange Points ‘

& PeeringDB ' e 3
H Exchange 12 ASN Speed RS Peer
H P4 IPv6
i~ JPNAP Tokvo 8075 100G O
! 210.173.176.16 2001:7fa:7:1::8075:1
i~ JPNAP Tokyo 8075 100G O
i 210.173.477.11 2001:7fa:7:1::8075:2
i KINX 8075 30G O
. I 192.145.251.47 2001:7fa:8:13
https://www.peeringdb.com/net/694 T o
I 192.145.251.48 2001:7fa:8:14
H

Private Peering Facilities

Facility }2 Country
ASN City
KDDI Otemachi (Telehouse Tokyo Japan
Otemachi) Tokyo
8075
1 KINX Gasan South Korea
i 8075 Seoul H

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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% Schematic view of the structure behind a Microsoft PoP or Edge site

Provider Edges Internet Exchanges
[ BT ][ Megaport ]: Verizon m
: e-shelter K Singtel :: AT&T J m
| TelecityGroup : Level 1: EQUINIX

Colt : Telefinica j KINX

///:,

///e

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan

!

®o 0

JS Lab



DAY 3. 3}0| 23| E9} HE| 2aIRC

& 2n0jA HF 12 Hybrid/Multi-Cloud Architecture (0f)

o

o Cloud: A, Service
AP . Registry

On-premise Gateway
Uateway

Micro Services

®
dib
Admin
ﬁ
e | TR
User sSVC3 - SVC4

Container

Private
Repository

XX

Monitoring
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<+ Evolution of application architecture 1. Monolthic App

\ 2. Client-Server

NN
LI

3.Web Appllcattons Q

x\ Internet ,.]

Web Frontend Web Frontend Web Frontend
Application Application Application
I I I
| Database | | Database | | Database |

” VM ” || M ” ” M || 4M|croserwces

Q h Internet M

Source: Cloud Native Data Center Networking (Architecture, Protocols, and Tools), Dinesh G. Dutt, O'REILLY
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“ Access-aggregation-core network architecture

To Outside the Enterprise

1
- Qe ®

L3 T
Aggregation ‘% ...........
L2 l

- =%\
LT \
- < " 1’ “
- L / \
- \
’u"-‘ /’ ‘I \A
Access . = > —»
<« S <« <«
Servers
& e &
\‘ ‘\ \\ \
N N N

Source: Cloud Native Data Center Networking (Architecture, Protocols, and Tools), Dinesh G. Dutt, O'REILLY
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% lllustration of a common Clos topology

Spine

Leaf |

Servers

Source: Cloud Native Data Center Networking (Architecture, Protocols, and Tools), Dinesh G. Dutt, O'REILLY
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< Common connectivity options for cloud providers

« Most cloud providers basically offer the same solutions to connect to their cloud services. We
will take a brief look at those solutions.

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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% Encryption via the internet

* The first type of connectivity that we will look at is direct connectivity to a cloud service via
the internet. Most cloud service providers use HTTP and SSL, via port 443, to enable access. In
those HTTP sessions, they encapsulate different protocols — such as the Remote Desktop
Protocol (RDP)—miail traffic, APl access, or regular website access.

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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% Virtual private network tunnels via the internet

« A Virtual Private Network (VPN) extends a private network across the internet and other public
networks and enables companies to send and receive data across those shared networks.
Devices connected to a VPN are directly connected to the private network of the organization.
When we look at VPN tunnels over the internet, we can see that these tunnels have high
limitations to their SLA, routing, performance, or high availability. You will get an SLA for most
sites that use a VPN tunnel (as is the case with Azure, for example), for the virtual network
gateways, or for internet access from your internet provider, but you will have nothing
regarding the SLA in between when using the internet. The internet is still the best option.

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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% Private network interconnect via Ethernet, MPLS, or an IPVPN provider

« The primary service that all cloud providers offer is a private WAN connection via a network,
possibly also including exchange providers. These private connections offer a direct connection
to cloud services and cloud applications. These connections are mostly based on layer-2
Ethernet, layer-3 MPLS, or IPVPN connections to the cloud data center of the provider.

« When working with an enterprise-grade cloud environment, these direct connections are

necessary to provide low latency and highly available network connections to cloud resources.
Some examples of these services are Microsoft ExpressRoute and AWS Direct Connect.

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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+» What matters the most

« When working in a hosted environment or with cloud providers, there are some facts or that
matter more than others. First, latency and bandwidth—they define how many cloud services
you can consume and how fast you can reach your data. The second factor is the data that is
stored and the data that is in transit. This information describes where your data is right now.

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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% Latency and bandwidth

* In general, if you move a service to the cloud, you can say that, without WAN optimization,
the service needs the same bandwidth as it needs on premise. There are options available to
minimize this traffic, but it depends on the solution and protocols that are used.

* For latency, there is a small, empirical formula. Latency is about 1 millisecond per 200
kilometers, which is nearly the speed of light. In the field, you will mostly see about 1

millisecond per 150 kilometers. Korea 100Km

A
( Bandwidth
\J

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan

A

Latency
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+»» Data in transit and data that's stored

« The data is traveling across carrier and data center networks and always takes the shortest
available route.

Data in Transit

'

Network

— Data Stored

]_

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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s+ Interconnect via internet (HTTPs)

« Microsoft cloud services communicate with one another on a public IP, even in the Microsoft
global backbone.

* Let's look at an example of a big layer-3 routing device, handling all internal and external
requests from Microsoft, ensuring that Microsoft service communications stay on the
backbone and are reachable for external access.

VPN . ; Azure
Cloud, Office 365 Gateway Virtual machine Active Directory Storage (Azure)

Microsoft Microsoft
Azure Private Azure Public

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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+» Data in transit and data that’'s stored

« The data is traveling across carrier and data center networks and always takes the shortest
available route.

Source: Multi-Cloud for Architects (Published by Packt Publishing Ltd) Florian Klaffenbach, Markus Klein, Suresh Sundaresan
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% Azure VPN Gateways

N

« Virtual network gateways

A Virtual network gateways >4
Services ee ol Marketplace
Virtual network gateways Y Virtual network gateway

CAD ) V t .
irtual networks .
W NEIWOrKs Documentation See a
B virtual machines
_ About Azure VPN Gateway | Microsoft Doc
@ Local network gateways
i = Azure VPN Gateway FAQ | Microsoft Docs
4> Virtual networks (classic)
i Configure a VNet-to-VNet VPN gateway connection: Azure ..
@ Application gateways
’ Manage a public IP address with a VPN gateway - Azure

w7 NAT gateways

. . Resource Groups
\a Network interfaces

Source: https://portal.azure.com/
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% Technology strategy following business innovation

% Ordering the VPN Gateway functionality in the Azure cost model
L Search resources, services, and docs (G+/)

All services Virtual network gatew: ys . . . . .
Erasteviriual nebwodk aat Private Link uses a private endpoint so that gateways with
ir wor . . .
reate virtual network gateway NAT translating from public to private addresses—are no
longer required:
Instance details Q VPN Gateway
Hote™ REGION: TYPE:
Region * West Europe s VPN Gateways 4 ( \ [ N @ @ \
Gateway type * (O _— F ﬁ O} @
| : sl saL
VR ype™ (O Basic VPN v <0T> Private Link @ Database Database
SKU* (© = 26 28 VM O ‘ SQL
S 730 - \ Private Endpoint ) Database
Generation () G;Leun’fsay \
Virtual network * (O
Site to Site (S2S) Tunnels \ < > / @ \
<div></div> (®  Upto 10 tunnels are included for free. /

Gateway subnet address rz

Point to Site (P2S) Tunnels
(@  Upto 128 tunnels are included for free.

Source: Mulder, Jeroen. Multi-Cloud Architecture and Governance: Leverage Azure, AWS, GCP, and VMware vSphere to build effective multi-cloud solutions (p. 112). Packt Publishing. Kindle Edition.
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% Create and manage a VPN gateway using the Azure portal

 Create a virtual network

 Create a VPN gateway

* View the gateway public IP address
« Resize a VPN gateway (resize SKU)
* Reset a VPN gateway

Gateway
‘ IP Address:
Dynamic
VNet1
East US

10.1.0.0/16 4N
VPN Gateway

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways

’ o
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% Azure VPN Gateways
* Create a virtual network

v'Resource group: TestRG1

v'Name: VNet1

v'Region: (US) East US

v |Pv4 address space: 10.1.0.0/16
v'Subnet name: FrontEnd

v'Subnet address space: 10.1.0.0/24

= Microsoft Azure £ virtual network X
Home » Services Seeall  Marketplace
Create a resource - e

L Virtual network gateways Y Azure Virtual Network Endpoints Management

E A H i
Get started L Search services and marke Virtual networks (classic)

Documentation

@ Private DNS zones

Recently created Azure Virtual Network | Microsoft Docs

Popular products Seemo g Virtual machines

Categories Windows Server 21 Ul Network interfaces

Create | Learn more /{}, Network Managers
Al + Machine Learning -
% Network Watcher

i Ubuntu Server 20./
Analytics B2 virtual clusters
Create | Learn more

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways
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% Azure VPN Gateways

« Create a virtual network

Create virtual network

Basics  IP Addresses Security  Tags Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types
of Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-
premises networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it
additional benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * © Content Development v

Resource group * @ (New) TestRG1 v

Create new

Instance details

Name * VNet1

Region * East US N

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways
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% Azure VPN Gateways

« Select IP Addresses to advance to the IP Addresses tab

Basics IP Addresses | Security  Tags Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

,|@

| 10.1.0.0/16

D Add IPv6 address space ©

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

—~+ Add subnet

D Subnet name Subnet address range NAT gateway

[ ] Frontend 10.1.0.0/24 .

0 Use of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it
to a subnet after you create the virtual network. Learn more

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways

®o 0

JS Lab




DAY 3. 5l0|E2|EQ} HE| E2}E w

% Azure VPN Gateways

* Creating virtual network gateway

v'"Name: VNet1GW

v'Region: East US

v Gateway type: VPN

v'VPN type: Route—based

v' SKU: VpnGw?2

v'Generation: Generation 2

v'Virtual network: VNet1

v Gateway subnet address range: 10.1.255.0/27
v'Public IP address: Create new

v Public IP address name: VNet1GWpip K - e

Services Marketplace

Create a resource

Documentation

Get started

Recently created

Popular products Seema .y ..

Categories

Windows Server 21 & Net
Al + Machine Learning
2 Ne
r Ubuntu Server 20.
Analytics o vin

eate | Learn more

Blockchain

@ virtual WANs

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways
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o Azure VPN Gateways Create virtual network gateway

* Creating virtual network gateway

Basics Tags Review + create

v Name: VNet.I GW Azure has provided a planning and design guide to help you configure the various VPN gateway options
v'Region: East US e
/ Bateway tyas: VPN St e bciton o et el st st Use e g e 0l rgence rd mars
v'VPN type: Route—based v
v'Generation: Generation 2 —

v Virtual network: VNet1

v'Gateway subnet address range: 10.1.255.0/27 -
v Public IP address: Create new ® N O Erpresshoute

v Public IP address name: VNet1 GWpip

* Creating virtual network gateway sl ¥

v'On the Basics tab, fill in the values for Project details
and Instance details.

0 :"!4. virtual networks in the (J"f'ﬁ‘: selected subscription and region are

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways
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% Azure VPN Gateways

« Creating virtual network gateway
« Specify in the values for Public IP address

Public IP Address Type * © (® Basic () standard

Public IP address

Public IP address * O ., Create new O Use existing
Public IP address name * VNet1GWpip

Public IP address SKU Basic

Assignment

Enable active-active mode * © O Enabled (®) Disabled
Configure BGP * @ (O Enabled (®) Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure's documentation regarding validated VPN devices.

Review + create i Next : Tags > Download a template for automation

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways
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% Azure VPN Gateways

« Creating virtual network gateway

v'View the public IP address

Home >

VNetiIGW =

= Virtual network gateway

‘»—?" Search (Ctrl+/) « O Refresh —> Move [ﬁ[ Delete

£ Overview  Essentials

B Activity log Resource group (move) : TestRG1 SKU : VpnGw2

Ry Access control (IAM) Location : East US Gateway type : VPN
Subscription (move) : Content Development VPN type : Route-based

¢ Tags
Subscription ID : Virtual network @ VNetl

/2 Diagnose and solve problems
Public IP address : 20.231.231.174 (VNet1GWIP)

Settings

Tags (edit) . Click here to add tags

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc_id=APC-Virtualnetworkgateways
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% Azure VPN Gateways

« Creating virtual network gateway

v'Resize a gateway SKU

VPN P2s Aggregate
Gateway sKu szsl\gNet't‘l"VNEt - o IKEv2/OpenVPN Thgrgug?'nput BGP Zone-redundant
Generation unnels S leonnections Connections Benchmark
Generation1 Basic Max. 10 Max. 128 Not Supported 100 Mbps Not Supported No
Generation1 VpnGw1 Max. 30 Max. 128 Max. 250 650 Mbps Supported No
Home VNet1GW Generation1 VpnGw2 Max. 30 Max. 128 Max. 500 1 Gbps Supported No
S ! - Generation1 VpnGw3 Max. 30 Max. 128 Max. 1000 1.25 Gbps Supported No
. 5 Generation1 VpnGw1AZ Max. 30 Max. 128 Max. 250 650 Mbps Supported Yes
— VN et1 GW | CO nflg u ratlo n Yoo Generation1 VpnGw2AZ Max. 30 Max. 128 Max. 500 1 Gbps Supported Yes
=0 v L - Generation1 VpnGw3AZ Max. 30 Max. 128 Max. 1000 1.25 Gbps Supported Yes
i Orcgateway Generation2 VpnGw2 Max. 30 Max. 128 Max. 500 1.25 Gbps Supported No
Generation2 VpnGw3 Max. 30 Max. 128 Max. 1000 2.5 Gbps Supported No
Search (Ctrl+ Generation2 VpnGw4 Max. 100* Max. 128 Max. 5000 5 Gbps Supported No
Generation2 VpnGw5 Max. 100* Max. 128 Max. 10000 10 Gbps Supported No
. ) . Generation2 VpnGw2AZ Max. 30 Max. 128 Max. 500 1.25 Gbps Supported Yes
Overview Generation (O Generation2 VpnGw3AZ Max. 30 Max. 128 Max. 1000 2.5 Gbps Supported Yes
. Generation2 Generation2 VpnGw4AZ Max. 100* Max. 128 Max. 5000 5 Gbps Supported Yes
1= ACTIV[W |09 Generation2 VpnGw5AZ Max. 100* Max. 128 Max. 10000 10 Gbps Supported Yes
* M
fa  Access control (IAM) SKU* ©
VpnGw2 v
€ Tags
Active-active mode
22 Diagnose and solve problems
Enabled @OJEEL][ELe]
Settings D Configure BGP
@ Configuration
Connections

Source: https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways
Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-create-gateway-portal?WT.mc _id=APC-Virtualnetworkgateways
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% Create a site-to-site VPN connection in the Azure portal

* Create a site-to-site VPN connection in the Azure portal

v Create a virtual network

v Create a VPN gateway

v Create a local network gateway
v Create a VPN connection
v'Verify the connection
v'Connect to a virtual machine

‘ VPN gateway Local network device

VNet1 Public IP address Public IP address
East US “ oI > %a
10.1.0.0/16 - A IPsec IKE S25 VPN

VPN Gateway Tunnel D n-premises

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/tutorial-site-to-site-portal
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% Configure a point-to-site VPN connection using Azure certificate authentication

« Creating virtual network gateway

v'View the public IP address

N E.

P25 SSTP tunnel

VNet1

ax. D.
10.1.0.0/16 < eI — .
RouteBased P2S SSTP tunnel
VPN gateway /PN client

. EQ
P2S SSTP tunnel

Source: https://learn.microsoft.com/en-gb/azure/vpn-gateway/vpn-gateway-howto-point-to-site-resource-manager-portal
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Microsoft's ExpressRoute concept AWS' Direct Connect concept
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< Unlimited Data plan(Azure ExpressRoute 0f|)

=
=

29

-

®o 0

Circuit Local Circuit Standard circuit Premium circuit Inbound data Outbound data

bandwidth Price per Month price per month price per month transfer included transfer included
50 Mbps N/A $300 $375 Unlimited Unlimited
100 Mbps N/A $575 $675 Unlimited Unlimited
200 Mbps N/A $1,150 $1,300 Unlimited Unlimited
500 Mbps N/A $2,750 $3,150 Unlimited Unlimited
1 Gbps $1,200 $5,700 $6,450 Unlimited Unlimited
2 Gbps $2,200 $11,400 $12,900 Unlimited Unlimited
5 Gbps $3,600 $25,650 $28,650 Unlimited Unlimited
10 Gbps $5,500 $51,300 $54,300 Unlimited Unlimited
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< Acceleration technologies and use cases

. 7I'A°|.§I'§ I -O:-_ I' 7| % Optimised data path; cryptn

SD-WAN l [ﬁ
« DPDK
+ SR-IOV Sy

* SmartNIC
* FPGA

« ASIC

* QAT

GPU

DPU

IPU
NVMe

High N/S throughput; overlay networking

_ [ wwour | [ |

networking Broad set of packet processing, traffic
acceleration management, crypto, OAM

Lo | [ e | [ e | [ o
vRAN } viPsec J ‘\ Video, AR/VR, Al/ML \|
{ Storage applications

Cnypto and compression
‘ viPsec | WNGFW VCPE ‘ SOWAN J
Video, AR/VR, AI/ML
Media
ML
[ processing W | pmcsﬂng
(o J (o )
Storage applications

T [ e [ e |

=0
e ]

Source: 5GPPP Architecture Working Group, 5G Architecture White Paper
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% Multi-Cloud vs. Hybrid Cloud: 10 Key Comparisons

HYBRID CLOUD VS. MULTI-CLOUD OPERATIONS

Public Private Public Cloud
Cloud ¢ 3 Cloud
Wosklangs Independent
workloads
Independent [—) Independent
Traditional IT workloads workloads
Public Application o
Workloads Workloads Cloud o
-—-
HYBRID CLOUD J MULTI-CLOUD

Source: https://www.spiceworks.com/tech/cloud/articles/multi-cloud-vs-hybrid-cloud/
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% Multi-Cloud vs. Hybrid Cloud: 10 Key Comparisons

Point of
Comparison

1. Architecture

1L Inter-cloud
workloads

III. Vendor lock-in

IV. Availability

V. Cost

Multi-Cloud

Multi-cloud architecture is a mix of two or more clouds of a similar
type. There is no inter-cloud communication between the clouds.
Also, multi-cloud lacks a single identity management system (IdM),
unified logging, cloud monitoring, and alerting (LMA) stacks, or an
integrated network.

In a multi-cloud environment, all kinds of data can be stored on
multiple public clouds.

Different clouds in a multi-cloud setup manage separate tasks. As
such, data and associated processes operate independently of each
other.

Multi-cloud facilitates vendor-independent existence for
organizations as they don’t have to maintain a locked state with a
single cloud provider. Multiple public clouds managing separate
workloads allow vendors to be changed easily and quickly.

Besides, an enterprise can change cloud providers based on
upcoming technological opportunities, service expenses, technical
requirements, or geographic location.

Multi-cloud avoids vendor lock-in, allowing the business to
respond, adjust, and adapt to dynamic market changes with agility.
High availability is one of the driving factors of a multi-cloud
environment. It gives enterprises a reliable cloud backup system
with an additional standby facility. This implies that if one of the

Hybrid Cloud

Hybrid cloud architecture is always a mix of at least one private cloud
or on-premise datacenter and one public cloud. The involved
infrastructural components share a single identity management
system, unified logging, cloud monitoring, and alerting stacks, in
addition to integrations between internal networks.

Hybrid clouds support high levels of interconnectivity. This allows
the public environment to act as an extension of the private cloud
system.

Additionally, in hybrid cloud environments, on-premise data centers
or private clouds are used to store critical data. Here, public clouds do
not keep any valuable data records.

Different components in a hybrid cloud setting work in sync to run a
single IT solution. As a result, data and processes intersect with one
another.

In a hybrid setting, organizations customize the underlying
environments that work in sync to fit the use case under
consideration. As such, there is a requirement for high-level
integration between an on-premise system and the public cloud. Such
an arrangement makes it even more difficult to move to a new vendor.
This can also cause significant downtime if at all vendor transition
takes place.

In a hybrid cloud system, maintaining 24x7 availability is solely
dependent on the in-house teams as most of the workload operates
on-premise or on the private cloud.

vendors has a temporary issue, the entire workload can be shifted to Consider a scenario where an app experiences a sudden spike in
another vendor’s cloud. As a result, the end users do not experience traffic, and there’s a public cloud failure. In such cases, cloud bursting

any downtime issues.

Additionally, a multi-cloud setting enables companies to set up
individual public clouds nearby to users’ locations. This solves the
latency issue significantly for users.

In a multi-cloud setting, a company is not liable to pay for data

isn’t feasible due to public cloud problems. In such cases, the hybrid
system can be problematic as downtime is inevitable here.

Hence, a hybrid cloud setup cannot provide any solution other than
evolving into a multi-cloud system.

A hybrid system with a private cloud does not face any issue of over

centers or in-house systems. However, the concerned teams must be expenditure as the system only has a single public cloud. However, a

well aware of the cloud computing expenses to avoid unnecessary
expenditure.

company planning to set up a private cloud system must also hire
qualified staff to seamlessly manage the hybrid environment.

The company is also responsible for equipment and maintenance
costs, apart from the staff and public cloud expenses

Source: https://www.spiceworks.com/tech/cloud/articles/multi-cloud-vs-hybrid-cloud/

=L
=

C

o

-
T —

g TOOL

KEY DIFFERENCES BETWEEN A MULTI-CLOUD AND HYBRID CLOUD

Multi-Cloud

A mix of two or more clouds
of a similar type.

Different clouds manage
separate tasks.

Facilitates
vendor-independent
existence for organizations.

High availability is one
of the driving factors.

A company is not liable

to pay for data centers
or in-house systems.

\Y4

Hybrid Cloud

A mix of at least one
private cloud or on-premise

Architecture
datacenter and one

public cloud.

Different components

mﬂ;ﬂggg work in sync to run a
single IT solution.
Vendor Difficult to move to
lock-in a new vendor.
. Maintaining 24x7 availability
Availability is solely dependent on
the in-house teams.
A company with a
Cost hybrid cloud setup faces

significant expenditure
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