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“ B ¥ (Standards)

ISO TC 307: =S 211t F4 AT 7|&2 #I2H I1SO =M EE7|T7t 2016
HE=AD ool B#ES ?lot S Fel S(Clare Naden, 2017)

STANDARDS ROLE IN SUPPORTING BLOCKCHAIN/DLT

Security, Privacy, and
Data Governance

End-user Identity

Provenance Tracking

[einckedyiahd Interoperability

Technical Aspects

Lo Vocabulary
@ Short Term Medium Term

Long Term

https://www.iso.org/news/Ref2188.htm

\
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A.ll. I{£2 S5 H|Ql (Public Blockchain)

< H|E R QI Public Blockchain (Permissionless)?| 7|& EH:
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** Private Blockchain 3t Consortium Blockchain(Permissioned)0i| A& HEQ/3A ol=Zat 714 124

https://github.com/bitcoin/bitcoin
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https://bitcoin.org/en/choose-your-wallet

A.ll. I{E2 E5H|Ql (Public Blockchain)

% X2 (mining):
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All. I &2 SEH|Q (Public Blockchain)

Sz AZEQ0f

R —— -

Download NiceHash
Miner For wlndows

M§

Release Archive [E——

# Verslon 2.0.2.5 - Beta (Hecommended)

Ehasgen

JS Lab

A.ll. I{E2 E5H|Ql (Public Blockchain)

SXE AZEQ 0 AE 21H (NiceHash Miner)

MiceHash Miner v2.0.2.5 - Beta _ X
MWALLET WDRKER START CONFIGURE HELP
x|z =X M

AVAILABLE DEVICES

1 0 Data not availabla

CRU GRU

BALANCE
RADAMNE DETAILS Data not available

welcome: Set vour wallet and start mining.

JS Lab

2018-09-21

11



All. I &8 SEM|Ql (Public Blockchain)

< Xj=xtel x|z

MiceHash Miner v2.0.2.5 - Beta _ X

@ Wallet

To receive payments you need to connect your
MiceHash Miner with your NiceHash account.

NICEHASH USERNAME {E-MAIL}

Don 't have a MiceHash account? Create new account

CANCEL

Use BTC address
fadvanced)

JS Lab

A.ll. I{E2 E5H|Ql (Public Blockchain)

> MR HFH (Ch=2| AFE AHEA| HE)

MiceHash Miner v2.0.2.5 - Beta

£
O Worker
@V

set worker id to track mining activity of this computer
on your stats page. Useful if you mine on multiple

computers. . . Y N
P Bitcoin Mining Hardware Comparison

WORKER ID

worker1
l .v Dragonmint 16T 16.0 THis $2779 n
CLOSE

. | Antmines 57 473 THE $489.99 n
<5

. 1 Ariiminer 58 140 THIS $3,000 ﬂ

. Avalon & 250 THS $55895 ﬂ

B — Arirmirr R4 BE THIS $1.000 ﬂ

frer——}

2018-09-21
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A.ll. I{£2 S5 H|Ql (Public Blockchain)

< H ERQl = (mining) E 4

ol

. HE3Q2 = ZZ T 21002742 H|st

- BEC M HEIQ2 219HAN| SEM/YojCt "Eto 2 AASIEE M
E|0f F 414 Ot MYt ZhA (2009 2E EY 242 50
HEZQIO|Y oM, 2013H0|= 25H|ERQI, 2016HE 125 H{ERQIOZ ZtA)

o ®XH 2F 170097} O] x| = EIT M2 TEE 2140H2 2 of &

« 2009 x|x 25 W/d F oF 1020iCH 1 MB2| ME2 E50| M4d
. BEd k200072 HYE ME
. Bx| 2% 170 GB MEZ 719! PCOME XME IIs

Latest Bitcoin Blocks

o|zZ| g2 Mz E42= 3712 o T

JS Lab
https://www.reddit.com/r/Bitcoin/comments/3ame17/a_payment_network_for_planet_earth_visualizing/
HEC B2 : :
A.ll. I E2 EEH|Ql (Public Blockchain)
SATDEXFQ SIEZT
< ERNQ2 A ME2 S50| 2YIts ot 7 HelE He= oY
« HERQA2 FiLt 2ZEQ 0 $HAS MA 7Hs3HH BO{XHS0| S2|5tH
M2e BHo| 2TEYOIE 2R E wop 4y
5 . O|M H{MOoZ MM3 221} S3st= WHL AT E Z I (Soft fork),
: SEE|X| s HAS SIEE A (Hard fork)2t &
X . 20174 8% 1Y HIEAQI0|A H|ERQIF|A|(Bitcoin Cash)?} 478558t
£ SE0M 27| StEZT WS (25 AO|=et ME|EE 7 o/ Ao thst
£
§ o7t = x| gror ZEHY)
New version _ _
(Bitcoin cash)/
o EE5-EEH-EEH BB B B EH
478558
JS Lab
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A.ll. I{£2 S5 H|Ql (Public Blockchain)

< H| E 3 QI (Bitcoin)1} H| E 32l 7| A|(Bitcoin Cash):

« 20173 78 20¥Y, H{ERAQI B XIE 2 97%7} HIER QI 7 M H|2k(Bitcoin
Improvement Proposal, BIP) 910 S8& HgICt H|EH|Ql Y- E[| QIX|L|0]
HAA slate7t W o] QS M9 E(Segregated Witness)S EH4131317|
SI%t Z40| RACE.

- 8 1Y HIERAQI FHA|E SIE A2 T 20|20 S HSIAUCE o
Ao M HIER Q! 2tH| o] Hej HAL= A SSHX|2 O 0|2 RE A=

22|%|QACt E5 4785582 OX|% 38 EF0|UC R £|X0| HHERQI FA|
E 524785597} EICt. HIERQI A A 5tH X|ZH2 20179 8 1Y 13:20
UTC O|£ 2 BTC 251 BTC A2 E AHE4}7| A&} =6, 2 o|lf&= =3
AEHE 2Bt EfO| {7} AL KR4V W 20|Ct E5 37| =8 MBE #3EEE
THE|o] QICt HIERQI FHAl= 78 230 ME H2HE 0.5 BTCHIA
AMEAX| T 78 302 0.1 BTCZMHX| SH2RACE A7} SU2 2017'd 8 1
23:15 UTC O| £ 2 S&3IC 20178 10 29 7|E2 2 1 H{EZQI IjA| =
CH2f 0.084 HIERQIC 2 HaliE| D QUL
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JS Lab

https://ko.wikipedia.org/wiki/%EB%B9%84 %ED %8A%B8%EC%BD %94 %EC%9D%B8

A.ll. I{E2 E5H|Ql (Public Blockchain)

% O|{ 2| Z(Ethereum)1} O|E{ 2| F 221 A: 0|62l 2 20154 78 302
S| 2l(Vitalik Buterin)O| 7{ &, H| &2l 25|22 7HA5tE ¢ H{ER QIO AHE
7|2 EEXNQ0 =HE He 7| S oLt LM SO FIHYEE 7|EE 5
QUCH= Mo 2fotstof, 0] E31Z 2 0| 8310{ SNS, O|H| Y, MAIE R & CHYsH HE
7| E5t= A|AES A&OL

|E|—E|
|

HE_|
ZETN

20

i

+ 2016'd 6& The DAOO|| CH$t 37 At LS J|E o|C{ 2| Zof Chet
SlEZ 3 (Hard Fork)E TI®510] O|C{2| 20| F 7IX| HECo R Z2|. T+ HHS
o|c2| 2 22 4l (Ethereum Classic, ETC)0|2t1 H23 A HHS
O|G{2| g0t &

O|C{2| & a4

Community for KOREN Al Network Lab

Release Date Code name Hard Forks and Soft Forks
30 July 2015 Frontier The release of the Ethereum Genesis block.
o|lHz|L The 2nd major release of the Ethereum platform, which intr
e 14 March 2016 | Homestead | [1® " [ialor 120288 of e B
Versien Code name Release date First fork after being renamed "Ethereum Classic". Reprice
fi e . d some operations to prevent DoS attacks affecting both Et
o Ohmpic May, 2015 25 October 2016 | GasReprice | oo and Ethereum Classic networks. Introduced ECIP-
1 Frontier 30 July 2015 1050.
2 Homestead 14 March 2016 Delayed the difficulty bomb which was originally intended to
3 . X ES force the network to move from proof-of-work to proof-of-st
3 Metropolis { ) 1 er 2017 14 January 2017 Die Hard | ake and added replay protection to prevent transactions on
35 Metropalis | tinople) T the network being d on the Cla
ssic chain. Introduced ECIP-1010 and EIP-155.
4 Serenl
iptkatic 11 December 2017 Monetary pol | Change unlimited token emission to a fixed-cap monetary p
Old version Latest version Future release icy change | olicy similar to bitcoin with a hard cap of around 210 Million.
—— - - JS Lab
https://en.wikipedia.org/wiki/Ethereum_Classic
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A.ll. I{£2 S5 H|Ql (Public Blockchain)
# X2 W 2ol

MNiceHash Miner v2.0.2.5 - Beta

Currently evaluating your CPU#1 Intel(R] ¢
@ 3.00GHz (Your PC may be unresponsivy
minutes) Please wait as this may take a fey
are performed on first run or program upd

PRO|

Optirnizing for Cryprol]

Start mi

JS Lab

Community for KOREN Al Network Lab

All. 22 S2#H2 (Public Blockchain)
% MM A PoW(Proof of Works)

* Hash based

« 24 p2p 7|4 Consensus Protocol AH&3}0] sybil node ZHX|
- UEF Mz HM

< TEHENA S71 7o (H2)

% H|2l(Chain) 37H:

S 0
) v @ 0.0s3 BTCETH

Liat mLOCK
90070 paam

JS Lab

https://etherscan.io/

2018-09-21
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Community for KOREN Al Network Lab

A.ll. I{£2 S5 H|Ql (Public Blockchain)

% Ethereum?2| Dapps (Decentralized Applications)

"Ethereum2 £ 7Lt B2 2! 7|SN0H 2AUS AEH s 37)
EE2HQ BREo|ck”

ChFst QIE{H|O]AE S6ll P2P 2 4% H % (social, financial, gaming, etc.)
o

o
Ethereum % He ENE2 A0IE A 52l 715E 23 ”ERL 510]

HEZQID} ©a| 7aje] FHS S22 T2 M3 & 4= 9
7|&X 9O 2 Ethereum2 Y33} Q1 0

Ao B

D E HAEXIQt EFE(compromise)dt ¥ B EQ| Qo] HXEE= E7H5(0|E ISt

LCE0| 55HOE YBEE)

JS Lab

Community for KOREN Al Network Lab

A.lll

AOLE 7|2F (Smart Contract)

< Smart Contracts

ADOLE 7|2 (Smart contract)2

a7t x| MENE T 9. = 2 @
Wi U 2YHE UEE 0
Z2aY e

o8t 7rt|— HUL A gt

HE ST (T4, £, UHX, X =

JS Lab

2018-09-21
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Alll. 20LE A2 (Smart Contract)

« AO0E A[%Fo| 7| =0} CHEH

Traditional contracts

1-3 Days
Manual remittance Automatic remittance
@ Escrow necessary Escrow may not be necessary

Smart contracts

Physical presence (wet signature) ) Virtual presence (digital signature)
@ Lawyers necessary Lawyers may not be necessary Sﬁ

h

JS Lab

ttps://www.edureka.co/blog/smart-contracts/

A.lll. 20LE AH|2F (Smart Contract)

< 0| 2| 82| A0E A2 (Ethereum Smart Contracts)

« ADE A of2 EXlZ0| TP S|AIQt £XIX} AlO|2] Hobg AT &+ A2 @

« AOE A %2 0|62 HER E5H|20 =X{5H Ethereum Virtual Machine
(EVM) ¥olM S5 @

- O|HIE7} WidstH g5 7|7t0] Q1= Zint Zo| AYE 717 &olstn XHFo 2
ADE 2o H{=L|A 2E S MW @

+ Et&XHRegulator)7l A|H| BEE ZA & 5 oLt EHIQ| IDE 461X
%= FHO AS O

ETHEREUM SMART CONTRACTS

B2 sy

o0

$

JS Lab

2018-09-21
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Alll. 20LE A2 (Smart Contract)

% AOLE |2k (Smart contract):

. O|E2| 22 ADIE AH2kg £4F 0{Z2|7|0|M(Decentralized application or
DApp)Ol2t 50 1500 017H2] DAppOl SO (EE LA 7ts

. Oz HERQN} Ze I1| =3 7lstt 9_|-=.'-_’t-‘.?.-7-1| (Externally
Owned Account)i} AOLE #|2F 7f" A% A|’d (Contract Account)2 2
TE6H, A0EA |2 1E Al AFE DY AFE S 918 7tX(gas)E R
Slo| 2| X 7| 2 2| (Hyperledger Fabric)2 Chaincode2 ADLE A 2k 31

_ sto|z{2{f gj = 2 R3 Corda

ZZ2 1 Qo] Solidity Go, Java Kotlin
o C
Aua  goxtgolpa e HEHAZASEMER  pao mzsimg
ADtE Ao W FS ol W FS ol WA xS
MM A Ch4 AMMA 2025
TR PoW, PoS PBFT =2 A 7|(Notary) - £
EE ] A 0)% U BZE|R| %2 BZE|X| %2
mafolfA]  mato|H{A] O# AL BZE|R| %2 BZE|R| %2
N olo f AE A
%QI‘ OlEI(Ether) Hkn(Chi:nCOie I'o (=] g}k%
(=] 7"0)

JS Lab

A.lll. 20LE AH|2F (Smart Contract)

+ Use Case: Healthcare Industry

. 7 BRE QUS| WRof JHolo] W HEG M| Sis o)z YRE B
. oz ABLIEOIME e 297t =8 0j2ig
. EENQl 7|ue] AtE Aotoz 82

- MgR ol 2

- AFXYS 4 FAE Mol i g At

EEX00] A% HuE Y s
o/ 20N A8

H2y7}t ALgol
19 gzl

[
health data

1EGJKBY Fpet3825903kindcao
avnajscPWOghihuaoOL

JS Lab

https://www.edureka.co/blog/smart-contracts/ https://medibloc.org/ko/

2018-09-21
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Alll. 20LE A2 (Smart Contract)

< Use Case: =S H|Ql 7|t X}SX} 2|A HI=LIA HES3

. PAA0| RS, HE|SHLE F|ue| ol
EEHQ HoIM HE HEE AGoHE

Lab

for KOREN Al
D
L

inig
& [ooce] ,

,'Regulator
7

-
-

JS Lab

A.lll. 20LE AH|2F (Smart Contract)

< Use Case: SEH|Q 7|t XtFX} 2|2 HEL|A HEQS

. mEE X Ag BLEY0| LRty B =

e @
o] = ¥ X1 A BLE

« CreateCar

Ak ZE o] JHK|3Hs
« queryAllCars KpAk: ZE| Lol 7H| 27t 2
« queryCarProperty

7{2f: XA el B3t
235 g4 - =T MES
« changeCarColor S B SEA
« changeCarOwner Gossip Z2 EZ: 1|0f += = of

JS Lab
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Alll. 20LE A2 (Smart Contract)

+ EEH HELA 2HAHY YEYI T

« HHO|H 7|82 14-17 ECfE EEL RLEY TR,

IP Address Location Alerts  Name Seen Since ASN Breakdown Throughput Traffic

Dbps= 1216 KB

BAGAAE

Community for KOREN Al Network Lab

Local Hosts Active Flows Matrix

o L EITEY 2 202

JS Lab

A.lll. 20HE A 2F (Smart Contract)

< Use Case: 2 H|Ql 7|4t X}SX} 2|A HI=LIA HEQ3

25 HE A2 (©of)

Transaction input - sent from application

P
L}

Smart contract implementation

Community for KOREN Al Network Lab

- T e e .
World state: new contents
- — %

World state )

\
“Invoke, myContract,
setOwner, myCar, Matt"

1BM Blockchain

JS Lab
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Alll. 20LE A2 (Smart Contract)

< 610| I 2| X (Hyperledger)2| AOLE A 2F(Smart contract):

« o}o|m2| X mj E2|(Hyperledger Fabric)2 Chaincode® AOFEA|f
+85lMH Golangd} Javascript® AH23}1, Sawtooth= IHO|E1t CS O

Cerst Q101E AbS 7hs

Smart Contract Implementations in Hyperledger Frameworks

Framework Smart Contract Smart Language(s)
Technology Contract Type for Writing Smart Contracts
Smart contract
Hyperledger Burrow 2 g ; On-Chain Mative language code
| application engine | |
(> vl )
Hyperledger Fabric | Chaincode Installed Golang ¢:\10) 'jﬂr
Javaseript (> v11)
Hyperledger Indy None None MNone
Hyperledger Iroha® | Chaincode On-chain Native language code
C++, Go, Java, JavaScript,
Hyperledger Transaction families DrLhainand P mmj' Ruﬁ: or S\:’\‘-fl-[”r}
Sawtooth cTAALLEL 1A | installed i byl ety

(through Seth)

JS Lab
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A.lV. Z2(0|8l S EH| Q!

=
o EH ZEO|L} CEALIL EXSLD 5| 7hEl KHOIRI
O-| 7

""‘"El'olA E—|x'“9_| = |
HEXIO S0 5= A0 EAHX 2t AH0| 7t55tH S2tE Moy S/7+

S®7t 7ts

o Hef SIYH0| Eo{XHS ALO]0| Consensus
« Az HE =QlstE Immutability

« XpiF 91X E &A F=H5= Provenance

o T =l FH0|M Finality

8. 8g—m A Db @&

Customer.a~| Marchant & T~ fank
Customar 4 1 Merchpat & ——] _ Py Records [
foent o CHARZE sHFolM =3 Olf UAZ I ; '

pos

i o 1HE Blockchain Ledger
[ v’ ¥ i i

ot A shared, replicated, permissioned ledger |

o H=g ~ o
l@l SRR G B A
nnnnn I..uu.- o Ausdibon Vi Ragulatoes -ludlkﬂfi
Racords Records Records Fecards
JS Lab
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+ Consortium Blockchain2 H&2& 2&H8|2lu}
HE| R 2] HE ATHO| Q= m2t0|
AHTHE 7IX|= EEM QI

- =27

HAN Y 30472 £%

o Dl%n—jlo-l R3)\|‘ A-IEI 2= ol
= S 7|2 Aok
RICEV - BLOMIAS gooi} 28 7|2 AEV%E:;IE o 7|Hm71|
. S 20 M3 fLE 28| = =/(CEmky)

. alsanc e

1000{7°| =2 8/H=& 7| & &0 . QEAA
Fyperledger . aus|g@tR AL, DAR SDS, - # S EEHQl EAE
SO EF AR R)
SBIEEHZA - U= SBIz8 1&FTE .« QEAA
AHxAY .- 2E, .=n'_°._| %Eil% +0] - HAUAE EENQ EUE
« = QQAFEEH .||o| 2 =
XHO| Lt % ST Ad SN Y= o o|Hz|e ATt X2

JS Lab
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AV. ZALAAH S 5K 2

“ Hyperledger Umbrella Strategy

* Infrastructure: HyperledgerOil Al ‘MEYAHE I8t 7|&, A, OHAIE, =%
» Framework: Fabric, Burrow, Indy, Iroha, Sawtooth
+ Tools: Caliper, Cello, Composer, Explorer, Quilt

L JLiNux

oLF nede  [laam
; Lo rounsanion
* HYPERLEDGER
wardship S — -
HYPERLEDGER <7 HYPERLEDGER HYPERLEDGER F HYPERLEDGER |
BURROW 2% FABRIC IROHA <
Porminsl lonable wmarn Peemisaloned with Mobile focun LY 'y
contract machine (EVM) channel support support: EVM transaction family
HYPERLEDGER ' HYPERLEDGER . HYPERLEDGER = HYPERLEDGER H B HYPERLEDGER
CALPER . CELLO © COMPOSER NIl | Eus QUILT
Blockchain framework As-a-service deployment Moded and bulid WView and explore data on Ledger intercperability
benchmark platiorm Blockehaln networks the blockchain

JS Lab
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A.VI. 50| I 2| X (Hyperledger)

< Hyperledger

+ YHIM O 2 permissioned blockchain0| L E9|3 Ljof &7E & ofx}at
S 7t

. AEZ0|x Zo| QEAAR EMUNTHAYIE YA 20| SHOD
H|=L|A Use CaseE X|2lsl= 3 E 7|t

« RELA MO LEoR SE MAUZ EEH QAU J|E Hio F

- S|SAXYTHo] 22|15t CHASH At 7| 2HE 0] W

+ B =Eto|=F P3| FHIE ERHE 2H

- EENY S UYL ERES U= 2ZEQO HEXE 21T HRUE]

Js Lab
e —
A.VI. S}O| H 2| X (Hyperledger)
% Permissioned Blockchain &%
+ Permissionless blockchains2 1Lt & 7t53t0] ZHH Q| MA7} " & 5
. QOL} Permissioned Blockchaine 0| & WX|5t0] B QtS 23} 7ts
3 * Hyperledger= & 0{X}7} |st= 222 HejU 374 715
H
2  Hyperledger O}7|HX = EEH[Qe| 2 E 7|52 M3
<
g v data privacy
i‘i v information sharing
E v immutability, with a full stack of security protocols
13
S v all for the enterprise
Js Lab
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A.VI. 5}0| I 2f| X (Hyperledger)

< F8 Hyperledger Projects

+ Hyperledger Fabric: supply-chain 4 ES|30] Al

8 * Hyperledger Sawtooth: Q1 7| &, 0|7 0|5 =X 7|tk So| MH|AK|Q(0])
+ Hyperledger Burrow: 10| 2| X Y| EL|3 LHO|A| Ethereum AOLE #H|2F AL
2 + Hyperledger Iroha: & X| Q12| RH}Y Hof A
§_ + Hyperledger Indy: H{=L| A& 2|%t D G| O|E{H|0| A 2| 2 A5}
5
o P HYPERLEDGER
IROHA
2. HYPERLEDGER
FABRIC
(i s INDY
Js Lab
https://www.edureka.co/blog/what-is-hyperledger/
A.VI. 510| 52| X (Hyperled
VI, (Hyperledger)
“ Hyperledger Fabric Architecture
+ CA:ID S5 % 215 2|
+ 1] 0{(Peer): Endorse 7{2f, Simulates 712}, Commit 2}
-3
= « 2C2{(Orderer): ZAMMA 20l S5 M4 (kafka AHE)
o
:
g P Address ASN Breakdown Theoughput Trafic
g E =3 0 bpa = 12,16 KB
E “hee | Rod | 0 bps = 1356 KB
%‘ ~ A | 2,78 Kot 4 45077 KB
E | s 0 bpa = LI5KB |
8 CEEER O bps = GBKE
[oen b | LTEKBLA 49008 KB
CA:
IDSE =t
oI el
HE 1M @4t #2342 9|8 S2|AE{$} 8t SPoF(Single Point of FailureS I|$tC}.
Js Lab
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A.VI. 5}0| I 2f| X (Hyperledger)

< Sawtooth 1.0

* On-chain governance — Utilizing smart contracts to vote on blockchain
configuration settings such as the allowed participants and smart
contracts.

+ Advanced transaction execution engine — Processing transactions in
parallel to accelerate block creation and validation.

» Support for Ethereum — Running Solidity smart contracts and
integrating with Ethereum tooling.

+ Dynamic consensus — Upgrading or swapping the blockchain
consensus protocol on the fly as networks grow, enabling the
integration of more scalable algorithms as they are available.

15

O] BhE1 Q= Z2to|% S X[ QI Z3H
o 3l =3

ol
U= HIO[H & 7HX| 11 go|st

¢l Sawtooth LAKES| Z< Q1% CPUO|| A TH
H 202|150 PoET o] ¥n2|FE A

JS Lab
https://bitcoinmagazine.com/articles/hyperledger-releases-sawtooth-10/
e —
A.VI. 50| & 2| X{ (Hyperledger)
*EFHE T8 22 (IBM)
» Actors
« Components
8
g (] & (=] [E
(3 -
E 8 (=)
Z \
A HE =5
§ Actors l ““iﬁ 3 [ o Components
I e O]
__ Sources 1 — [' @’
1BM Blockchain
JS Lab
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A.VI. 5}0| I 2f| X (Hyperledger)

o _9_ o_lt

H| 11 (Hyperledger : Bitcoin : Ethereum)

: _mm-
2 oS st 7|4Hk Yes Yes No
&2
S 5{7} (Permissioned) No No Yes (in general)*
$
k ol ALE Yes No No
£ A 7S Yes Yes Yes
SHo| A% Yes Yes Yes
DES} No No Yes
AOLE Ao No Yes Yes
HHMA Z2ES PoW PoW Various**
JS Lab
-~ —
A.VI. S}O| H 2| X (Hyperledger)
+» Docker Hub
s
z : : a i
2 Iledger o — ypaadger-tabric paer composer-reat-sarer
B
]
¢
£
3
JS Lab
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AVIl. HAMMA (Consensus)

e

e

ONSENSUS
AHEAD

JS Lab
http://www.plays-in-business.com/consensus-decisioning-how-to-find-minimal-viable-decisions/
A
AVIl. HAMMA (Consensus)
& HMMA Y 2|E (Consensus Protocol/ Consensus Mechanism)
o SAHYE Qmgto] @ 7 Ul BHHM MH|A XS 7Hst €
o BHEHE LET7H S O|H0|H 2T HPES MUIAE XI& 71
BLOCKCHAIN IMMUTABILITY
- - = Merkle Tree
[imme| [ =] [ J| | ermmiwe| [ 2= ] < o1z shAl £2]
_ = - 2t Bjo|Eo] BAIE MEBHd
Argsts HolE 2x
e || v || v | e |
o v | v ez
[preatren] [remer || o] [ s || - R [ v |
o [ . (™ e 2T A
' - H(7i) EHHM sA|
e - S 25 Yol A2 28 oA
S - - xpAlo| Az sAl
IR oo [ wineo]
JS Lab
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A.VIL.

ZAMAM A (Consensus)

+ Consensus Algorithms

o EAAAHIC Hojstn Qs BE L E7F Z2 Al ZH2 AM™)of g

- 2O EXHlE M AARC MR E RIS 26l L2 JiEo R S5XQ0|
LtR7| MEE EXY

- AdEE E1I0IE1E £7% ProcessOfl 2|3 HIQHEl 210]ofof &t

« BE AARIO| MEfl= 00|Lt 12 A (R F 191X] 091X EEH

- oMol LEJI EMSICRtE MEE Y= A2 HT 2

Consensus Consensus Conggnsus te
Module oflule Madhine |, Leader Election
Raft sl . .
gmals & a i + Log Replication

X=3| Y2 | X1 246

.

J,
<
e

+ Safety

%3 Y2 %1 z-’G

JS Lab

Community for KOREN Al Network Lab

A.VII.

ZAM M A (Consensus)

AR =.E = 0|-?|E“X-| EEEM
A 2 (Swarm) Manager =

o
o
o
o

28 OjLKZHS | 412 Y A2 (Quorum) TH5

onsensus group

ERPC

Gossip network

« /var/lib/docker/swarm/docker.state.json

{"LocalAddr":"","RemoteAddr":"192.168.99.118:2377","ListenAddr":"0.0.0.0:
2377","AdvertiseAddr":""}

« /var/lib/docker/swarm/state.json

[{"node_id":"9c5eqant0s2w7arlfk47tkxm0","addr":"192.168.99.118:2377"},
{"node, exym9a2cxbd60ow40xibycw5","addr":"192.168.99.115:2377"},
{"node_id":"cviejnémyjln6s4yswawg59rn","addr":"192.168.99.119:2377"}]

3Mor5/Mor 775 &

>
H
2

‘docker info’ 2| swarm = HEA|(0])

Swarm: active

NodelD: kj417bnzmr8yphsmin33zs7a8
Is Manager: true

ClusterID: tzzk07zwhg8axv0jayf2u58yd
Managers: 3

Nodes: 8

Orchestration:

Task History Retention Limit: 5

Raft:

Snapshot Interval: 10000

Number of Old Snapshots to Retain: 0
Heartbeat Tick: 1

Election Tick: 3

Dispatcher:
Heartbeat Period: 5 seconds

CA Configuration:

Expiry Duration: 3 m S

External CAs:
cfssl: http: 92.168.99.131:12381/apilv1/cfssl/sign
cfssl: https://192.168.99.129:12381/api/v1/cfssl/sign
cfssl: https://192.168.99.130:12381/api/v1/cfssl/sign

Node Address: 192.168.99.129

Manager Addresses:

192.168.99.129:2377

192.168.99.130:2377

192.168.99.131:2377

JS Lab
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AVIl. ZHMMA (Consensus)

¢ Proof of Work (PoW)

« "% ZH"(Proof of Work, POW)0|2}= &0{= 1999 Markus Jakobsson2}
Ari Juels®| =20l M 2Jsl| X§ USO{X S A3}

- HYS 272N MH|A HE(DoS) SZ 1t 7|Ef AMH|A 2k (0): HIEHR
do| A)S THESHA US| ¢St ARl £~

. 00| Y(mining) ZRMAR Y2 Qo0 SH(Proof)2 YA MM E|X| ot
HS (Verify) 2 A &

- Olold 43S 218 AMEIRENS

« PoW consensus algorithm2| Of|L{X| T}C} AF20j| CH H|EH A|ZH0] LS.

bl
1 Previous Block Header Hash: i
D000000000000002a Thbd 25341700374 :
€c5526102 1eBaScaT4442b01 28480569 [
} Timestamp: 2013-12-27 23:11:54 H 500,000 TH/S(1 TH/.
I i 4 ) ) 4 S| s=
HEZEERE | D'm‘”_'“'”sugzms'zﬁ } %211,000,000,000,000812
(ZX : mastering bitcoin) |j Nonce: 924591752 1 SHA|GAY O|Ato| BiA| Tt T e
! Merkle Root: 9100850735482 :
1
el

1 I3DTINTISTedtbeS5502c5 TebdecTeile
fmmsee--——— T i ettt

I Transactions I

JS Lab
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AVIl. ZHMMA (Consensus)

« Proof of Stake (PoS)

- ZAFY ol SH|7} ot Xt O] 717 X[ E(stake)S S 252 MM

« XHAMO| 7HX| 1 = X| 2 (Stake)Tt X| 20| M/ E HRof oo AWM, HH
EE M/dE flol AL2E X 22 EmE X7|3}

« ol ElHXE YoMl WES WS AR TRES Qs ErTotAL
‘&2 H(slashing) 2 + AS

« PoWO|A & & L EE M2 XKminer)2t1l 8lX| 2 PoSO|AME Bo| L EE

&l (validator)0| 211 &
Zelo] ExH(voting power) LX| 7tE X|(weight)= B X2 & S/ EH
=2o| Z2ka} vl

+ PoS algorithm2 ZAFE XIS HF

JS Lab
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A.VIL.

ZAMAM A (Consensus)

% Proof of Work(PoW)2} Proof of Stake (PoS)

0—0 R -\
'I_\o/ e K_/
PPN CR K
0o—0—o"\ -
0—0—20 fj L )

Decentralized

Centralized

PROOF OF WORK

PROOF OF STAKE

 detmemined wwu-
peran

ity Dﬂ:uﬂl

E

S

b s
stibvn the eryplegrachic purshe of
ach ek

QZE‘“

Harveoek m e -||I ane

e o
Twwar, inataad thery collect network
S —

Sa

Proof of Stake

e Coit st Jont

Proal of Wk vysberms, but are
s proven,

Community for KOREN Al Network Lab

" ) JS Lab
https://hackernoon.com/consensus-mechanisms-explained-pow-vs-pos-89951c66ae10
A
AVIl. ZAMXMA (Consensus)
+« Practical Byzantine Fault-tolerance (PBFT)
. EAAIAHO| FAE WSS S| s HITE LEJ} EXE S s H ST
A AR of s 2AAARO| Hojdt RE L EVH USHOR O 0| £
AEZ Jjure gtof erualE
1) 2[Ci7} 220|AE S| 2HS SUHE D HY Zuel 2 C1E L =50 HI}
2) HAIXIE @2 LES2CHE LES0A B2 HAX| S CiA| HHX] L ESOf|A| M}
3) RE XEEXHIO0| CHE R EO0M 7HY Bo| =2 Z2 HIAX| (B4 0] 4al)7t

Qx| 2 L EE0j|A ®m}

rlo

4) 1)2)3)2 2Y0| ELIH RE LES2 HH5 0| H0| ST, Z &S 0B Z
Blo|E{ S 71
Request Pre-prepared Prepare Commit Reply
et —— =
e =i
Replica
Replica

https://theintelligenceofinformation.wordpress.com/2017/02/15/practical-byzantine-fault-tolerance-consensus-talk-by-miguel-castro/

JS Lab
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AVIl. HAMMA (Consensus)

o Hl o
+ Consensus £ O{2{7}X|7} Qo0 HESI S Q70 2t & 7|52 79
Types of Blockchain E ple of C Algorithm Nature
5 Blockchain
Public Blockchains Bitcoin, Ethereum, PoW, PoS, DPoS Open and decentralized
Litcoin etc
3 Federated R3, B3I, EWF No Controlled and
z Blockchains Restricted
o<
] Private Blockchains Company Internal PBFT, RAFT Restricted
2 Permisioned Hyperledger, Ripple PBFT Closed and restrcited
Blockchain
Characteristics PowW PoS DPos PBFT RAFT
_ Byzantine 50% 50% 50% 33% N/A
Fault Tolerance
Crash Fault 50% 50% 50% 33% 50%
Tolerance
Verification >100s <100s <100s <10s <10s
Speed
Throughput(T <100 <1000 <1000 <2000 >10k
PS)
Scalability strong strong strong weak weak
- - - JS Lab
-]
3
=<
z
&
<]
x
S
o
JS Lab

2018-09-21

31



A. =5HQl =z}

e of L

L. 7l

n A%

n. 712 s

Iv. 7|&

V. EH Ag(Swarm)

VI. =7 HQk(Security)

VIl. Docker Datacenter
VIILEE

IX. =7 HES{Z (Networking)

C. A& (8x ux)

w

JS Lab

. 7R
1. A%
. 7| s
IvV.7|=

V. =7 2&(Swarm)

VI. £7{ HQk(Security)
Vil.Docker Datacenter
VIIL.SE

IX. £ Y ES|Z (Networking)
B E: Kubernetes (K8s)

JS Lab
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. 7R

Eot ANAHIE ddlsts SAE B|5AHES
AHESHH, Z42to| RELYU A|ARE 71H| 0| (Container) 211 &

© JhSHMEL M2 XL AL

- 2 LIS HSHHA diFEE B

+ HE[O|: A0 2470 2

In
=
H
oo

Bins / libs

os os

Machine Machine

0os 0s

Virtual Machine | Virtual Machine

ZdEfo| 1

Linux Containers Type 1 Hypervisor

Type 2 Hypervisor

JS Lab

n
i}
-4
0x
rlo
<
<
mjo
()

HO|Lo| SAER Al

= Linux Containers n

H H

Bins / libs e ol Bins / libs

HEeo|L

Bins / libs Bins / libs

0os os

Bins / libs 0os 0os

Virtual Machine | Virtual Machine

10| HH}O| x|

Machine Machine

&t0| HH}O| x|
stESof

Type 1 Hypervisor

Type 2 Hypervisor

JS Lab
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.7l

=~ HEo]L] BAE

& O

docker

MARATHON

m, O
RANCHER

OPENSHIFT

@ rkt @& vesos @ kubernetes

Docker rkt
docker pull rkt fetch
docker push N/A
docker commit Acbuild
docker log N/A
docker run rkt run
docker start/stop rkt stop

JS Lab

ity for KOREN Al

. 70

+ 7| (Docker) HE|0|: =77} AH|O|HE 23517 ?|of 2|52 HH 0|4
(LXO)E AEoIRAXIT, =7 09 HTE 2H 2F = AH| AHOIHE AL

CONTAINER

Tomcat PHP

Java MysQL

Debian Ubuntu

CONTAINER

CONTAINER

Static Binary

Alpine

L NP A

JS Lab
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.7l

% Containerd (2016)= gRPCE Al23st0] HH0| 7|5 Q& &

% £7{£ 0|0]|X|(Image), =& (Volume), U E$ 3 (Network), & E(Build) 2|F
k<]

-3
L
Of Z2|#|o] M
2
QIE{Z2}0| = T+

£ =7 B Zafol= T Ta| MH|A
S (Docker Enterprise Edition)
F 3 ARLUE B

(Docker Community Edition)

=8 | FB{H|E| = 22 0|4
(Swarm / Kubernetes)

containderd @) ZE|0] 1] HEFQ

E7{(Docker)2t ZELY
Ato|o| F=443t2 Cf2
HIG oM SXHY HE oY
OIZBIAERKN HES 7Y = A

JS Lab

. 70

% E7(Docker) O] &

Lab

ity for KOREN Al

Unix/chroot OpenVZ AlX Wpars &
BSD Parallels 1BM

docker

@ Rocket
CLOUD F@UNDRY

[El] open s

:nntainer'm

S FreeBSD
jails/Solaris zones - - N
Cgroups/Process LXC

JS Lab
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. 7HR

< =7 (Docker) 0|

2013 2014 2015 ) ZPIG 2017
. o =
-IHH-P
\ @ rkt [ container[f]
. *[8.2.x branch]
; CLOJDFQUND&Y \
Garden-runC

Guardian project

%Lr@’rk;: |

(& cri-o

14D 58X

:nntainerm

*[1.6 branch]

JS Lab

.7l

# E#(Docken)| WH: 2013 25 37HS AlZtohA 20174 AE|zetol
82 9= B

%

7|= X9 Long Term Software Support

Docker [RCUUICINeLETLTET Certified Plugins
Enterprise
L7/L4 Load

Image Scanning Private Image

Validated Designs

Application Stack

Balancing Management

Image Contents

and Monitoring Registry Trust

Community

Edition Distributed State [l Container Runtime Orchestration

JS Lab
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. 7HR

< Workload

Apps
Docker Enterprise Edition Platform
SN = [
' ) == :

Cloud VM Bare Metal Edge Device

Serverless

docker,
& coni8

JS Lab

Community for KOREN Al Network Lab

.7l

o _9_ Qf

App ' (App | (App | (App  (App ' (App [ App (App (App (App (App ( App ) | App

App | (App  (App (App ' (App ' (App | (App ) (App (App (App ' (App [ App || App [ App

Container (E=3}: ZH|0|L)

Any OS (O|A/d: B| 524 /=R /W )-AZEQO AS

Anywhere (22| / 7}/ 222 E ) - StEHIO AS

Device Mesh

AbOd s} a

JS Lab

2018-09-21

37



. 7L
I A|EH
0. 7|14 =3
V. 7| &

V. 7 2&(Swarm)

VI. =7 HOk(Security)
Vil.Docker Datacenter
VIILEE

IX. =AH Y E%Z (Networking)
B E.: Kubernetes (K8s)

JS Lab
1. A%
d o
« B2tQE 7ol HH 0|y
L S
1 AmazonECS @
Google Container
Engine
@ Amazon EKS
RED HAT'
m OPENSHIFT
Online
AWS Fargate Azure Container
Instances
-'
222 E o] Heflo|L]
S2t2E U9l
LL EES
JS Lab
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1. A%

Private Cloud Infrastructure Platform Function Software
(2s 8 service) {3= a servica)

=== === e =
{ e}
1 1
: _ CO—
1 1
: = ]
1

& ZEI2E MH|A HR

g

@ Private Cloud
@ Public Cloud: laaS, PaaS, FaaS(Serverless), SaaS
® Hybrid Cloud, Multi Cloud

Backend Code Backend Code

Virtualization Virtualization
Networking

Virtualization

server Machines
Networking

JS Lab

Virtualization

rver Machines

@
]

Storage

Networking

1. A%

< OFOFE AWS

Amazon ECSS AHSSHE CEF2AMOMY, M| U X SR8 §ESHE Docker HEO|L B WS 22| 4 78 ZWsE
HU0| +FATLCH Amazon ECSE Bl R AR M2 @32 Hylo] HE0|L § SA]%3, Elastic Load Balncing
EC2 29 08 EBS B T aM AU T2 Uqnt 7pd U dguic

Amaren £CS K14 58

"__lio '-"o

720 ofet gEo|UE 4E fug pHo| Hx| B U BT e
e g8 14 anm g £ A 14 Amurn 0 Pase oo By €85 55
A R Rt T T Mo ECER 11851 -
Wy SRR ARONCIA BE A3 $AR BEND uEn wm» &
P g .
Elassc Contanes Bervce S84 R Y
|| N W S R i

JS Lab
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1. A%

% OO|ARAIZE Azure

W OE

- o %

® & L & 8

Lab

ity for KOREN Al

O ® % - & 8 u» OO0 0 W ¢

JS Lab
1. A%
+* Google Cloud Platform
-3
E e
: — 5
4 — 9. et e
- :
z
2
] .
E = ~ e = wr
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' docker service create
APl

C - 2210|HE FHS W5t MH| A K| (object) S B Y
QAAEY0|E . HEIA A (object B O el 44
Manager Node R C (Orchestrator) =4
EER =
v C el IR TP
T 27 E8 . -
(Scheduler) Node task0 X| 8
C cl 2 + 17 (object)0ll A Sl
(Dispatcher)
|
(w-?j:lr) « Cl2DjXof HZSt0] X|HEt taskE &2
Worker Node — o —
(Executor) * X 9 (object) Ol M taskE MY

JS Lab
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V. =3 A€ (Swarm)

2 MHIA C|AHH 2
« 2 (Discovery): IPRt ZE F
*  Health check: ZAZ8H MH|A 'i'_ 2= A2l &
- BCHiHM. Yot RE QAL '.Ei*oll*‘lﬂ HHH A

task1.myservice task2.myservice taskl.client

curl docker.com
l curl myservice

74

Resolver (127.0.0.11) Resolver (127.0.0.11) Resolver (127.0.0.11)

nyservice VIP

=7 ATl (Docker Engine) —— Engine DNS Server ‘ | 110.0.0.3)

“mynet” network

taskl.myservice 10.0.0.4 2| DNS
task2.myservice 10.0.0.5
myservice VIP 10.0.0.3
external DNS 8.8.8.8

LY & AT KV(Key/Value) 2 E 0f(Store)
JS Lab

V. £ A8 (Swarm)

< 2t 28 0% (Routing mesh): 0 X| 2} &2 2|2t LHE 2t 8 0 (routing
Mesh)O| A 2 & Q|7 = E (Worker Node)7t 21222 22 &l 04 (Ingress
Routing Mesh)0j| 01510 371 El I E (Published Port)2| ’é.*—”_-.‘- XS
8ot ZE HBI2 FH - EO|M =HSICH L F ZE-AY IfF LIS 2
QI 2K SLSHH AE (http/https ZEHS 29| X|H 7}+s)

DNs £ AH83%t= E2i Y
port 80 52 A SH= http

ServiceA.com ServiceC.com

ServiceB.com

Worker Worker Worker
R R

Task 1 Task 2 Task 3 Task 3 Task 1
ServiceA ServiceB ServiceC ServiceC ServiceA

JS Lab
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V. EH A" (swarm)

+ Rolling Update

« 28 7|8 MH|AQ| A|0|A0f AL
+ Redis 3.0.6 Z1E|0| L4 0|0|X| £ Redis 3.0.7 ZE|0|L{ o|O| x| ¥ &|0] =(0f)

$ docker service create \ # swarm manageOf| A A& 107 A4 XA X7
--replicas 3 \
--name redis \
--update-delay 10s \ #10% X|HA|ZH2 A3 MHE| A Task 242
redis:3.0.6

Ou6ads31ybk7yw2wyvtikmu50

$ docker service update --image redis:3.0.7 redis # Rolling Update A& &
Redis

AF|E2{9| rolling updates £7| M

1.Stop the first task.

2.Schedule update for the stopped task.

3.Start the container for the updated task.

4.1f the update to a task returns RUNNING, wait for the specified delay period then
start the next task.

5.1f, at any time during the update, a task returns FAILED, pause the update.

JS Lab
https://docs.docker.com/engine/swarm/swarm-tutorial/rolling-update/

V. EH A¥(swarm)

“ Docker stack: 17.03 or 1.13 28 B E 0| A{ A58
% ‘docker stack COMMAND’ 2| HHO 2 &=7{0f L4 &

* deploy: Deploy a new stack or update an existing stack
e Is: List stacks

e ps: List the tasks in the stack

* rm: Remove the stack

* services: List the services in the stack

version: ‘3’
services:
micro:
image: gianarb/micro:1.2.0
deploy:
mode: replicated
replicas: 2
resources:
limits: E7 LA™ YHO ()
cpus: '0.25° docker stack deploy --compose-file=docker-compose.yml my_stack
memory: 512M
reservations:
cpus: '0.25°
memory: 256M
restart_policy:
condition: on-failure
delay: 5s
max_attempts: 3
window: 120s

Js Lab
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VI. £# B QkSecurity)

JS Lab

Community for KOREN Al Network Lab

VI. =7 2ot

& ZCHZF AT EQIO HZ X2 (Docker EE secures the End-to-End
Software Supply Chain

L > =
. 2
W E (Build) \@' ] clco
o AE spse ms Aol
B 7|5 x5

JS Lab
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VI. =7 B¢t

< 28AH Hot 24 d9 S X|H
+ LDAP/AD ¢1&
+  Node 7|2t2| Namespace &2|
+  Docker Community Edition2 CLIZ|EH =& 22|

Ao
: !‘-‘

ae

o “
5

DET 7j2t & Java 7i'd © Java /i ©
(A AIR) (28 AL8) (K8s AH8)

Docker EE (Universal Control Plane, Trusted Registry)
= E (Node)
A

£ (Node) - (Node)
’!”} / ["’I ]

=E (Node)

A

A

D

&)

e

= E (Node) ’

£E (Node) ’

Community for KOREN Al Network Lab

VI. =7 2ot

 Build: Z|2ote| SAX QI O|0[X[E H2[ot= M0 ME

2310| O|0|X| AHE (Dockerfilel]] =& Eot HHLYES MEX| AI)
A& ol o|O|X| AHE (O|0|X| {7 pinning S22 X AHE3LL, ‘latest'Lt
M(update) &0l 5 ':O AHESHR| %)

- MEBHE HHEZE| O|':'|X| 7t 27| (Pull) - ME[SHE HEA 15 AL

« Ship: ¢12[5t= O|0IX| ME & 75 ALE

|St= HEXE RegistryOf Push
M =7 2ot A7 At 221 (Of: EE Advanced AFE)

< Run: A& &9I 7AH|0|L4 7} SPF(single Point of Failure)?! 2|54 7{'49)
CPU'—|‘ D1|EE| e TS WSt HE HFE =2 AL Qe 42
+ Client2} Engine 7t0f &= TLS AIE Q&
- S0 HHOIH= 7| HE
+ Daemon LH2| user namespace
. Cgroups°| X s
- 712 M3 apparmor/seccomp/capabﬂ|t|es EE H2AE 2 Z204Y
« 2EQ I{F|X|, ‘setid’ ‘setgid’ S|-SFX| &1, ——pnwleged AHESHR| %S

JS Lab
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VI. =7 2ot

& EF HOt MH|A JM: M QAZHTLS 7|8t O OIF MH AR, 2l5A
Ma 22 7|5 AHEStD, AAAZ|EE OFEISH F &5 (Access)/4 2SH= O|O|X|
S| HEIX(Contents) M S/2stH IDSS2| EOt 23} Z3HE (Platform)

NSy
Build (HE =t4 E2h Ship (Rt 2F ZAEI X9t 2 =) Run (B8, 22|, Scale)
Z7{QZ g o4 o|o|x|
E7{ 220|YHE (Docker Engine) (Container image)

(Docker Client) Capabilities

TLS

Seccomp

Registry
TS
SELinux
AppArmor

Image
Signing

ot
(Authorization)

.
g RBAC SE

Namespaces
Cgroups

Secure Platform (runtime =2t Zz2|)
JS Lab

VI. =7 2ot

« 0|0|X|Q| HotS |sh AME|ZELO|= G (Ofl): M= o =+ QU= HX[AEZ

—_ —
TS 3l 2 F B2, SR, ASTMH SS AH85t EH= Hotnt

2|
MHIAE HE &+ UAS

|

1

1

O[g| x| O[g| x| o[g|x| I

Y EX|E2| [ ERN H=ZX|E2| :
prul E5t

EREERL E sg=za

2|5t Y X|AE2| (Trusted Registry)

= X 22t (Content no X[ AEZ| MHA
Trust) (Registry Service)

oo

S3) M

JS Lab
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VI. =7 Hot

» HEf0]] &ot

« EFY AH O ZiEo|H moto] 7| X2 BlsA o o|EStH A2 et Xt X0fS
HAOR S 23SIH, B0 TH| 0| 2Z0| o SiLt= HE T

« SAEQ}AHO|Y: cPu/M|Zal/C| AR RS AT
7 WHOIL HE 95 50| 91%0| U, 25 A7t At A2
seccomp 1.10, TLS 21& ALE, —-privileged 2E AL FX| §5)

« CHE ZHO|L: sA~E0| Aeel RAtet W o2 CPU/H| 2al/Cl23 Xl g AT
DOSEH0|LL H&2 oto] 718 HAEO|Lt YE {E 52| 91 S2 &%

« 2|89 DDos 371t QHo| M4 AL 12|21 0SQ| IHA| 0|XE Sof &3t SH0|
7t 25247 Hotes A2 M 5t QR ol Fofy wH Ade g & U (IBM
Bluemix, Docker Data Center, CoreOS Clair, Red Hat “SmartState” CloudForms (w/Black

Duck)
« OfEZZ|AH|0|M: EXS 3o SHS HE £ gloLt VM H|OHE S22 E 59|
deetdn, XA DevOps I S EHQ MH|A H|leE 2ot AGO|Lt CIAIRIS 22

2742 gt

pud

Z7{(Docker)2| E Ot Zt3t T2 M A

£hel 2ol STl ch2 e ol omg of =2l ol
https://docs.docker.com/engine/security/non-events/ J> Lab
VI. E#H Hot
o A8 HOt
- BE|XP7F 22 AE L BHF|IE FIHANAE A
+ Exposed to a container via a ”/secrets” tmpfs volume
« BE|XHz AFE XLt ElOf| RBAC H T H|IS
« GUIAME RE ZH0|{ S0 2ot7| A
- 222F Wl AFEX H % Auditing
Raft Consensus Group
h
e i 2E
a1 % i o -~
& 5
W\o'rﬁer Worker
(> g >~ P
i (] [
JS Lab
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VI. =7 2ot

% Docker EE H 02 =7 ZAH|0|L{ MEfAH Ol A Lot XS
< Docker EE Platform2| 37| HQt7|5: o|O|X| A74'd S| MHIAE XS

Af }73 = Dev/Ops Secure by
of Q App Secrets CIEE=3-1=1 w default runtime
olo|x| Atelat ’ (ORECLL P
O - |REE °
PIl=
S AA ‘ @ Rest 10 535 @ TLS g8t ‘

‘ S8 et 7lv B4 Ho|RBAC) ‘

gl e

JS Lab

. iR

1. A&

n. 7|= &

V. 7|=

V. = 2&(Swarm)

VI. =7 HOk(Security)
Vil.Docker Datacenter
VIILEE

IX. EH Y E$|Z (Networking)
B E: Kubernetes (K8s)

JS Lab
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VIl. Docker Datacenter(=.7{ Ci| O] E{ ME])

«» Docker Datacenter: Docker DTR and UCP

=7 o]e{ M nEy S8

=7 S8

_

Compose

=7 pTR
egi

ocker Trusted R

A2|sH= =7 U X (Docker Content Trust)
B enen

o @t 9

A2 X £ AH

\fv_i_rh LDAP/ Storage
AD Drivers

22#0|A 6 o|E{HE T8 A g2tes

JS Lab

VIl. Docker Datacenter(=7{ Ci| O] E{ M E])

<+ Docker Volume Plugins

Current Plugins

$ | m‘

) STORAGEOS T‘ i

m 2]

HEDVIG P 4 =
)\f"

= nimble "
storage
& Hewlert Packard mp

Enterprise company

dockens

JS Lab
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VII. Docker Datacenter(=.7{ Ci| O] E{ MIE])

+ Federated Application Management (Coming Soon)

DOCKER ENTERPRISE EDITION

1 I
1 ]
I 1
H 1

I
- Federated Application Management :
; i

1

;T " " "

élgla _____ T SR et i = === L R T IQ AAA I
e Q T QS -
ommmmat Femmmaes E0R Ly e L SRS
JS Lab

. 71

1. A%

n. 7|2 s

IvV.7|=

V. =7{ 2&(Swarm)

VI. =7 HOk(Security)
Vil.Docker Datacenter
VIILL.EE

IX. EH Y E$|Z (Networking)
B2 E: Kubernetes (K8s)

JS Lab
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o
VIIl. 28

« Leveraging HPC in the Enterprise

- saa| [ - o Gl

Community for KOREN Al Network Lab

()
Security scan [ — Control
& sign Plane
Traditional E
unstac IR B oE
= @ docker == @
miraparty  [a] o0 Sy LTI 3
=
|oa..
e
JS Lab
Vill. &
e O O
« Space
i 1
space is hard!
o
3
x
:
g . acuum All factors drive:
= Extreme distances -
z (and timelines) & Infrequent Communicatidn : Co.'?t i
5 A * Reliability
= - = * Low Memory (~16MB)
s Single shot
2 b - _“‘* + No virtual memory
£ _ + 32 bit CPU (~100MHz)
2 (’ * Process
£ + Testing. And more testing
o
- Radiation

Thermal

dsene

JS Lab
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o
VIIl. 28

< Fanless StE8)0] (IoT Gateway)
S QEAA 7|8

» SDN 7|t ZUH|O| HERZ AL (2157] Yd/MH2 Hiz/tzst HEY LH)
loT Gateway 2 Z St=E9J|0{ EcHE H|u
loT Items Type 1 Type 2 Type 3 Type 4 Type 5 Type 6
Gateway CPU Type Celeron J1900 ARM v7 ARM v7 ARM v6 Atom Quark
Hardware # of CPU Cores 4 4 4 1 2 1
(Fanless) CPU Clock Speed 2 GHz 1.2 GHz 900 MHz 700MHz 500 MHz 400 MHz
RAM 4GB 1GB 1GB 512 MB 1GB 256 MB
Docker A X| OK OK OK OK No No
Docker Show OK OK OK No No No
Container 2 MB 7+ OK OK OK No No No
Container 784 MB L 5 OK No No No No No
Container Cluster Manager OK OK (5 ZH/W) No No No No
Agent for UCP Yes No No No No No
Alarm Yes Yes Yes Yes Yes N/A
= Sensor / Actuator N/A OK OK OK OK OK
°7 Local Logger OK| OK OK OK| N/A N/A
ovs OK OK OK OK No No
PoE X| &l (H2t7| AL8) No Yes(#H2t7|) | Yes(Bigt7]) | Yes(Het7l) No Yes (& &5)
Wi-Fi X| 2 Yes Yes Yes Yes Yes Yes
Bluetooth Yes(52) Yes(L§ &) Yes(LHZEH) Yes(S2, Yes(LHE) N/A
Flow Agent Yes N/A N/A N/A N/A N/A
IDS Yes No No No No No
SOt MEfA s Yes Yes(HAS) | Yes(HAS) N/A N/A N/A
JS Lab

Community for KOREN Al Network Lab

VIIL.

(=X=]
X=)

+« A small IPC enabled with Docker

+« Allow many Application Stack to run
+ Managed Connectivity to the Cloud
+ Local Management Interface

siemens H’Edge” Gateway

Remotely Managed loT Focused Gateway

Linux based x86 Industrial

Supports Linux Container Workloads

Remote Re-Configurable based on the use case
Supports Connectivity, Both limited and dedicated to the Cloud for
non-connected devices

Facilitates Legacy Application Interfaces

Allows Consolidation of data before it's pushed/pulled to the cloud

SIEMENS

|‘]ﬁ _

JS Lab
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o
VIIl. 28

+“ Node Sizing

-
i
Manager Nodes Worker Nodes
2 « BPU:4 vCPU + Depends on application workloads
g - Memory: 16GB « If migrating there will be less
§ « Disk: SSD for /varflib/docker overhead from OS
5 + Support 100s of worker nodes + Leave headroom for rescheduling
; + 3 or 5 managers is preferred events
+ Run under load and test
o
docker,
& cons
JS Lab
VIII. 38
e O O
+ Building Docker Stack
Open Source Stack
'E Swarm GUI Portainer
Central Monitoring Prometheus + Grafana
Central Logging Elastic ELK
Layer 7 Proxy Traefik +Let's Encrypt
< Storage REX-Ray + Digital Ocean Volumes
é Networking Docker Swarm Overloy
) Orchestration Docker Swarm
s Runtime Docker CE
; HW / OS Docker Machine + Digital Ocean
Docker EE on AWS Stack —
docker,
& SwamGU &con’8
Central Monitoring AWS Cloudwatch + Telegra
Central Logging
Registry
Layer 7 Proxy 5
Storage
Networking
Orchestration
Runtime
HW / 05
Lokens
JS Lab
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o
VIIl. 28

+ Monitoring

docker
& coni8

JS Lab

. O
& QEAEN(OpenStack)2| 7+ EE(Neutron)¥HE
& 222 E, Heat, LBaaS, L2, VM-to-VM FE/HM TIA|g}

ﬁ 0*74| %)% 9 3}=90f X| 2 SDN I =2
% oEAW bEE Fia8l « 22| A9 X|: Switch Light OS AFHZ
‘ ‘ (EEFRERE R o } AQ|X|: KVM2| Switch Light VX A
ouensta(k

QEAH XY

I

N

/1 + Neutron ST 2 12/13 HEQZ
H0{7] (SDN CONTROLLER)
24 7+ 22 E, NAT/PAT

BIG 22tE IjE2 2
EE8](CL, GUI APl

SDN HIO[E{ &2l (&2l 291]) .
7 = (=} A B
e gel/7ky 2 ¥l trast

Single pane of Glass - 22[/7H& A%
LBaas, Y3t AMH|A 7}

SDN 7H4$%} B0l Ef &2 Q1
o S21/714 FHAl3

« 22|/7t4 7kA|3E, Troubleshooting
(VM- to-VM Z 2 / Z# JtA|z)

« Horizon 2% (T2 2] 7tA|3 Heat HEE!, A
2 F=7h

JS Lab
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. e
1. A&
In. 7| s
IV.7|&

V. 7 2&(Swarm)
VI. =7 HOk(Security)
Vil.Docker Datacenter
VIILEE

IX. =7 Y E{|Z (Networking)

B E.: Kubernetes (K8s)

JS Lab
(o)
IX. 27 HEHH
5 E9 HEYZ
/'-‘IIE-?—J%l
\ Eatoly
e
¢~h
HENZ
s vy YN
(Docker
Networking)
/ /Mﬂlﬁ\_
CEEE T
(Encryption) \ ' /
(Service
e Deoorny”
— — JS Lab
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IX. =7 HE{Z

+EH HEYI ool 2

Ez2folH/
7l5
A

MH|A C|AH
H2| / DNS

LX)

B2

Namespace

A RE

HEst

. User Defined SAE L H o] Macvlan/
Halx|
B3| (Bridge) (Host) (Overlay) ipvlan

SYBAE

‘links’ A&, DNS
AL Jetc/hosts

NAT
=2
RE

o|F Y&st gl

ojo

= A(North), AFR

SYBAE

ZAAUZEIO)A
DNS At A&

NAT

2|

ojx| 2
olF Has gl

A (North), AL

SYBAE

2 |
DNS AMH AL

SAE 0|EQ0|
A&

HE| SAE

ZFATIO)A
DNS AH{ AL

om g

s

o
BA

oo

=2

x|

VXLAN AHE Cf 2
Hast

HE| SAE
ZAHAUEIO A
DNS MH AL
A z|o] Ao ES|
O] At
=2
o x|
0|& a5t g3

ZHO|H = A2

= SBEUEYL N SAEZ AH0[
O =2|# 0| M ¢ww2ﬂ$ﬁ ﬁ@w2ﬂ$ﬁ A e o mﬂéﬂifﬁ
Js Lab
o
IX. EH HEHZ
+ Container Network Model (CNM)
Js Lab
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IX. =7 HESZE

< HH oY HEL He| 2 2o]et 20|
o =7 AHo E2{AH Y EA: Mo B2|XkManager)2}t Worker2 20|
22 AE 130, Manager®l M = Worker 7|5 SA| &

< £ 23 Manager HA: 37l E£= 57 § E+& AHSIDY Leader= 1702 S%

£ #HolH 23 AH
(Gll: 10T AMH|2)
He|o|L 2u{|o]

(Container Overlay)
O< O>O 2= 7i6|0|] Z2{AH
off: 2l MH|A
>—0o ‘ :

e o] Aj|o] m @

(Container Underlay)
QZaH(F2IRE = 25 0|4)
(BEtRE 1 A%K / M)

Js Lab

Community for KOREN Al Network Lab

IX. =7 Y E{Z

» EH HEYYS B2 HEYY

HES3A
cato|y

User Space

#Hy Linux Bridge, OVS, net namespace, VXLAN, iptables, veth,
=
TCPI/IP

JS Lab

IPAM: IP Address Management

2018-09-21

77



IX. =7 HE{Z

S EF HEHA OFIHN.: 2 7|5 24|, ZEE =7 HH 0| HIEHI

#Hejo| HEHY 2

AEEEEEEEEEEEEEENEF AEEEEENEEEEEEEEEFE AEEEEEEEEEEEEEEEE

= . PR u
N HEQ3 ME-tA .. HESaMEHA oL HESIZ MEYA a
M = . = . u
. = . - M
- Container = = Container = = Container =
. = = = . .
M = . = . =
. = . - M
. = = = . .
. = = = . .
M = . I =
. = . P u
"samn uy - bl mmma®

7] A%l (Docker Engine)

Network E2}0|H

IPAM: IP Address Management

JS Lab

IX. =7 Y E{Z

% SO 2|I'® (High-level) 7|5

Namespace

IprocOl A T2 A& =& 22| 2] ZH|O|H HIEQZ

Linux Bridge

Ao A ZLO| AHESH= L2/IMACS QA SHE 290X

Open vSwitch

Z203Y Jhsst B2 S X /UstE Mot E2IX] (SDN 2 9(K])

NAT HER3 FA B3} IP address + Ports (Types: SNAT, DNAT)
iptables A ol gH Azl z NS, Wt NATE #algt

Unix domain sockets

T S AE L 41 7|89 File descriptor, FIFO I}O| 22 S

User-space vs Kernel-spac
e

A4S Fast rojste ofZa|Hojd =0l
Z4E| 0| L (Container) O Z 2| # 0| M (applications)2 user-space Ol A A3
HEQ/A &S kernel space0f A A3

SR - - e
i N i

}_Unix-domain

sockets

ZAE (Host)

| | Docker0 |

AE
E9
XIE

| Open vSwitch

p-4=9 1kl Docker proxy
(Mapping |LlgEllE )
)

2 Ju L fot
Y |

JS Lab
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IX. =EH HEHZ

¢ £ MENI B2 2
22| A E (Management Plane)

+ H|0f A& (Control Plane)

+ ol 7:||§ (Data plane)

H|o] AZ (Control plane)
) Libnetwork 2 .0{(core) 2t 2 & (Swarm) Hi | S

Network-Scoped Gossip, A{H| & C|A7{H{2|(Service-Discovery), ¥=7| H|E

C|O|E| A& (Data plane)
C—) HEY{A E2{2lat LE E2I0|H —)

HEIX|(bridge), 2 2|0|(overlay), macvlan, ipvlan, EA E(host), 7|E} E2{19!

JS Lab

IX. =EH HEHZ

+ Docker0 ESIX|

- HERZ ME X7H0| gl= B2 XFEEE M- (no additional options “-net")
- ZAHHoH= 55’1(Docker)01| ol Y IPFAE EY

. KVMor VirtualBox@t 7 Abst 7|E 473

- ZAEE HEIX|O| YT IPFAE Sl 9

. o= e e HElO|Ho B4 B

Container A Container B Container C
172.17.0.18 172.17.0.19 172.17.0.20

172.17.42.1
Docker0 bridge

Masquerade / NAT

192.168.50.16] eth0
Qe

JS Lab
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IX. =7 HESH

% S A E(Host) “--net=host”

« HESZ HME4Z hostE X|HSt= 22 MM (options “-net=host*)
- AHO|HE 22AE HESQA XS AL
« DAELE AH 0|7 WSt ZE

=2

o

£ S o4
. QR EBjEE SAE HEYI XAAS B3| 7

8 HEIO|{ol B4

Container A Container B Container C
172.17.0.18 172.17.0.19 (--net=host)

172.17.42.1
Docker0 bridge

Masquerade / NAT '

192.168.50.16/ ethO

Lol
JS Lab
o|7]
IX. =H HEHZ
< None “--net=none”
« HESZ MEHZ nonel 2 X|Fot= ZR dd (options “-net=none*
« AHO|HE HEHI & A
« DAEE A O MY ZE T8 S A
. S2E9 9 Edjme AEo| HS 27}
- 822 YIS ovsSO AASA S s
Container A Container B Container C
172.17.0.18 172.17.0.19 (--net=none)
172.17.42.1
Docker0 bridge
192.168.50.16| ethO
AR JS Lab
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IX. =7 HE{Z

% BEIX| / ZEWME (Port Mapping)

. QR AT IS
* docker run -d --name onos -p 3999:8181 -p 4999:6653 onosproject/onos
* docker run -d -p 9200:9200 -p 9300:9300 elasticsearch

Container A Container B Container C
172.17.0.18 172.17.0.19 172.17.0.20

IP Masquerade(%E-=
MASQ, [PMASQ)=
2|5 29| NAT(Network
172.17.42.1 Address Translation)
Docker0 bridge UEEELRTES

ARHESO| 252
68 €-> 172.17.0.1¢
s e o
192.168.50.16| eth0
owa

CiE YEA0 FAY
+ U=E HFE 715

IX. =7 Y E{Z

< MACVLAN E2}0|H{ & A2 “docker network create -d macvlan”
% VIAN E”d3 HE 7ts

MACVLAN VLAN Trunking with MACVLAN

eth0: 192.168.0.3 eth0: 192.168.0.4 eth0: 192.168.10.2 ©th0: 192.168.20.2

—

ethD: 192.168.0.2

.
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IX. =7 HE{Z

» A8 T4 K| Y E93

+% Open vSwitch (OVS) 0]

v OVSDB /OpenFlow Z2EZS 0|st =2z Y
v/ VxLAN, GRE, VLAN 7|8t 2853} /12 2| Y (forwarding)

ki v &3} Encapsulation)= Z1H|O|H 7t {ISt= mAc/IP 40| M E 7ts
v ARPZEA| 132t Y, EEYHY Jt5
v H& HO|, EdT Hgh 2829l 538t
E: v 10G/s O|& M2| 7t
g v MEN ppDK 745 3HE 1) kernel, £ 2) userspace
8 Docker Bridie Network T4 A8XL Tt’d Bridge Networks
: .
[=1]
@
_J_ JS Lab
O_I |
IX. 2 HEHZ
+» Docker Network Mode - Overlay
SAEZLAZAA ALE
Overlay network2 22 (Swarm)2E2| Manager0i A A 715

-3
;]
E:
2
2
: o
E veth pair veth pair 2

docGO

VTEP [
’ vxlan :47890udp -4780ludp vxlan
I’ L iptable
'__1 1_._| ’ Docker EAE
JS Lab
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< ZEo|H{ 2H{2j|0] E2I0|HE AL “docker network create -d overlay”
< VLAN E’d3 HFE 7ts
@ EF 112 HH O[ & X[H 7|

o =7 AT A (swarm) SStH 2 0] 2o A3}
o A2 0fL| X (Manager)2F 7 (Worker)7|2H| K|Ofot =S £ 2|

o 23 SEAHT|EIO| Q0|0 2EYHA/MH|A CIAF 2| LHE
« 2EBENME F Kkvstore EEHR

« AEDE FEE ZYQ B

« 2P E vxAN 235} TS

« E2C H2AH2 J7H 1P DNSRR 25 X[ @

o AMH|A C|A7{H 2|(Service-Discovery) L&} (1] ZE X|H 7+s)

+ 2t & 0[#{(Routing Mesh) X| &

JS Lab
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< 1 MB H|O|E| & A| TcP/IP 2] vXLAN 2H S| E

Outer Ouier Outer

14 bytes 20 bytes 8 bytes 8bytes

+50 bytes

i |
T

1,000,000 H}O|E = 710 T2l / 1410 HIO|E.
710 x 50 HFO|E = 35,500 HIO| E H{5| =

1,035,500 HO|E T& 3-55 %

% 1MB HSA| Tep/IP 2] & vXLAN 2B =

I N N TV S N I I I =

hytas hytss byles hytas hytss byles hytas hytss

1,000,000 HIO| E =736 T{Z! /1330 HIO|E
736 x 100 HIO| E = 73,600 HIO|E @3] =

7.36 %

1,073,600 HIO|E H&
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< H0] HELZo| ds BHA
« QHIO| REECPUAE SOOI &S
+ CPU MRS} S A S I8l ToR ARIX|LE NICZFER 2120 7|52 Offload
 StEQI0] 2120 HO|EQ0] AHE

EEcCpPU CPU 1t25t s AS I8 ToR 22| X|Lt
ALEE20| 12 =5 NICIER QB3| 0| 7|5S Offload

_‘

Throughput Recv Send
side cpu  side cpu

Linux Bridge: 9.3 Gbps 85% 75%
OVS Bridge: 9.4 Gbps 82% 70%
OVS-5TT: 9.5 Gbps 70% 70%

OVS-GRE: 2.3 Gbps 75% 97%

Js Lab
ZE[0| L (Ofl: wordpress) o[ (ol: mysql)
etho etho
IP10.0.0.3/24 1P 10.0.0.2/24
8080
80
s
No. Time | Source Destination Protocol | Length|Info
1 0.000000 \0.9N. 3 10.0.0.2 148 Echo (pi
2 0.000114 1v.0.0.2 10.0.0.3 IcM> 148 Echo (pin
“
[
b Ethernet II, Src: CadmusCo_bc:67:7f (05:00:27:6c:67:7f), Dst: CadmusCi_95:50:e( (08:00:27:95:50:e6)
b Internet Protocol Version 4, Src: 172.16.103.241 (172.16.103.241), Drt: 172.16.98.248 (172.16.98.248)
P User Datagram Protocol, Src Poct: 49952 (49952), Dst Port: 4789 (4783)
= Virtual eXtensible Local Area Nutwork
P Flags: oxes
Reserved: 0x000000
VXLAN Network Identifier (VNI): 256
Reserved: 0
b Ethernet II, Src: 02:42:0a:00:00:03 (v2:42:0a:00:00:03), Dst: 02'42:0a:00:00:02 (02:42:0a:00:00:02)
b Internet Protocol Version 4, Src: 10.0.0.3 (10.9.0.3), Dst: 10.0.0.2 (10.90.0.2)
b Internet Control Message Protocol
JS Lab
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< HE|o|{ 2HZ|0]: AIO|EZLHA S & ()

Data center 1

- JS Lab
http://murat1985.github.io/kubernetes/cni/2016/05/15/kubernetes.html

IX. =7 Y E{Z

% = EE 2.0 Calico 58

certified

Docker Enterprise Edition 2.0 Galico Integration

i s

1 -~ ]
1 = 2|
) ] :

I B L

. :

| UCP Manager! K8s Master

Pod IP Connectivity

Pesring

UCP [ ks Worker B

- -
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IX.

3 HEYY

o O—I':

= ATl A (swarm) B8
Manager 2} Worker
E SR Y

E - 2" 1P AL 1B XIE
« 2H{2|0] L E{|32} DNs
+ Manager2| HA(High Availability)
= « HE3 &k (TLS) with CA
§ o I E M 4+ Affinity 2t anti-affinity
5 + Compose Al Mg nH
Libnetwork 2H{2[0] %E’FO‘ o
S CNM HEH3 gajfcﬂ 22| OFA (Aliases)
Migrated Bridge, host, IPAé/Iogﬂl = DNS 2t EZ2 8l 1B
none drivers to CNM L‘H*TJEUX/API
1.7 1.8 1.9 1.10 1.11 1.12
O NN N
MH|A ClAFH 2| U BT o ?i% | Q1/G|0fE S22l & o « Compose 2 &!
(Service Discovery) = : EHF; A—?JE‘ C HE
JS Lab
2
3
<
z
&
g
s
S
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